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CHAPTER 1

Q
e
g

AFWHEH T OTRS HH A . XL
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Filter for Items

Just start typing to filter..

Favorites

You can add favorites by moving your
cursor over items on the right side and
clicking the star icon.

Links

& Viewthe admin manual on Github

Ticket Settings

X

Attachments
Create and manage attachme...

-

Auto Responses — Queues
Link queues to auto responses.

=

Salutations
Create and manage salutations.

Ei

Signatures
Create and manage signatures.

EHIAR T OTRS #AF RIS .
BRI, EH AR T admin H SR .

%Ié

Attachments - Templates
Link attachments to templates.

Lo
fr—
1

Priorities

Create and manage ticket prio...

&

Service Level Agreements

Create and manage Service L...

a

SMS Templates

Create and manage SMS tem...

%Au\ [’/L,_QEEJ\ % /\YKQ:KLEH‘

B Y S

-

Auto Responses
Create and manage responses...

Queues
Create and manage queues.

~

Services
Create and manage services

0

SMS Templates « Queues
Link SMS templates to queues.
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T BT B A O3 S P BB AR [R] o R AUt AR A B B C SRR ) B R R 2R R U A
A o {HJE, FCEDRTH) OTRS 22 B BUF ANF o FATEE I E OTRS LLEAT AR B WL B .

1.1 AT

vEf#: OTRS is installed by the Customer Solutions Team. Please contact us via support@otrs.com or in
the OTRS Portal.

4B OTRS AN S ERIN IR o B 5 A& XARGA IR T/ LR K .

First, you need to check some Z %[l & and modify the values, if needed. FQDN, SystemID and Send-
mailModule::Host are the most important. Defining the TimeWorkingHours setting for working hours and the
TimeVacationDays setting for public holidays are also needed to calculate the escalation times correctly in
OTRS.

ARG FTTTIISHT A L O3 MR bk AR AV 28 Ge A FH 0 v 3 S A s ik o SR s, 8 mT LA I sE 22
FRY R A s -

h T HRE A, TR PGP %9 BLS/MIME TiE-+ SKns e it .

RFRATAR ST 7 AHRE AT BE TS 2255 i) RGeS N — 2820 R/l ff (0 o SO RS TR QDR « )
OTRS 54648, (HERINNGOL N A€ UM o iR T2, arblismm e, JFET L EMme 4
KE o

s B S PNAR I R acwi S W NN W Vi SN R S

PAER R LA N2 R ) o 2 P dR A ml 15y, 2P P iz A wl AL BT .

Hefs MRS N RN i P AT ASE ] AD 38Ek LDAP BET BRI UE S5 o FEXEEIFIL T, AT
JEDAN

LR NG —FE B P BT AR 2 4 BB R RO A o AR, ATl E R
KIE o

11 OTRS 222k SRS bRdE Wl i IR AERE 44, (H 1 m] RE AT L4 48 E AT T QBT i) ol s ANZE 4 o R
A MRS WICEBEAST, IF B RE N BASI 73 Bl — A R TE I 244

FERERGMNE « R 4 A2 ATRIREERE IS o RN ASIL A s — AN I HAT 4k
AR B3 HE A BA S ) T

BUAE , T RS (A sl FEAE R BAA1 F 2 i PR e AT EERIBAA o %51 OTRS 22t
TS A BN, ] U s AT, AR R

YW N TR IR TR T DR s A AR

AT AR & W AT DM IR PROF A8 B DR R Rs AR (R F 2 OSSR
QB S > AT LAERR  AS RS Rk BAA 4 B B v B B AR B A R A P AR
RHEAF AR RS T, FFR I 2R I o= -

B PR LUME RS 702K o WUOREAE I T e, TE A SR gs IR RCE R T gy SREk . eAh, 8
AT RURE AR 55 200 D 7 Begs iR 55 o

BUE s QR ST, BT DL L8 2l e 5 N D3R (Ve g o S8 mT UAE T i g o e rh AT B g
.
LRSS N G e HE Ly T LABCE H ) FIFZyiian .
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1.2 & OTRS 4%

The next chapters of this manual describe the features and configuration settings of OTRS more deta|led
There is a separated manual for Configuration Options Reference, that gives you a good overview of %%t
Jic ‘%, that can be modify the behavior of OTRS.

1.2. #h OTRS &5 S


https://doc.otrs.com/doc/manual/config-reference/7.0/en/content/index.html
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Ticket#2018100615486000019 — User cannot login to his outlook.

Back Print Priority People *+ Communication * Pending Close Miscellaneous « - Move -

w Article Overview - 1 Article(s)

NO. | 17 = SENDER VIA SUBJECT
Wyle
Coyote

1

w #1 - User cannot login to his outlook. - Wyle Coyote - 10/06/2018 11:44 (Europe/Berlin) via Phone by S...

Phone | User cannot login to his

CREATED

10/06/2018 11:44

To open links in the following article, you might need to press Ctrl er Cmd or Shift key while clicking the link [depending on your browser %

and 0S).

Mark Print Split Forward Reply

The user reports outlook will not accept his password.

w Linked Objects
none
[ Attachment Management
Actions List
[+] Add Attachment NAME
Product Manual
) Annex
Filter for Attachments
Service Agreement

Just start typing to filter...

1 TN B

FILEMAME
troubleshooting-
guide.doc

service-agreement.pdf

COMMENT

2: BHAEE B R

VALIDITY

valid

valid

w Ticket Information

Age: Om

Created: 10/06/2018 11:44
(Europe/Berlin)

Created by: Super Admin
State: open
Locked: unlock
Priority: 3 normal
Queue: Postmaster
CustomerID: acme.co
Accounted time: 0

Owner: Super Admin

* Customer Information

Firstname: Wyle
Lastname: Coyote
Username: we
Email: we@acme.example.com
Customer: Acme Inc.
Street: 123 Anywhere St.
Zip: 12348
City: Somewhereviell
Country: United States of [...]

URL: https://acme.exapl...]

CHANGED CREATED DELETE
10/10/2018 10/10/2018 N
05:01 05:01 =
10/06/2018 10/06/2018 N
10:42 10:42 -

Chapter 2. T ik E
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Add Attachment

* Name:
* Attachment: Browse... Mo File selected.
* Validity: = valid

Save or Cancel

P 3: IS INBR A B

A B AN
1. s B IR  — AN A
2. BT B
3. wili RAFEL PRAFIF5E EdAL -

Edit Attachment
* Mame:  Service Agreement
Attachment Browse... Mo file selected.
* Validity: ~ valid

Save or Save and finish or Cancel

K 4: GitE N E B

A7 R AN
1. B R g 5 — S AR b
2. wiili #IAEHL .

VEMR: WORRGEP I T 2 AN AT i S BN A4 ROR R € (R

2.1.2 B

AN e AL BRI T DME T DU R o AT S T BUR T BL

FRR* SRR AR o AT LR B A AEATR YK 4T SRS TR R o AR s E RN
e

2.1, [KHfF 9
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List
MAME FILEMAME COMMEMNT VALIDITY CHANGED CREATED DELETE
Product Manual troubleshooting- lid 10/10/2018 10/10/2018
. vali

Annex guide.doc 05:01 05:01

. . , 10/06/2018 10/06,/2018
Service Agreement service-agreement.pdf valid

10:42 10:42

(SO EETE

BEEAE * FTIFSCAERIEHE » A SCIE R GEAS NSO o Bb 7 BOAE AN IR A B rh 2 b T 1) > (ELLE Gt 48 B A D e v
FERTIE) o A5G BEE AR N II0H SO 2 2 AT B

AL BEE IR RN - R T BOR EON AR WA BRI AT AAE OTRS FRAEH] o b7 Brist
BN JCARE W SR 2R B BRI A

FERE IR BHEAS I EAE R o O T, U SOR I BORTE i AT SE B T I B IR, DDA TR
MR Bon MR

2.2 AR

PRGE W RS0 T 5 2 P DR EE R0 TAR G R R R L o AL IR L3 o M AR AR AR S I A £
AR AHA AR R SL B S B P AR

OTRS SVFEAEWC R R A L RIma N 2 7 i 2 P R RN B A5t A ORADAT T (R SR IEAEAR BE AR, AT T 34
¥,

AT DURR I B LE A () 2B 1) 2 7 Ak A BN, e 2 BAA B T8 L B Sk CoR M ER AR 4E ) T
PRI R T A

A FH e B s o 9 sl B AR BA SR AR o BRIATSOL R » Bii) OTRS et & — L8 HBhWINY o [ W5
HBERALT TRBCEALR) AN

a« Auto Response Management
Actions List
B Add Auto Response NAME TYPE COMMEMNT VALIDITY CHANGED CREATED
default follow-up (after a ticket follow- . 09/18/2018 09/18/2018
) auto follow up valid
S — up has been added) 15:17 15:17
‘ P default reject (after follow-up and R i 09/18/2018 09/18/2018
. o auto reject valid
rejected of a closed ticket) 15:17 15:17

Just start typing to filter... X X
default reject/new ticket created (after

auto reply/new 09/18/2018 09/18/2018
closed follow-up with new ticket ply/ valid - -
) ticket 1517 15:17
creation)
default reply (after new ticket has been . 09/18/2018 09/18/2018
) auto reply valid
created) 1517 15:17

6: [ 3l N B

2.2.1 EH Ay

10 Chapter 2. T H.ix'H



OTRS Administration Manual, % i 7.0

e VSN B B T B R G L o ZEI bR B G R Gl .

BRI AS BB .
1. RG4S I 18 e A2 o
2. WELITEL .
3. siili AFHRH .

Add Auto Response

* Name:

# Subject:

Response B I U 5|

[
It
It
[
B
([l

Format - | Font - size ~ | A~ B} T, | [& Source Q

# Type:  autofollowup
# Auto response from: | vo5l62@virtual.otrs.com
* Validity: = valid
Comment

Save or Cancel

K 7: 7 B s B

2.2, HzhmN 1
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Bl ERAARGH MR A o BRI AR IR A e N ROk A T EATT

A LG F BN :
1. widd B S SIEA —A ASIm N o
2. BHTBL .
3. sl TRAFEL PRAFIF 58 edZ AL

Edit Auto Response

# Name: |default reply (after new ticket has been create

# Subject.  RE: <OTRS_CUSTOMER_SUBJECT[24];

Response B I US| = := e

[
il
lih
[l
B
([T

Format ~ | Font - | Size - A~ B}~ T, | [& Source Q) 1

This is a demo text which is send o every inguiry.
It could contain something like:

Thanks for your email. A new ticket has been created.

You wrote:
<OTRS_CUSTOMER_EMAIL[G]:

Your email will be answered by a human ASAP
Have fun with OTRS! )

Your OTRS Team

* Type:  autoreply
# Auto response from: | vo5162@virtual.otrs.com
* Validity: = valid
Comment

Save or Save and finish or Cancel

Pl 8: g A S N

VEME WER RGN T 2 A HBNWIN A I DR AR L B N AL D K 42 AR A A A2 1K A B Y.

12 Chapter 2. T H.ix'H
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2.2.2 Hhm N E

AN e AL BRI T DME T DU R o AT LS T BUR BT BL

AR YRR AR o T A B P AT TR [ 70 RS BRI AR A o 44 B S fE
i

F IR P R LRI R
N Ik P R L AR IESC .
R b R RE MG E B Y SRR o RE A BRIk —AN AN, o A] DU DL 2R
auto follow up-H a3 ERE A AR EEREE -
auto reject A G4 1% BAR 4% IR .
auto remove- [ 3 kR R4 AZMIER—A T8 .
auto reply- 5215 Frd 1 TRl itk A 2Rl .
H el S0 T e S A& B T o
H MmN AN > RN PR E , K PRIk BB

AR BEE LTI RNE o W R BU BN AT AR BRI R AT AAE OTRS R H] o Hb3 Beist
B TERE I AR AR L BRI

VERE IR B EAS I TR R o T R LR T B TE alr A Se B T R B L, DA TR
B o EM R T .

2.2.3 Az WAL R

AESCA A AR B ] UG T S EAT ML R, o A, AR OTRS #r8%, EZERGH SN OTRS ##t - 1£
SO OR CORART R GRS AT R BRI AR ARSI

il , A5 <OTRS_TICKET_ TicketNumber> § /& T8 S, AVFBRBRA S FHNE .

Ticket#<OTRS_TICKET_ TicketNumbers>

it IXAFREEY N -

Ticket#2018101042000012

2.3 L

AR T RAGE PR o — K TR AT RER 2 2 00T « IG5 6 T LA R PR B i se g, DA B s
J7 B B DR AT TR SRAT BRI OTE o BREAIXLE S R U IR SRAR W 2, Jf HoT LApRigE b ¥
1.

OTRS 24t 77— ML T BRI HLAR e BRI AZ T AT R GERAL BIX A5
o W JEEAR
o Zxfh e R
o K IEH
P I EARC

2.3. R 13
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Reference

You can use the following tags:
<0TRS_CUSTOMER_SUBJECT[20]>
To get the first 20 character of the subject.

<0TRS_CUSTOMER_EMAIL[S]>
To get the first 5 lines of the email.

<0TRS_ CUSTOMER_REALNAME=>
To get the name of the ticket's customer user (if given).

<0TRS_CUSTOMER *>

To get the article attribute ( e. g. <0TRS CUSTOMER From=, =<0TRS CUSTOMER To>, <0TRS CUSTOMER Cc=,

<0TRS_CUSTOMER_Subject>, <0TRS_CUSTOMER Body=).
<0TRS_CUSTOMER _DATA_ *>
Options of the current customer user data [ e. g. <0TRS CUSTOMER DATA UserFirstname=).
<0TRS_OWNER_*>
Ticket owner options [ e. g. <0TRS OWNER_UserFirstname=).
<0TRS_RESPONSIBLE_*>
Ticket responsible options ( e. g. <0TRS_RESPONSIBLE UserFirstname=).
<0TRS_CURRENT *>
Options of the current user who requested this action ([ e. g. <0TRS_CURRENT_UserFirstnames).
<0TRS_TICKET *>
Options of the ticket data ( e. g. <0TRS_TICKET TicketNumber=, <0TRS TICKET TicketID=>,
<0TRS_TICKET Queue>, <0TRS_TICKET State=).
<0OTRS_TICKET DynamicField #*=>
Options of ticket dynamic fields internal key values | e. g. <0TRS TICKET DynamicField TestField=,
<0TRS TICKET DynamicField TicketFreeTextl=)
<0TRS_TICKET DynamicField_* Value=>
Options of ticket dynamic fields display values, useful for Dropdown and Multiselect fields | e. g.
<0TRS_TICKET DynamicField TestField Value>,
=0TRS TICKET DynamicField TicketFreeTextl Value=).
<0TRS_CONFIG_*>
Config options | e. g. <0TRS_CONFIG_HttpType=).

Example response:
Thanks for your email.

You wrote:
=snip=
<0TRS CUSTOMER EMAIL[G]=

Kl 9: H Bl AR

14 Chapter 2.
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o At dEEE
A SE T 20 FE A () IDC HERARI ID S 1 Do B FRIS NACAEIX — A o HHR S B Kt .

A8 B 1) RGeS N 56 « BT OTRS 22 & AN BRIAE e g « “DUSEBABE” Briedt TR B A1)
PGS TH

@« Priority Management
Actions List
[ +] Add Priority MAME VALIDITY CHANGED CREATED
1very low valid 09/18/2018 15:17 09/18/2018 15:17
— 2 low valid 09/18/2018 15:17 09/18/2018 15:17
Filter for Priorities .
3 normal valid 09/18/2018 15:17 09/18/2018 15:17
4 high lid 09/18/2018 15:17 09/18/2018 15:17
Just starttyping to filer... B val /18/ /18/
5very high valid 10/12/2018 09:51 09/18/2018 15:17

K 10: TR B b

2.3.1 EEALEL

VEMR: AERIEE A2 SURALSEHIIRI , LA EA AR S Rt S Sk PERE v 4% 7 BEBUFHE P10

AL — M
1. i ZE A iy A s a4l -
2. B LIATEL
3. sl PRAFEHL -

Add Priority

% Name:

* Validity; = valid

Save or Cancel

Bl 11 S se g s

Bh ERNRGH MRS o R IR A7 R EIE TR E o ol I N o ROREE e

VEAR: FUCR ISR R G REIE 5 MR, FFEBEH T 5 MRS LURFRASIEAT RGHIEH] .

A LGB -
1. /gy i .
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OTRS Administration Manual, % i 7.0

2. BT B
3. siilt PRAFEL PRAF IS dae el

Edit Priority

* Name: 1 very low

* Validity; = valid

Save or Save and finish or Cancel

Bl 120 il e g e w

VEMf: WERARGRAIN T 2 AR ZIRLE R A PR BIAT AR G ME Pk a8 IR SE 22 .

S R G A R SE R WSS Tk e 15 S 4R DL RS 101
RAFIF A B SR N HTEE SO SR 32 e R B

ACRAE > FENEOH NS HAZEOR S22 i E o i ETEh e -
B BUH B ERAE .

e NIEPCESU R AAR A B R IO L B B AL, I RS RIS IR AR N A o Lt
B AR BCRBGE JEES Vs 42615112 C ACL D ML C FR A sRdt Do S8 B E SO I 44 S U ZE A
IoCHE -

2.3.2 fLoediinE

ARG AL BRI T DME ] DU IR o Ay S P BUR T BL

DR BB ARR o LIRS BU R R BRSSP AT AR S TR o SRR R AR
s

AR BCE LB RN - R BOR EON AR WA BRI RN AAE OTRS FRAEH] o by Beist
A TERE I RO AR L B KA

2.4 A%

RN 2 — A TAE=S (0], JF HLRE ARG B RES ] 24240 « BT s8R ST IR TAE » AN LA 5 o oAl
WAL 7T i 7 B AR IX LA R P A A R S
OTRS 1 I BAF 0 S5 1R BN B AL EG 4 o BASIBRAL T — Bl R 075 2R 7> TIFRE TAR 2 s st (K AHE

i I B 5 1) RS INBAA o 7EHT ) OTRS 2t , 1 4 NBRNBAAI : raw . junk « misc F1 postmaster .
WA S SCRLPERE I, W BT A N KA A4 AE raw BAZIH o Junk BAS AT -F-A74d b S A o “PABIAS
H” OBRERAE TR R B AL IR A .
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Natice

This priority is used in the following config settings:

m ExternalFrontend:TicketCreate 8P riorityDefault

B FAal:ApprovalTicketPriority

PostmasterDefaultPriority

® Process:DefaultPriority

m Ticket:Frontend::AgentTicketBulk##4PriorityDefault

ExternalFrontend:TicketDetailViews##PriorityDefault

® Ticket:Frontend::AgentTicketClosed##PriorityDefault

® Ticket:Frontend::
® Ticket:Frontend::
® Ticket:Frontend::
m Ticket:Frontend::
® Ticket::Frontend::
® Ticket::Frontend::
® Ticket::Frontend::
® Ticket::Frontend::
m Ticket::Frontend::

You can either have the affected settings updated automatically to reflect the changes you just made or do it

AgentTicketEmail##4Pricrity
AgentTicketFreeTextiiiPriorityDefault
AgentTicketMotedtiriPriority Default
AgentTicketOwner##dPricrityDefault
AgentTicketPending#iti PriorityDefault
AgentTicketPhone###Priority
AgentTicketPriorityf###PricrityDefault
AgentTicketResponsible###PriorityDefault
AgentTicketSMSH44Priority

on your own by pressing 'update manually'.

# Queue Management

Actions

[+] Add Queue

Filter for Queues

Just start typing to fiter. ..

Save and update automatically

List

NAME
Junk

Misc
Postmaster
Raw

Don't save, update manually

P 13: PESe xS 1 HE

GROUP COMMENT

users All junk tickets

Users All misc tickets

USErS Postmaster queue.
USErs All default incoming ti...

14: BABAE B 55

VALIDITY
valid
valid
valid
valid

Cancel

CHANGED

11/16/2018 08:26
11/16/2018 0826
11/16/2018 08:26
11/16/2018 0826

CREATED

11/16/2018 08:26
11/16/2018 08:26
11/16/2018 08:26
11/16/2018 08:26

2.4. [A%
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2.4.1 EHEAA

AN BAF -
1. R ZE MRS P I BA A4
2. HWELIHTE .
3. mili RAFHEHL .

B ARG MIERBAS o R BRI AR I A ok I N e ROk i AT EATT .

# 5 The maximum number of 200 valid queues should not be exceeded. Exceeding this limit may
affect the system performance.

A B — N A S -
1. ABAIBIE R —AN S .
2. BB .
3. i RAFEL LRAT I 58 A

VMR WERARGEHASIN T 2 ASBAF 5 05 10 A i s Mt o e N\ 5 i ) A4 R oR A RS 2 B

L SR 5 SR G P A PRI A B IR A4 T A 70 2 2 A B A DL IR T
TRAFIF BB SR NI SO BEH 32 e K B

AGRATE > TENHOHT NS HAZEOR S22 M i E « i EZ Tah 58 -
B BUH B ERAE .

i NPT S R AR A B R OO L B R A, JF RS RIS IE A AR N A . Lt
B AR BCRBGL JEES Vs 42615112 C ACL D MR C A sRAt Do S8 B0 E SO I 44 B S U ZE A7
PS8

2.4.2 BAHIBLE

AN el AL DU T DME T DU IR - AT AL S P BUZ T BL

AR LRI o T DUAEE BT R M RTR I A RS R A . 4Bl A
i

SCBAFY A LIKE AT AB I 8 BAFES I oA 1 BAA o 3 s ok SCBAA:: T-BAA .

A1 * A LR I 47 ) o A ABRIIRSS N DBl 72 F P 2 1A B A R

FREGRE I 3 B0 LA Z P A 14T TR H COBIE AT ] T 70 v & 1 2 808U B BhfRe o (5 0 C BRIA )
LR IEBAF b () TR LRFFBE o

THe% - TR C 2344% ) Defines the time span for this queue within the defined business hours, in
which an agent has to send the first reply to the customer as a visible article to a ticket created by a

18 Chapter 2. T H.ix'H
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Add Queue

* MName:
Sub-queue of:
# Group:

Unlock timeout minutes:

Escalation - first response time

(minutes):

Escalation - update time [minutes):

Escalation - solution time (minutes):

# Follow up Option:

# Ticket lock after a follow up:

# System address:

Default sign key [

# Salutation:

# Signature:

Calendar:
* Validity:
Comment:

Chat Channel: ;

admin

0= no unlock - 24 hours = 1440 minutes - Only business hours are counted.

If an agent locks a ticket and does not close it before the unlock timeout has passed, the
ticket will unlock and will become available for other agents.

{ Motify by ]
0 = no escalation - 24 hours = 1440 minutes - Only business hours are counted.

If there is not added a customer contact, either email-external or phone, to a new ticket
before the time defined here expires, the ticket is escalated.

{ Motify by ]
0= no escalation - 24 hours = 1440 minutes - Only business hours are counted.

If there is an article added, such as a follow-up via email or the customer portal, the
escalation update time is reset. If there is no custorer contact, either email-external or
phone, added to a ticket before the time defined here expires, the ticket is escalated.

{ Notify by !
0= no escalation - 24 hours = 1440 minutes - Only business hours are counted.
If the ticket is not set to closed before the time defined here expires, the ticket is escalated.

possible

Specifies if follow up to closed tickets would re-open the ticket, be rejected or lead to a
new ticket,

Mo

If a ticket is closed and the customer sends a follow up the ticket will be locked to the old
owWner,

Will be the sender address of this queue for email answers.

system standard salutation (en)

The salutation for email answers.

system standard signature (en)

The signature for email answers.

valid

Chat channel that will be used for communication related to the tickets in this queue.

2.4. [\%

Save or Cancel
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Edit Queue

* MName:
Sub-queue of:
# Group:

Unlock timeout minutes:

Escalation - first response time

(minutes):

Escalation - update time (minutes):

Escalation - solution time (minutes):

# Follow up Option:

# Ticket lock after a follow up:

% System address:

Default sign key

(voslel@virtual.otrs.comp)

* Salutation:

# Signature:

Calendar:
* Validity:
Comment:

Chat Channel; ;

DevOPS

USErs

0

0= no unlock - 24 hours = 1440 minutes - Only business hours are counted.

If an agent locks a ticket and does not close it before the unlock timeout has passed, the
ticket will unlock and will become available for other agents.

0 { Motify by ]
0 = no escalation - 24 hours = 1440 minutes - Only business hours are counted.

If there is not added a customer contact, either email-external or phone, to a new ticket
before the time defined here expires, the ticket is escalated.

0 { Motify by ]
0= no escalation - 24 hours = 1440 minutes - Only business hours are counted.

If there is an article added, such as a follow-up via email or the customer portal, the
escalation update time is reset. If there is no custorer contact, either email-external or
phone, added to a ticket before the time defined here expires, the ticket is escalated.

0 { Notify by 1
0= no escalation - 24 hours = 1440 minutes - Only business hours are counted.
If the ticket is not set to closed before the time defined here expires, the ticket is escalated.

possible

Specifies if follow up to closed tickets would re-open the ticket, be rejected or lead to a
new ticket,

Mo

If a ticket is closed and the customer sends a follow up the ticket will be locked to the old
owWner,

vo5162@virtual.otrs.com ||

Will be the sender address of this queue for email answers.

system standard salutation (en)
The salutation for email answers.

system standard signature (en)

The signature for email answers.

valid

Internal operations queue.

20

Chat channel that will be used for communication related to the @Mﬁ@pizguw&ﬁ

Save or Save and finish or Cancel
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Naotice

This queue is used in the following config settings:
m ExternalFrontend: TicketCreateft#QueueDefault
® Ticket::Frontend:UserDefaultQueus

You can either have the affected settings updated automatically to reflect the changes you just made or do it

on your own by pressing 'update manually'.

Save and update automatically Don't save, update manually Cancel

B 17 BABBAE R R AR

customer. The escalation time for the first response is cancelled as soon as the agent sends an article
that is visible to the customer.

The first response time is triggered if a ticket has been created by an agent.

Once a ticket has been escalated because of exceeding the defined time span then this ticket stays in
the status escalated.

The first response time escalation notification will be sent to all agents who have selected the specific
queue as preferred queue in the My Queues setting and the ticket escalation notification is enabled.

T4 - EH TR C 7r%0% ) Defines the time span for this queue within the defined business hours, after
which the ticket will be escalated if no further articles are written. This escalation update time is reset
whenever an agent writes an article that is visible to the customer user. The escalation update time
is also reset when a customer user responds to an agent article for the first time. Additional articles
written by the customer user do not affect the escalation update time.

The escalation notification will be sent to all agents who have selected the specific queue as preferred
queue in the My Queues setting and the ticket escalation notification is enabled.

TH2 - i) C 43404 ) Sets the time span for this queue, within the defined business hours, within the
ticket has to be solved. Solved means that the ticket is set to the status closed. If the ticket is not set
to solved until the time span defined here is reached, the ticket escalates.

The escalation notification will be sent to all agents who have selected the specific queue as preferred
queue in the My Queues setting and the ticket escalation notification is enabled.

Once resolution time escalation has been triggered for a ticket, the ticket remains escalated.

The solution time will not reset if the ticket is reopened.

Hf#: The escalation settings of /2454451113 will overwrite the escalation settings of queues.

PRABELEI * Fig e 0 2% F T PR AL B o AT BERME
BT T AZ RIS B —ANET T .
FIRE ZERHE S FOR T T C 2 R HI T .

2.4. [\A 21



OTRS Administration Manual, % i 7.0

T4 IR R
Z
HRVEAIME B 12 doc:auto-responses FE .

PRIES A EhBUE T8 > A0 SRAEEIBCE  WTREM A TG H] o SO FT IR s LU < M i 2 5 e —
NI o R OR AR A HHZ% TR 55 N D AR B2 T R B A

W EARHIBIN o ANOE T B E DA OR Y B N 2 B s A

RGP * SR DL R U E 2 —4F Ry BB 1 R A ARSI

VEAR: IXRERE A 1D o P S0 e A G TR

BAEA Y] HALELL IS0 N A S PGP % 4] BS/MIME 1E1 FE RS E IR o EHEBOAR LR
N LIS RE A BB

A EETE * RN R ETE
B> A E XY
HIg %8 SCHEBA A TAERTR T H T « HIE R E e X o

AR BRI RN - R BOR BN A% WA BRI RN AAE OTRS FRAEH] o by Brist
A TERE I TR AR L BRI AL

FERE IR BRI AR R o O T, R SOR I T BURTE i AT e B R T I BRI IE . DD TR
WA WoRfERE R .

WIRABTE W0 RATE F] T2 A S A 50 T A v 3

2.5 BAH| Al

PR S5 I TE] IR 55 200 B FCAL A B2 AL, XSS AT B T30 7 T RTINS AR BT, AT g — T HL
BR AL o W ORETA BT I BRI S, IR IHLss %, e ki .

OTRS A HEMS PR LK 38 4 1) F Sl .7 B2 AT A, S P S G I IR G545 5 AT PRI L84 B AE
RIERIHU 2w BB BT .

AP B 1] — AN B AN SR I — AN B AN BB o B BLDE R T TR BB AL BAS A BN
B

2.5.1 FHEAS  HEIW N R

AN A BB GBS H B Y
1. sl BAFIZ R — AN BAS
2. IR ASIAS I H BN o
3. wili RAFEL PRAF IR 5E edAL

VAR TR SN AR TR 2 A BB LA BB o ki B S NETIT F S )Y BERE
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# Manage Queue-Auto Response Relations
Actions Overview
T Queues without Auto Responses QUEUES AUTO RESPONSES
DevOPS default reply (after new ticket has been created) (auto reply)
X Junk default reject (after follow-up and rejected of a closed ticket)
Filter for Queues X
Office (auto reject)
Just start typing to fitter... Raw default follow-up (after a ticket follow-up has been added)
Service Desk ({auto follow up}
default reject/new ticket created (after closed follow-up with
Filter for Auto Responses

new ticket creation) (auto reply/new ticket)
Just start typing 1o filter...

Pl 18: A5 BEA S () E sl [

Change Auto Response Relations for Queue Raw

auto reply:

auto reject:

BUtD remaove:

Save or Sawve and finish or Cancel

Bl 19: BT BABI IR 1 1 Bl 0 b

2.5. BABI BN 23
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VEAR: R RGAIN T 2 A A S S B A G e BN R 0 A4 RO A R 2 K A B
B BAS

2.5.2 S\ HZm N5 E

K28 BN Hegs —ANBABII . URRE R .
auto reply- F 00152 24 ] 1m) BA S A3 00 G > b B S SR Ak g HT P > I HAZIH AN IS T A Rk v

IAA )

auto reject [zl 1) 17 A S A BT HLAEBNA BB oRe BROGEIE TR B E Dy SH4EmT, th A 2w ok
FIBG T o

auto follow up- A z0ERDE >4 ) 1) BAA1 1A T BT HAEBA A BEE o BRUEEIBREE ) vl AN, b B Bl
PR AL T

FEIE 0 T R 1 BAA A& i ST FLAE IS B rpofy BRE I TR0 OB T I 3 s
FIBGEH S .

auto remove- A 32Kk o BRGS0 B S NCRE AL T

MR AR AZELA B3R TGS BB AN TLRGH © RN BAIRAT A .

2.6 n i

WA CIRR AL 5 Al R 1) o SR 2 PRI AN B T BEAAKIE R KSR 2 7

OTRS st it 1 N AEAT— AN BASI G b AE LI A5 R ST 5 (0 TR o PASIBEE: )ity | BEb Anas 4, e
SCIRTA PR A AR T DR o R S RO AL R T B o

I 1 T AR ) — N AN A o T AR T TR B A5

A8 FH 0 7 1) RGN N I8 o BT i) OTRS 36 # LA S brE R Mg o 5 B BE w07 - L B4l
) MR

L] Salutation Management
Actions List
[ +] Add salutation NAME COMMENT VALIDITY CHANGED CREATED

system standard salutation (en) Standard Salutation. valid 09/18/2018 15:17 09/18/2018 15:17

Filter for Salutations

Just start typing to filter...

P 20: i 15 5 B 5T

2.6.1 & o) ik

EERIN—AETE
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1. R ZE MR R i R I e T 42
2. HE B
3. wili TRAFHEHL -

Add Salutation

* Name:

Format

# Validity: | wvalid
COIMIT

Save or Cancel

B 21 Fs T i o o e

B I U

[
Ith
lih
[
B

Size <~ | A~ - I, | [ Source Q) 1

Bl EEANRGH MR ERTE o R IR A7 R EIE TR E O ol N T ORE e

A7 LG MR -
1. mh FRTEF R 1A R
2. BB
3. sl TRAFEL PRAFIFS5E AL

M WERARG I T 2 A s, SNSRI AR, BVl I e g HE £ 5 2 il i

2.6. )it
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Edit Salutation

# Name: | system standard salutation (en)

Salutation:

* Validity:

Comment:

B I US

1
2

-e

]

L
||

Format - Font -

Dear <QTRS CUSTOMER_REALNAME>,

Thank you for your request.

valid
Standard Salutation.

Save or Save and finish or Cancel

P 22: G il o i

I
m
i)
]

A~ - I, [& Source Q)

26
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Wit AR GO T  TEER] TRucE AL BRI, I DR A 0 1 L 0 B A A B A A %
MIxT5

2.6.2 [l fixih v E

AR L BRI, TR DU B o BT R S I T BOR I B .

PRR* SRR AR o AT LAE T B A AMEATR LK) 74T WA KS PR R o SRR s E RN
e

T i T K5 TRCAE T P T S TSk R SOAS

AR BRI RN - R T BOR BN A WA BRI RTATAAE OTRS FRAEH] o by Brist
L TERE I TR AR L SRR K AL

FERE IR BHEAS IR R o O T M, R SOR I T BURTE i AT e B R 1 I B IE . DDA TR
WA WoRERE R .

2.6.3 [ fifAr &

PESCA A AR B w] DU T REAT MBS o A, Bk OTRS #5348, 7E2E UM B OTRS ##t . 78
CUNIT R CGRART A AR A R B (4 AT BRI

Hint

You can use the following tags:

<OTRS_OWNER_*>
Ticket owner options (e. g. <0TRS OWMER UserFirstname:=).

<0TRS_RESPONSIBLE_*>
Ticket responsible options (e. g. <0TRS_RESPONSIELE UserFirstname=).

<0TRS_CURRENT *>
Options of the current user who requested this action (e. g. <0TRS_CURRENT _UserFirstnames).

<0TRS_TICKET *>
Options of the ticket data (e. g. <0TRS TICKET TicketNumber=, =0TRS TICKET TicketID=,
<0TRS_TICKET Queue>, <0TRS_TICKET State=).

<0OTRS CUSTOMER_DATA *=
Options of the current customer user data (e. g. <0TRS CUSTOMER DATA UserFirstname:=).

<OTRS_CONFIG_*>
Config options (e. g. <0TRS_CONFIG_HttpType=).

Example salutation:
Dear <0TRS_CUSTOMER_REALNAME=,

Thank you for your request.

Kl 23: AR

#Wltn, A5E <OTRS_CUSTOMER_DATA_UserLastname> 9 N INEER , LMEASIEUIFAED .

Dear <OTRS_CUSTOMER_DATA_ UserFirstname> <OTRS_CUSTOMER_DATA_UserLastname>,

2.6. [ fxik 27
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Blhn, XAARZEY N |

Dear Lisa Wagner,

2.7 k55 Ho PR

TR LA ZH00 AL 2 7 (I TR 5K o RN AR IR S5 AR T2 o A Z00AE 249 5 1A I 1) P 52 (A 6T il AP IR 2 i )
SUBONUR R IT %6 o IS5 N B U W] BB 2030 A0, LB 1B T T4 .

OTRS nJ MR A b /2 87T oK IFR AL /KPPl C SLA DY P o OTRS SRt 78I A e 257K
PRI RENE > R BT AT IR 55 A% ) TR o REASSLA W LA 2 PR S5 I UGS AT ik el
HIYE .

A8 FH 0 57 5 1 ) RTINS IR S5 SO W o BRI DL T > BT OTRS e A A AT AT Ik 45 G 0 o IR 55 2%
S PSS BB REAL T TR BE B AL IS5 0N U

a SLA Management
Actions List
[+] Add 5LA SLA SERVICE COMMEMNT VALIDITY CHANGED CREATED
No data found.
Filter for SLAs

Just start typing to filter...

Pl 24 1525 20 DU B 5

Z:

To use this feature, Ticket::Service must be activated in the Z4:[il ‘& under the Administration group to be
selectable in the ticket screens. You may click on the link in the warning message of the notification bar to
directly jump to the configuration setting.

2.7.1 EHARS DML

TR ISR SS FON R ER EA —AIRSFIR MBI R SE o AENIRSS e h B RS -

A LIRSS SO P
1. R ZEMELRA R %50 SLA 424
2. HEMIHTB
3. miih PRAFHEHL -

Bty KIEANRGHMER RS 20 U o HAEE LN A7 VeI B okl i i JE ROk el .
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Add SLA
# SLA
Service:
Calendar:
Escalation - first response time [Motify by )
(minutes): 0= no escalation - 24 hours = 1440 minutes - Only business hours are counted.
Escalation - update time (minutes): [Motify by )
0 = no escalation - 24 hours = 1440 minutes - Only business hours are counted.
Escalation - solution time (minutes): [Notify by )

0= no escalation - 24 hours = 1440 minutes - Only business hours are counted.
* Validity: ~ valid
Comment:

Dialog message:

i

Is being displayed if a customer chooses this SLA on ticket creation.

Save or Cancel

25: US55 20 D5t
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5 The maximum number of 50 valid service level agreements should not be exceeded. Exceeding
this limit may affect the system performance.

A B GRS O B
1. w55 2 P (R — A S5 O DM
2. BHTBL.
3. wili TRAFEL PRAFIF 58 et

Edit SLA ; VIP customers

* SLA:  VIP customers
Service
Calendar
Escalation - first response time |0 (Notify by )

minutes): 0= no escalation - 24 hours = 1440 minutes - Only business hours are counted.

Escalation - update time (minutes): |0 [Motify by |

0 = no escalation - 24 hours = 1440 minutes - Only business hours are counted.

Escalation - solution time (minutes): |0 [Motify by I

0 = no escalation - 24 hours = 1440 minutes - Only business hours are counted.
* Validiy:  wvalid
Comment: | This SLA is for VIP customers.

Dialog message

Is being displayed if a customer chooses this SLA on ticket creation.

Save or Save and finish or Cancel

Kl 26 2 45 55 20 0] P 8057

VEAR: QR RGN T 2 AN RS O PR 5 I DA M T B N B v ) 44 POR R S (14 IR 55 20
L .

2.7.2 RS5O i

AN e AL BRI T DME ] DU IR o AT LS P BUR T BL
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SLA * BEBHIRIN AR o AT LAFELE 7 B P AT SR (K 74, WA RS PRI o MF0R Bos e b
T

M5 EPEEIHLLG G SLA F)—ANERZ MRS o
H 51 Select the calendar which defines working hours for this queue.

Calendars are defined in the % %:[il 7 under the navigation path Core — Time. You can define up to
10 calendars, a default one and 9 additional calendars for different working days, working hours and
public holidays. By default, all calendars contain the same working days, working hours and public
holidays.

T2 - v Rma MR C 43804 D Defines the time span for this SLA within the defined business hours, in
which an agent has to send the first reply to the customer as a visible article to a ticket created by a
customer. The escalation time for the first response is cancelled as soon as the agent sends an article
that is visible to the customer.

The first response time is not triggered if a ticket has been created by an agent.

Once a ticket has been escalated because of exceeding the defined time span then this ticket stays in
the status escalated.

The first response time escalation notification will be sent to all agents who have selected the specific
queue as preferred queue in the My Queues setting and the ticket escalation notification is enabled.

Fre - SR C 5380% ) Defines the time span for this SLA within the defined business hours, after which
the ticket will be escalated if no further articles are written. This escalation update time is reset when-
ever an agent writes an article that is visible to the customer user. The escalation update time is also
reset when a customer user responds to an agent article for the first time. Additional articles written
by the customer user do not affect the escalation update time.

The escalation notification will be sent to all agents who have selected the specific queue as preferred
queue in the My Queues setting and the ticket escalation notification is enabled.

T2 - it ki8] C 73%0% ) Sets the time span for this SLA within the defined business hours, within the
ticket has to be solved. Solved means that the ticket is set to the status closed. If the ticket is not set
to solved until the time span defined here is reached, the ticket escalates.

The escalation notification will be sent to all agents who have selected the specific queue as preferred
queue in the My Queues setting and the ticket escalation notification is enabled.

Once resolution time escalation has been triggered for a ticket, the ticket remains escalated.

The solution time will not reset if the ticket is reopened.

vEf#: The escalation settings of service level agreements will overwrite the escalation settings of FA%1.

ARE* BCE IR RNE - WR T B EON A0 WA BEIRRITATAAE OTRS FRAE ] « 5y Brist
Y ToRE I AR AR L BRI A

VERE IR BRI TR R o T R LR T B S i A e R R T R B A, DA TR
(ERERTAZI R R L

XPTEHEV L W R P ARG Tk etk SLAC AAEAMBN G5 T ) MRS .

2.8 /55

XS IR S5 3 F T SRR 8 52 52 (I 5 BEAT 2028, DAIEAf B 28 L 5K T BA SR AL B IR o PR A FF AR BT IR 55 A
DUAR AT LLAR B S 1)l o = 22 6 s i) 8 OR AR 2 i) L 2 ST R rp B2 S 1) i 55 A7 B 0 ) LA T
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IrRIFEALLIEMIRIAIBA

OTRS AVFASIN N2 P S RIFT A MR SS o X LEHRSS nT RERH Jo 985 BR S5 200 DM s> LAR DRAR S 2 7 4 52
PSR i e

A8 U B v 1) RGN IR S« BROATE DL R B OTRS LA SATATIRS o M4 E BB 50 T Tk
BN MRSHHeh .

a Service Management
Actions List
[+] Add service SERVICE COMMENT VALIDITY CHANGED CREATED

No data found.

Filter for Services

Just start typing to filter...

Kl 27 Hir 2545 BB
ZL:

To use this feature, Ticket::Service must be activated in the Z%:[il & under the Administration group to be
selectable in the ticket screens. You may click on the link in the warning message of the notification bar to
directly jump to the configuration setting.

2.8.1 EHRS

AN — RS -
1. R ZE MRS P i IR 55 4
2. HWELHTE .
3. wili RAFHEHL -

Add Service

* Service:

* Validity: = valid

Save or Cancel

28: WSS b

Bl ERNARGTMERIRS: o BRI AR IR A ok N e ROk AT EATT .
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45 The maximum number of 500 valid services should not be exceeded. Exceeding this limit may
affect the system performance.

AL GRS
1. ARG IR I — A 55
2. BB -
3. wili TRAFEL PRAFIF 58 et

Edit Service ; Test service

* Service:  Testservice

* Validity: ~ valid

_omment: | This is a test service.

Save or Save and finish or Cancel

29: il ik 55 bt

VEMR: WERARGEPIIN T 2RSS, RN ERIER A FR, RIVATAE A L Dk R AE RS E S

Bl NIEDCE U R AAR A B DR PO R B E A, I RS TR I AR N A o Lt
B BRI IR + U 4RI 5128 C ACL D AL C FRAIRERAE Do BHIBEE ORI 4 R s A2 A7
O HE

2.8.2 x5 WE

ARG A UL DEUINS T LME I DU R o AT AT (P BUR U BL

Mds * BEBEE AR o AT DT BT AMEAT R B 74T 45 RS TR o SRR /R fERE N
S

G Ss AT RS R ASIOB RSV TS5 o IR B SR ST TIRSS .

AR BEE LTI o W R BU BN AT AR BRI R ATAAE OTRS HH ] o Hb 3 Bzt
B TERE I AR AR L BRI A

VERE IR B EAS NI TR R o T R LR I T B TE lr A Se B T R B IE . DA TR
B R EM R .

M RS IRS P ics T UMz P sSCEAER ) T g% B bk o & o0 B e - P i
BRAIRSS - A BEAE T B h b HE IR 55 o
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AV TG AN B G BAE R A # 2 O o 0 TEES (A BRI LA T 405 C anf o /v i) ) 2 H %)
VRIS A 20 5 PR A R — S8R 43

OTRS 7Eix BN SR it 5 fnl iy AR TR, DY B AT — > A S G AR HEAL AT AR B o PSR E ) ok
s BUR ANE A e SR R AL S AE RS AT af DR 3 R A b4 i 7 ISP o

AT ARERE B — AN B AN o AN T IS E TR .

oI B AETT LI R GG INAE 4 o BT OTRS 22 S ARAERE 44 o B4 BBE AR T TRBEE A 24
FEget .

) Signature Management
Actions List
Add Signature NAME COMMENT VALIDITY CHANGED CREATED

system standard signature (en) Standard Signature. valid 11/16/2018 08:26 11/16/2018 08:26
Filter for Signatures

Just start typing to filtter....

2.9.1 FHIZK 4

AL
1. R ZE MR R ) N A8 A% 45
2. HEMITFB
3. wili TRAFFEHL -

Bl BENRGTMERSE A o BRI AR IR A e N e ROk AT EATT .

R
1. MR P A% .
2. BB -
3. sy RAFEL PRAFIF 58 et AL

VEMR: WERRGPIIN T 284, KA SR A AK, BRI R M A R S (K254

B A BRI R TR TR E AR BB, A OR A v K B A BA S A 2
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Add Signature

* Name:

* Validity:

valid

B I US

1
2

Format - Font

Save orCancel

31: NN B

e
m
It
I
i

= —

u
i
o
i

A- - I, [o Source ) 1
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Edit Signature

# Name: |system standard signature (en)

Signature:

B I US = i E|E E =E E| = =
Format - | Font - size ~ | A~ B}~ T, | [o Source Q)
Your Ticket-Team

<OTRS_Agent_UserFirstnames <«0OTRS Agent_Userl astname:s

Super Support - Waterford Business Park

5201 Blue Lagoon Drive - 8th Floor & 9th Floor - Miami, 33126 USA
Email: hot@example.com - Web: http2/www.example.com/

* Validity: | valid
Comment: | Standard Signature.

Save or Save and finish or Cancel

32: G2 b

36
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2.9.2 XX WHE

AN e AL BRI T DME T DU R o AT LS T BUR BT BL

YRR BRI IR o W LR T BOT R AT R AT WK PR R o SR B ERE R
ts

B4 THERETH T IR RISOA

ANE * BCEILTRIR AT o WERIE T B DY ARG AR SR BT AAE OTRS A H] o K v Bris
EA JERE W SR AR L R BRI A

VERE IR BEAS I TR R o T IR LR T B i A e R R T R B A, DA TR
(CRERTAZI R e L

2.9.3 B4 AE

AESCA AR AR ] O RBEA TP iR o A28, FROb OTRS #R%%, EZERGH B4 OTRS #4i o 7£
CUSIT R CGRART A AR A R B (4 T BRI

Hint

You can use the following tags:

<0TRS_OWNER_*>
Ticket owner options (e. g. <0TRS OWNMER UserFirstname:=).

<0TRS_RESPONSIBLE_*=>
Ticket responsible options (e. g. <0TRS RESPONSIELE UserFirstname=).

<0TRS_CURRENT_*>
Options of the current user who requested this action (e. g. <0TRS_CURRENT _UserFirstname:=).

<0TRS_TICKET *>
Options of the ticket data (e. g. <OTRS_TICKET TicketNumber=, =0TRS_TICKET TicketID=,
<0TRS_TICKET Queue=, <0TRS_TICKET State=).

<0TRS5 CUSTOMER_DATA *=
Options of the current customer user data (e. g. <0TRS CUSTOMER DATA UserFirstname:=).

<0TRS_CONFIG_*>
Config options (e. g. <0TRS CONFIG HttpType=).

Example signature:
Your OTRS-Team

<0TRS CURRENT UserFirstname> <0TRS CURRENT UserLastname=

33 BHAE

i1, A¥ & <OTRS_CURRENT UserFirstname> <OTRS_CURRENT UserLastname> § AR5 A G
SR, RVFBRRE SR NAE .

Best regards,

<OTRS_CURRENT_UserFirstname> <OTRS_CURRENT_UserLastname>

B, XAARBEY RN -
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Best regards,

Steven Weber

2.10 FifEHiR

N DY) L A R 55 s L S BUGVE N OTR SRIBCE 7 HEFE o BEAh . 7E% Tk vy 1) BB R

THOUT s 20 TR R AP RO .

OTRS KHifF A = a4t , IF VPl BBOMZIE (5 SEAT A B 5 i AE—FF o

RS o NN B NP R NI PN AR IR A S A T N A VA

AT B s ] T 3815 R A AR o BRSO T > B OTRS 22 AN BAR T RS BEAR o R {5 AU 2

BRI AE TR B AL JAS RO b 3

a Manage SMS Templates
Notice List
TYPE MAME COMMENT VALIDITY CHANGED
To be able to use SMS cloud service in OTRS, No data found.
you have to activate it first.
& Activate SM5 Cloud Service
Hint

An SMS template is a default text which helps
your agents to write faster tickets or answers.

Attention: Don't forget to add new templates
to queues.

Pl 34 Je {5 ARy BEL B e

2.10.1 S SRR

CREATED DELETE

AR 245 OTRS HAEHIMAE RS » 2E JodfE 2 155 B S E -

Motice

To be able to use SMS cloud service in OTRS,

you have to activate it first.

= Activate SMS Cloud Service

K 35: BRIk 55
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A RS IR A
1. sl ZE AR i) AN B AL
2. BB
3. widli TRAFEHL -

Add Template

& Type: Answer
* Mame:

% Template:

* Validity; | valid

Save  or Cancel

36: WS AR At 4

A G R AR -
1. s ARSI (1 — M AE R
2. BB -
3. wili RAFEL PRAF IR 5E EdZAL
AR AR -
1w S (R B B KA
2. wili #IAEHL

VEAR: AR RGN T 2R A R T s HE RN AL BRI R S LA AR

2.10.2 JE{E AR B E

ARG AL DEUINS T LME I DU N R o AT AT (P BUZ U BL
A * AN FIRAL R FEAS BT T AN H o B T LU -
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Edit SMS Template

& Type: Create
% Name: |VIP customer

% Template: |Your ticket was created with number

<OTRS TICKET Tigkethmber>.

Show message directly without user interaction and do not store it automatically

(support may vary by device and provider).

# Validity: | valid
Comment: |Auto response for VIP customers.

Save  or Cancel

K 37: A (5 TR B 5

List
TYPE NAME COMMENT VALIDITY CHANGED CREATED DELETE
Answer Test valid 1001602018 11:11 (Europe/Budapest) 10v16/2018 11:11 (Europe/Budapest) I

P 38: M3 7 AR AR B
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(152 A5 Tt AR i A b FAE S R [ S 0 T 1
Qs AP TR .
SRS T 5 SR E  Tf s e fa) 2  HE ROSORT A

ARR* SRR AR o AT LR T B A AR P45 A KRS PR, o AR s fE B
s

B A akLs F I IESC .

st T DUR% MO RASCACI LK BE O 918 AT . (U2 I SRAE RS 160 TR, WS4 SO
KU R o 153 AT IEIIHE AR A% S NI THL o FA AR BRI LI 160 AN A5 BLJY

FEDRIEL PRI, ERITPACIL, R AR TR DB A AR OR R S AR R — ),

AR BEE ISR IATRE o WR I BUs BN AT AR BRI R AT AAE OTRS AR H] o H5t3 Beist
B JCRE I TR AR L E BRI AT

VERE LRI INIL S A o O TN, B BUA LR I B LA AT e R ) IR SRR, DR TR
B BoR e .
2.10.3 515 AR AR

AESCAS AR AR ] DO BT B8 o A28, FROM OTRS AR%%, EZE RGN B4 OTRS #t o 4£
USRI CORART R RE R AT R B 0 R AR AR RS

%, ¥ & <OTRS_TICKET_TicketNumber> § A T 4"y, AVFRGHMRE S W FNE .

Ticket#<OTRS_TICKET_ TicketNumber> has been raised in <OTRS_Ticket_Queue>.

Bt IXAFREEY N -

Ticket#2018101042000012 has been raised in Postmaster.

211 JofEHik BAYI

R S AR IR BB, s 73 BOB KA 5 5K > W RES AR BB BR 17, Dy e 2R A7 BIA S U B FiE
M RA .

OTRS il #45 HEMS R RS & 4 A REL A5 AR P 80 A A B0 35 A O T PP A5 LI BAB) 5 AT PRk 2845 L B8 s 1)
HPAIRSS NG

A B s S B AN AR BRI 2 A e AN BB o B BRARA T CR BRI AR BASIAR
Berp o

2111 FEAEARBN BAIIRR

ARG RE B g — A e AN A -
1. il FEAERAE R 1 DN JEAE R o
2. LEFEEAINRE SRR KT BT
3. niihi PRAFEL PRAF IS8 it

2.1, JEfERAR BAS 4
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Reference

You can use the following tags:
<0TRS_OWNER_*=
Ticket owner options (e. g. <0TRS_OWNER_UserFirstnames).
<0TR5_RESPONSIELE *=
Ticket responsible options (e. g. <0TRS _RESPONSIBLE UserFirstname=).
<0TRS_CURRENT _*=
Options of the current user who reguested this action (e. g. <0TRS CURRENT UserFirstname>).

<OTRS TICKET *>
Options of the ticket data (e. g. <0TRS_TICKET TicketNumber=, <0TRS TICKET TicketID=,
<0TRS TICKET Queue>, <OTRS TICKET States).

<0TRS TICKET DynamicField *>
Options of ticket dynamic fields internal key values ( e. g. <0TRS_TICKET DynamicField TestField=,
<0TRS TICKET DynamicField TicketFreeTextl=)

<0TRS_TICKET DynamicField * Value>
Options of ticket dynamic fields display values, useful for Dropdown and Multiselect fields ( e. g.
<0TRS TICKET DynamicField TestField Value=,
<0TRS TICKET DynamicField TicketFreeTextl Value=).

<0TRS_CUSTOMER_DATA_*=
Options of the current customer user data (e. g. <0TRS _CUSTOMER_DATA UserFirstname>).

<0TRS_CONFIG_*=
Config options (e. g. <0TRS_CONFIG HttpTypes=).

Mote: Create type templates only supports this smart tags: <0TRS_CURRENT_*> and <0TRS_CONFIG *=

Example template:
The current ticket state is: "<=0TRS TICKET State="

Your mobile phone is: "<=0TRS CUSTOMER UserMobile="

39: i fr MR A

# Manage SMS Template-Queue Relations
Filter for SMS Templates Overview
Just start typing to fiter... SMS TEMPLATES QUEUES
Mo data found. Business Process Management

DirectSales

Filter for Queues DirectSales:BR
DirectSales::BR::Registrations

Just start typing to fitter... DirectSales::CN

DirectSales::CN::Registrations

40: AT AR DA (R0 I D% R
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Change Queue Relations for SMS Template Answer - Test

QUEUE ACTIVE

Business Process Management

DirectSales
DirectSales:BR

DirectSales::BR::Registrations

DirectSales:CN

B 41 B SO R R I BA S

A EERE BB M e AN AN AR
1. sy BAFIZ R — AN BAS
2. JEFEELASINBAS (AR AE AR
3. niili PRAFEL RAF IS8 At

Change SMS Template Relations for Queue Postmaster

TEMPLATE | acTivE

Answer - Test ||

Save or Save and finish |or Cancel

P 42: & UM F SR IBR AR R AR -

VEAR: IR ARG T 2 AR BB KA E PRI AR R e AE A R R R
BERR A

A LAE AN i R E 0 0 22 A REAS AR BB o S8k 5 AESRIER B e b By — MR AR BN A A5 Al
JEFT T 4 B0 AL A AR 7 i B 20 A ) Bt

Beits i) BB AR AR AN B B ST e (KR [ B2

2.12 K&

O TR B BRI T DL M T AR RS BIRFRE R RSV RESR AR o HEFPATL 55 RIS L A7 B 10k
BUAREIFREFIRG: G 1iatT .

OTR A 1 TR AR DR 5 R IR 55 N DA AR 2R ST IE AE AR BRIIRLE T8, RSO e Ab B o phh, ml DU T 9
R R AR O OC TR TR » I LT USSR « BAZIAN IR 5 B W2t A T M EAC HEFE

L E XM IVRE o W LA IS 2 (HPIRA s (HX BB ER YIRS LR 4kl T4E , 1 HoOR 25050l 2 LA
W RSB .

BUREWF -

closed successful-f2) I T LG « 2 UE] T NIRRT % .
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closed unsuccessful-RICH TR CEEM o %) BA G BIR P TT SRR R TT EAGIE
merged-C A5 )F TR AETTEARR TR E] .

new-Hrd THHHZ P A, BA5RS AN LIKR .

open-Ab3 T T HCUMFTIEAEHATH o B RRS N AAHERR .

SR A BRI G (ERAREALBEIS A1, T HURE gl i &k e G

SEAF A RO EBIARE AR FLI I, T RO E R RIBOCH]

Hobd Pl BAAFAC BN S » N RACBZ T .

removed- MR TR G IHER .

VEMR: BRSO » SRR /NI DY - Lo R & — RS ) TR o X — N ERAS I a] it 2 Ui 1) 2 02:45 .
04:45 . 06:45 555 o 1ZAT5 nl LA SR/ DIZ T, 78 REE AN KA ER B I TICE -

A4 T BE 5 10 RGBS MRS o BRIMEBL R > Bl OTRS e & ) LR RS HBERAE T B4
RSB

3 State Management
Actions List
[+] Add State NAME TYPE COMMENT VALIDITY CHANGED CREATED
closed successful closed Ticket is closed ... valid 09/18/2018 15:17 09/18/2018 15:17
e —— closed unsuccessful closed Ticket is closed ... valid 09/18/2018 15:17 09/18/2018 15:17
ilter for States :
merged merged State for merged ... valid 09/18/2018 15:17 09/18/2018 15:17
Jus starl yping 1o filer.. new new Mew tIC.kE'( create... \.ral?d 09/18/2018 15:17 09/18/2018 15:17
open open Open tickets. valid 09/18/2018 15:17 09/18/2018 15:17
pending auto close+ pending auto Ticket is pending... valid 09/18/2018 15:17 09/18/2018 15:17
Hint pending auto close- pending auto Ticket is pending... valid 09/18/2018 15:17 09/18/2018 15:17
pending reminder pending reminder Ticket is pending... valid 09/18/2018 15:17 09/18/2018 15:17
:"'-'-'3 ntion: Please also update the states in removed removed Custormer removed ... valid 09/18/2018 15:17 09/18/2018 15:17

nfig needed.

lso: http://otrs.github.io/doc

43: IRAE HLBE R

2.12.1 EE’H(/LA‘

A AR
s ZE ML B R AR A AL
2. BB
3. widli TRAFEHL -

iy BIENRGHMERRES o R REEDR AR s B0 TRl ki ek e .

=

% The maximum number of 20 valid states should not be exceeded. Exceeding this limit may affect

he system performance.
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Add State

* Mame:
% State type: ~ Closed

* Validity: | valid

Save | or Cancel

K 44 IR A Fe

G VIRES
1. FdRRETR I —IRE -
2. BT B
3. wiih PRAFEL PRAF IS8 Al

Edit State

% Mame: new
® State type: | NeW
* Validity: | valid

Mew ticket created by customer.

Save or Sawe and finish or Cancel

Kl 45: RSB 4

VEMR: WUERARGEEIIN T 2 AR AT v S 0 BN A4 R B R E RS

WER TSR GERC B P A RS AR 6 T A, 2R o RS I LU I -
TRAFIF A N S OF SR S B

ARAE, TR NS AAERESZ R BE « FOFr 2T 58 .
WO BUH BLERAE .

et DR R0 4R o 2R B IR BN S B OB » I 2 T BT 44 PR B o — 1
AL X T B S IS0 C ACL ) RINEE C FEoMeR A o S e BSR4 KT B 47
[

2.12.2 RARE

ARG A UL DEPIN T LMEH AN R o AT AT (P BUZ I BL

YRR BEBEIEI AR o AT AE T BRI AME AT R B AT B RS TR o SRR R AERE N
S
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Notice

This state is used in the following config settings:
ExternalFrontend:: TicketDetailView###StateDefault

You can erither h

PostmasterFollowUpState

PostmasterFollowUpStateClosed

Ticket::
Ticket::
Ticket::
Ticket::
Ticket::
Ticket::
Ticket::
Ticket::
Ticket::
Ticket::
Ticket::
Ticket::
Ticket::

Frontend::
Frontend:
Frontend::
Frontend::
Frontend::
Frontend::
Frontend:
Frontend::
Frontend::
Frontend:
Frontend::
Frontend::

Frontend::

AgentTicketBulk##dStateDefault

:AgentTicketCom poset##StateDefault

AgentTicketEmail###StateDefault
AgentTicketEmailOutbound##iStateDefault
AgentTicketFreeText###StateDefault
AgentTicketMotetiitStateDefault

:ApentTicketOwner##iStateDefault

AgentTicketPhone###5tateDefault
AgentTicketPhonelnbound#itiState

AgentTicketPriority###StateDefault

AgentTicketResponsibleff# StateDefault
AgentTicketSMS##4State Default
AgentTicketSMSOutbound#f#StateDefault

on your own by pressing 'update manually’

Save and update automatically Don't save, update manually

46: IR AENS T HE

ave the affected settings updated automatically to reflect the changes you |ust made or do it

Cancel

46
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RS > RS R R — AR, WRA @RS A RE, WFRERR xR A . DUFRA
T H

» closed- L5k

+ merged- . &t
* new-# &

+ open-AbFi

« AzhiER

« removed- CUIH R

T RASEAR I e XA T HARRER LS TEEER A B« O 454 F S0 AT R IRES
RAGRMUFOIRASI » DAE RGETEAN RGE AR b TP .

ARNE * BRI AR o WRIE T BOREDY ARG WA BEE BT AAE OTRS A H] o Kt 7 Bris
A TCRE I R AR L BRI KA

VERE 1B e B o 7RIS, TR ZR I T B R N A e B T B A . RO ERE
WO R AEM R T .
ZL:
The following configuration options are relevant and noteworthy when managing states:
» Daemon::SchedulerCronTaskManager:: Task###TicketPendingCheck

* Ticket::StateAfterPending

2.13 fHfR

Fote o BN s AR 28 PR A IEmf AN — SR & 0 TORFF R T I LB R AR 2L o eAh, fEAN T
KRGS G s RIBUAIEFRAERS S A BRI SR A GHE .

OTRS bl s it 7 2 Rl Ab BEFRHEACIEAS K73k A B TH0E SUOOA, DUER IR 2 DT IR 55 N 4
WCAH TR 25 50l TR (R IR 55 o

A8 FH 0 B s ISR LU] 1345 o BRIAIEOLR > By OTRS 223 LSRR o R Bl #e A - T i &
LI B e

2.13.1 F R

VEAR: A7 BRI w5 SRR AT B QU B AT

AN AR
1. sl ZE A i AR dc .
2. BB
3. widli TRAFEHL -

A LG MR
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_ Manage Templates
Actions List
[+] Add template TYPE NAME ATTACHMENTS = COMMENT | VALIDITY | CHANGED CREATED DELETE
Answer  empty answer 0 wvalid 09/18/2018 15:17 09/18/2018 15:17
Filter

Just start typing to filter...

Hint

ault text which helps your

CKELS, answers or

Attention: Don't forget to add new templates
to queues.

47: B HL

1. AR S i — MR

2. BT B

3. siiht PRAFE PRAF IS8 daell
AR M -

1. AR S rh A SR AR

2. il HiAEHL

VEME AR RGN T 2 AR U e T A RN A B B AT R S AR

2.13.2 B E

AN L BRI, ATDME I U B o BT R S I T BOR T B .
M AR RN T AR A H Y o AR AT LU
[E] =102 i i SN ) VA AL =
(ol AR R =i S g 1 S S
Ak P 1 2 T A A A3 L B A
Ferke MR fE s s AN .
#E TR .
R T THRARER BT o
PR VA AESRR A B A A0 P AR 25 35 SO0 S A PSS A5 1 SO

SR BRI AR o T LU BT T TR A RS TR o 4Bl S (Y%
.

EA ARG N R A
TG AR R AT Ak PR A A A o R A DR U5k
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Add Template
* Type: Answer
* Name:
Subject:
Subject method:
Specify if the current article subject should be Combined, Kept or Overwritten with the
subject from the template.
Template: | B f U &= == £ E & £E E| = =
Format - | Font ~| size ~| A- B}~ T, | [ Source Q)
Attachments:
* Validity: ~ valid
Comment:
Save orCancel
48: USRI Bt
2.13. B
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Edit Template
* Type: Answer
* Name: |empty answer
Subject:
Subject method:
Specify if the current article subject should be Combined, Kept or Overwritten with the
subject from the template.
femplate B U &= i E E =2 5 = =
Format - | Font ~| size -~ | A- B}~ T, | [o Source Q)
Attachments:
* Validity: ~ valid
Comment:
Save or Save and finish or Cancel
49: G AR B
List
TYPE NAME ATTACHMENTS =~ COMMENT | VALIDITY = CHANGED CREATED DELETE
Answer empty answer 0 valid 09/18/2018 15:17 09/18/2018 15:17 o]

50: JHIBRASRR it 4

50
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g B DR A A 1 B SR NN
TR UETIE A R R
B RS BURE R O AR R .
i RIS I A5 1 IESC -
BEA T B g SRR A I A B AN o AT BRI E B s
A7 * PR IE BRI AT o WRIE T BOR B ARG AR BEE BT AAE OTRS G H] o K b7 Bris
BN JERE I SR AR B BRI A

FERE IR BRI E AR o O T EIEM IR SR I T BORTE i A e B T I B IE . DDA TR
W s MR

2.13.3 FifA

AESCA A AR B ] DU I S EAT AL R - A, FKOh OTRS brs%, EZERGH BN 4 OTRS ik o 7£
IR CORART R RE A AT R B 0 R AR ARSI

Reference

You can use the following tags:

<0TRS_OWNER *>
Ticket owner options (e. g. <0TRS_OWNER_UserFirstname:=).

<0TRS RESPONSIBLE *=
Ticket responsible options (e. g. <0TRS RESPONSIBLE UserFirstnames).

<0TRS_CURRENT_*>
Options of the current user who requested this action (e. g. <0TRS_CURRENT UserFirstname>).

<0TRS_TICKET *>
Options of the ticket data (e. g. <OTRS_TICKET TicketNumber>, =<0TRS TICKET TicketID=,
<0TRS_TICKET Queue>, <0TRS_TICKET State=)

<0TRS_TICKET DynamicField *>
Options of ticket dynamic fields internal key values [ e. g. <0OTRS_TICKET DynamicField TestField=,
<0TRS_TICKET DynamicField TicketFreeTextl=)

<0TRS_TICKET DynamicField * Value>
Options of ticket dynamic fields display values, useful for Dropdown and Multiselect fields | e. g.
<0TRS_TICKET DynamicField TestField Value=,
<0TRS_TICKET DynamicField TicketFreeTextl Value=).

<0TRS5 CUSTOMER_DATA *=
Options of the current customer user data (e. g. <0TRS_CUSTOMER_DATA UserFirstname:=).

<0TRS_CONFIG_*>
Config options (e. g. <0TRS CONFIG HttpTypes=).

Note: Create type templates only supports this smart tags: <0TRS_CURRENT_*= and <0TRS_CONFIG *>

Example template:
The current ticket state is: "<0TRS TICKET State>"

Your email address is: "<0TRS CUSTOMER UserEmail="

51: FiAR AL

ity , A5 H <OTRS_TICKET_TicketNumber> § &N TS, AVFBRAUSI TN
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Ticket#<OTRS_TICKET_TicketNumbers>

B, XAPRBEY TN -

Ticket#2018101042000012

2.14 it FRAF

XREMH AT LA I 2 AHECLIRZN o P02, “PRAEAERR AT 27 o “dnfaf PRod 4 i S0 e A1 ?” o 48
SUBBAEZ s T UE IEAEAE PR A AR T S B AR R LA T AT 2 Bl .

OTRS M fes xS SLHEAT A L, D R AU BIUX b — X 22 SC ALY » IR RIAE AT T 18 A B R BEAR.

IR B PR — A s A BRI N B — A e MR o G IhRE & EAE RGP 2= — AN A
AR o BRI T TARBCE AL B PR

a« Manage Template-Attachment Relations
Filter for Templates Overview
Just start typing to filter... TEMPLATES ATTACHMENTS
Answer - empty answer No data found.

Answer - test answer
Filter for Attachments

Just start typing to filter...

Pl 52: A5 BBLCRIBRA: (1 5T

2.14.1 FEFA BIFCR

A7 EAIN - LE B2 AR
1. ity BRA I — AR
2. P BRI (K A o
3. sl PRAFEL PRAT IS idacll

Change Attachment Relations for Template Answer - Signed contract

ATTACHMENT | ACTIVE
Product Manual Annex { troubleshooting-guide.doc )
Service Agreement | service-agreement.pdf )

Save OF Saveand finish or Cancel

53: & BRI (1P F

AL AN A2 2 AR
1. sl B — AN
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2. JEFEEZORG UL I MO B (0 2 AR
3. siilt PRAFEL PRAF IS dae el

Change Template Relations for Attachment Service Agreement

TEMPLATE _| ACTIVE
Answer - empty answer
Answer - Signed contract

Save Or Saveand finish or Cancel

Kl 54: BRI (AR

VEAR: R RGN T 2B, R ARSI IR AR B RT AL R 8 s HE A R S (R AR s B
.

AT LLAE AN B e o [ I W0 22 AR o S35 AESRIBC I 4 b B o SRR sl AN B CREAH BT T
G SE RSO e R B D

it ) BEAR SR M P A OB SCIBE TR T 1

2.15 fiitie  BAA

S | N RN SR AESCA R AN L DME S % 7 S sl e BN 2 [ AT A » XA RE R — AN W] REFRAT:

5

OTRS AJ LA 75 Wy S OR BT A7 H AR A LA RO RT3 T B A K 2 BC A

A4 H B0 R — AN B MBS B AN NS o ZEALT R UEThRE AR AR AN A B
FIRGH o EE BT TR BCE AN B BRI .

# Manage Template-Queue Relations
Filter for Templates Crverview
Just start typing to filtter. TEMPLATES QUEUES
Answer - empty answer DevOPS
Answer - Signed contract Junk
Filter for Queues Answer - Test ticket attributes. Office

: Raw
Just start typing to fiter... Service Desk

] 55: A5 BRBLACRIBA A1 (¥ 51

2.15.1 BRI BAAISC AR

A EN BRI BE— MR
1. il BRRA AR

2.15. Kitg BAF 53
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2. JEFIERAS AR (KT B o
3. siilt PRAFEL PRAF IS dae el

Change Queue Relations for Template Answer - empty answer

< [« 1€ & (€] (€]

QUEUE ACTIVE

DevOPS

Junk

Office

Raw

Service Desk

Save or Saveand finish or Cancel

4l 56: 15 R BORTK (1B

AL B MDA
1. sl BASIZ R —ANBAS
2. JEFEEUSINBIBAI IR o
3. wili RAFEL PRAF IR EdZAL

Change Template Relations for Queue DevOPS

DL K]

TEMFLATE ACTIVE

AnNSWET - empty answer

Answer - Signed contract

Answer - Test ticket attributes.

Save or Save and finish | or Cancel

57: & BN RIK AIREAR

VEMR: WARRGEP AN T 2 ARG, RS IR AR BRI A L 8 S HE e S AR A
H .

] LAFE P AN B o ) I 20 PG 22 AR BRI o 5340 FE QIR B v Fp el — MR AN A g AR R AT T
G AEASLRR I e SR BB D

et Yyl S s AN O 2SI B i R [Pl

2.16 257

GFH) KPIC SRBEGRRER D W% T AR IS RSN AT 10 TAESRAY o RIS by [A) — I $AT > IR ARPIT A AR 9540t 2L
HFE55 70 o th TOIEAE BAS T ifs FOBC B &, ik H B AS S R m] RE il 2 .
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OTRS i JH LH A LR /N IR N KPR BEAAE o 1T JIj55 & i Al I AR A 2 R A1 © SHARAT o) i
T DU PR E SORTR Y

A3 FH IR B R 1) RGN IR o BRUE LR > BT OTRS “ee i & RAPIRAL o RAVEHBERAL T Lk
EAR BB

w Type Management
Actions List
[ +] Add ticket type NAME VALIDITY CHANGED CREATED
Unclassified walid 0%18/2018 15:17 0918/2018 15:17
Filter for Types
Just start typing to filtter....
4 . | pazen
58: RAUE H i %E
==t
=

L PRI AL T RS WOR RS DA TSRS AT o AT DL
L 0 B LB IR R

Please activate Type first! =

P 59: BT

2.16.1 F R

AR I — N2
1. Rl MRS P ISR AL
2. HWELHTE .
3. riili TRAFEHL
Add Type
* Name:
* Validity: | valid

Save | or Cancel

60: IS INRAY B4

Bty KIEARGHMERER o H AR Ak i B0 JoRel Im i Rk el .

: The maximum number of 10 valid types should not be exceeded. Exceeding this limit may affect
the system performance.

2.16. KA 55
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AR R
1. RAERRBIR AR
2. BHTBL .
3. wili RAFEL PRAFIF 58 edZAL

Edit Type

% Mame: Unclassified
* Validity:  vald

Save or Saveand finish or Cancel

61: ZilH S b 4

VEAR: WRARGPIIN T Z2ARA, A E IR A FR, RV AT A Rk ae A A RS e R

2.16.2 RMIE

VMR B VI T DL TLA R RER o b S S I T B T B

SR BRI A TR - T LZEBL T B T TR T, RS TR « 4Bl R 7
i,

e * BV AR o AR T B B AT A VBN A ACEE OTRS Tt o 451 B i
BNy TR IR L A A
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i I 5 e W 10 90 3 A PR J RO 2L 20 S ) 2 7 S € i 55 O SR o A L 23 A JE i 2 7 B i
—EBIIIRSS » FERA R IR S5 A R B B R o ) DT BAAS SR R B W R S 2 4 IR A I )
S -

OTRS Jy it THIEHIBA « FAEM 2 A TH , DI 0O T IRss o (ARGl bht, &
AT DLRE NS IS AE 2y RO 45 52 RO BN > I SEVE A 11 A AR ] bk o 7 AN S o S P22 S A2 P 141 A IS
IR o B A B[R] SR P A RE A R Y S B AR (AR A B . R IR IR A T Z
b T H .

3.1 BRI A

O R RE BRI NI AT— P 0 JLALIRSS A S NN RATHT o 51 OTRS B3 ] g 32
LRSS N SUBER BL T A

OTRS #R AL BT R 57 P GO AN » AERf SN e ) K P R a4 5 MU i) > BLIA FARAEAA R SAT % « 4F
PG AT AT s8R (SO AR s N 2 MR € IR AR B OTRS K 4L T AR T AN

A PH O 5 PR B L ROR S R E A5 N DL A B o T RS DR 0 T AR AT AN 2L A P O
SUBAIYASEI S

3.1.1 B EAKE

PRSP RN, WBMER DU R o AT AR S T BoR IR BL .

KAFN* BT BRI 2R AN B

FILH B ATUEIL P B s A sl AR N R AR R .
AL R BAUR A W AR T Beh ik £ A s AL R R AR .

ZH R DY it EECRR U SR Al DA 8 IR B B B RORAZ M S, » U R U PR IX S B A% A
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Create Administrative Message

* From:  support@otrs.com
Send message to users:
Send message to group members:

Group members need to have permission: [ o P

Also send to customers in groups:

* Subject:

wBody: | B 7 uw §| = =

Format -~ | Font

Send

iz

Size

10 U B R 5 R

]
B
][]

- I, | [oSource Q) 99 9

58
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FIRERILBNZ LM% ) PRI R HEIL 2 SORBNZAH K )

VEf#: This option is available only, if the CustomerGroupSupport setting is enabled.

R EPSN IV B
IESC* R IESCHE .

JEASBERSI

B R RE PR P RS o — HAEH DR M e TNy s HBOE A2 IR R 1 -
o LET I AR B ) AT
o EBOHHA S
o EFEZAT, PF SR

T AT CAGRER R 55 N BLEREA TR (¥ 0B )

OTRS TR S Al i L BE TR o AEIXHL, 9 B % W] DU U B A RO AR T 2 > A 358 e o A A el D
o I AL U K FRZ S A LA 10 I R0 N E A T

ﬁ%%#%Tﬁ%%ﬁMﬁ%Lﬁ FEFT) OTRS 223t s BRI UL N SN SE R &0 o FL 0 A0
B hr T Sl A B AN AL PR TE AN

A Appointment Notification Management
Actions List
[+] Add notification NAME COMMENT = VALIDITY | CHANGED CREATED EXPORT COPY DELETE
Appointment T 09/18/2018 09/18/2018 L
ificati vali <+
+ Exort Nofficons reminder notification 15:17 15:17

Filter for Motifications

Just start typing to filter...

Configuration Import

Browse... No File selected.

|| ovenwite existing notifications?

& Import Notification configuration

B 2: LA T e B

3.2.1 BRI A

A LI — AN TR 0

3.2. TS 59
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- ZE AR A sz .
2. AEIRPILE S E B S B .
3. wili TRAFHEHL -
PR T S TEA BRI
o LT PR SN A A B SR AN
2. R IZ SN E BB BB
3. wili TRAFEL RAFIF 58 AL
AL R AN TR N+
- R PR S8R P Kb R R o
2. wiili #IAFEHL .

List
NAME COMMENT = WALIDITY  CHANGED CREATED EXPORT COPY
Appointment i 09/18/2018 09/18/2018
vali
reminder notification 15:17 15:17

3: WM T2 38 0 e

AL T TR 5

- ZE TR 3 S

2. (EVIHENLFIERE— M7 B MR Export_Notification.yml (A o
A B NTRLT A -

- ZEAMTA AR A 0

2. EFE AT L yml 3CHF

3. WUREESIAEA, Uiy AR ? RIEHE .
4. miily SANWARCEIZH .

3.2.2 TLAEANKE

IS MBS B LIRS, AT DM DU R R« A RS BRI E .
Z:
B ES RPN OTRS 23 A& BN TR $EERE 51 -

LA 1R T 38 500 8

DELETE

PRR BRI AAR o R A T B AR TSR AT AR K PR o SRR s AEE R

o

FERE IR BHEAS I E AR o O T, U SOR I BURTE i AT SE R R T I BRI IE . DD TERE

W WoRfERE R .
FERR S5 N LR T EL s 5 SGH AN W 7 55 N B3 B TP s o wl DU PR 30 -
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Add Motification

% Mame:

Mo

walid
Kl 4: TLHARE - A

AN SR AEIR S N D E I o T 5 R R AR 4 AT A5 5 2 ARG A B
HFIHE WA R 55 N B3 IR T rp DAEIE SR o RSG5 DT DUEF A BOR H .

R s AR R D AEAN BRI TE o WK RIS A B IR R 2D E A
HFITTVE o X HAARRSF LI SRR .

Fo o

houd

Appointment notifications

NOTIFICATION = : Che forwh l kind of W
appointment changes you want

"
m
o

" Appointment reminder notification a to receive notifications

Kl 5 AN TRZE S v B

25 N BB IR R IXAME BRI 35 A D3 1 I I3 e DA IX AN P 7 s o
AL BB LRI RNE - W R B BN A% WA BEIRRIATAAE OTRS AR « by Brist
37’3 e W N JE R AR L BRI A A

RESE XS

w Events

* Event:

K 6: LY R A - FAF
FF AR AR A LGSR SR S il AKX AN ST A TR v s T A FEAT Sk g AR TRZY
FREFAFAT :
AppointmentCreate {EAIETILGHAT -
AppointmentUpdate 7 BB ML Ja 4T -
AppointmentDelete (LML) JGHAT
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AppointmentNotification X/& —MRHRMTIL Fit, #th OTRS P4 difE LI AT o Wi #igy
A0l A0 1 H /e TR C WARSCR T s D 9F Has B RiE a H W, W) OTRS sF4 R4 3 5l
HBEEAFHRTRA AT IR A .

CalendarCreate 7EGI#EHIEHAT -
CalendarUpdate 7EFEH H7EHIT -

SESPUR SR

w Appointment Filter

K 7 TR CE - T2 g ds
C LI D A AT /N 3 DT S B B B R i D TR B1)3%
H D1 GRS # E S 5 H I
Pl DT )78 73 B BERR A
FrE I PETRL AHE 7y B e HEAL .
BEIE N BCLE TL A P BN BB 4 R P £%

RESPURILIEE N

w Recipients

|_| Also send if the user is currently out of office.

|_| Motify user just once per day about a single appointment using a selected transport.

Kl 8: PLE A BEE - WA
ke P NARMCE AR S N By o AT REMIELE -
o XATREEFERIIRSS N 52 C B D
« AR C HI O B EABRRSE A  .
© FrAXEAILC HI DOHGBIRIIRS AR .
FILGIX LN 55 N by T LRSS s A ORI AR 55 A B
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FILEAM P o C DURST A B D ATBAESE el AN, Hrp s A b e B i s .
JORE I G ATBLERE— A s, JEP RIS A SR e A .
SRRt AR I R I, R R A5 N BT AR S RRTE AN .

R IR RERAGE I e 58 A% g 3T I NIRRT o R AT SRR A AN A, PR R
AR - AR LI g faX T , JF Hakrp 7tk si, W) OTRS ~P b fefs i & B AR IE i
1A o ARAERL & 24 /NI RBGE LB AN, ZIBEIA S FHIRKE .

Ef#:  The notifications respect the permissions of the agent. Notifications are sent to agents only if the
agent has at least read permissions for the appointment in that moment in time when the natification is
triggered.

SESPURIDIRES

JA XA ST 3% A T s ZE el & J7vE o AT 20T LU o i - Web #iL B el ki 15 o

M ST, R 2RSS .

WM N BEPE AL AT DA BN AR PR N o A S 5 s 520 e v 7 Sk
AR P iy I SR3E S AR 45 % ) BTSN A R A ik I B S A
ISR 366 P 3 30 260 ) R SR

Efg WA et SCHRARCE XY <otrs_home>/kernel/output/html/templates/
standard/notificationEvent/email/ H, A PLZSHIHADL BT BEAAAR o 152 WA 1) HL T A
BB AR EUR B

Send signed and/or encrypted email ik 136 TR s 8 %0 A HL - BB

MR ZAEHRThEE . W2 PGP 4] BS/MIME ik .

SN IS 7 oo/ | I B Vit e DS A 1 57 o K g 2 S O A S D

PGP 254 ] PGP & 12 F 3 AN (10 TSP o WERBA 7 R LU PGP #48], WIHk miAs n]
W

PGP I AUEH] PGP # BN a @A v 7B AF o WERBAT 17 R GEA I PGP &8, Wk A m]
o

PGP 24 fihias JH PGP F6 20 &N A0 i M PHREAT B 4 A o W RBAT 1) R PGP % 4]
U B THANTT L

¢ SMIME 2:4 AUAEH] S/IMIME HiE-F5 2822 0 &0 (K FL 3~ IS0 o A SR BeAT 0] R G0N S/MIME TE+5 » JUJit
AL

¢ SMIME Jii AUAEH] S/MIME -5 i 00 (K v 5~ W P o AR i R Seds i S/MIME TE45» JUlik
HEIATTIL .

SMIME 254 AR A8 ] S/MIME ik 5 X6 38 01 ) HL 5~ WIS AR BEAT 25 44 AT BN & o 1 R8T Tl R G0
S/MIME 45, U BEZE A AT UL
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w MNotification Methods

These are the possible methods that can be used to send this notification to each of the recipients. Please
select at least one method below.

Email
Enable this notification
method:
Additional recipient email
addresses:
Article visible for customer:

An article will be created if the notification is sent to the customer or an
additional email address.

Email template: Alert

Use this template to generate the complete email (only for HTML

emails).
Send signed and/or encrypted
email: PGP and SMIME not enabled.
Email security level:
If signing key/certificate is Skip notification delivery

missing:
If encryption key/certificate is Skip notification delivery
missing:
Web View

Enable this notification

method:

SMS (Short Message Service)

Please activate this transport in order to use it.

9: ML AN BLE - RN I5 Ik
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M EAHICIhAE 7 BRI PGP Y] BS/MIME k1S .

RS B HIRE S S FRAE B 264 S UL AS I AR 5%
WER G v FPIREAS « EPEAE G I s P e A5 A (59

FRZ) T H A

w Motification Text

w English (United States)

% Subject:
*Text | B J U &= = Elg 2 =28 |= = Q
Format - | Font - | Size A- D I, [Bsouce Q % 23

10: PHAVH R E - HRISCA
A DL EAT A A UM L SCSCAS B3 5 8 A S 1ESC AR o I AT BUE SR T OTRS B REFRAE 1Y)
HFASURNE -
T A RE TR AL T
IESC HFETE S MAMALIE SO .

AN AN S RS L LLE A AR I S o 7% ) IR 95 N B D E R A L 2 T IR S5 N B
WP TE S o UG RIEFERGBONE S  JOHIRA LRI
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et Deleting a language from the DefaultUsedLanguages setting that already has a notification text
here will make the notification text unusable. If a language is not present or enabled on the system, the
corresponding notification text could be deleted if it is not needed anymore.

3.2.3 MLy &

AESCA AR AR 5 ] AR REAT A iR o A28, B OTRS #R%, EZERGH B N4 OTRS ik . 7E
USRI CORART R RE A AT R B 0 T AR AR RS

* Tag Reference

Motifications are sent to an agent.
You can use the following tags:

<O0TRS_APPOINTMENT_TITLE[20]>
To get the first 20 character of the appointment title.

<0TRS_APPOINTMENT_*>
To get the appointment attribute { e. g. <0TRS APPOINTMENT APPOINTMENTID=,
<=0TRS_APPOINTMENT STARTTIME=, <0TRS_APPOINTMENT DESCRIPTION=).

<0TRS_CALENDAR *>
To get the calendar attribute ( e. g. <OTRS CALENDAR CALENDARID>, <0TRS CALENDAR CALENDARNAME>,
<0TRS_CALENDAR COLOR>).

<0TR5_*> or <0TRS_NOTIFICATION RECIPIENT_ *=
Attributes of the recipient user for the notification { e. g. <0TRS_UserFullname= or
<0TRS_NOTIFICATION_RECIPIENT_UserFullname>).

<0TRS_CONFIG_*=
Config options ( e. g. <0TR5 CONFIG HttpType=).

Example notification:

Subject: Reminder: «0OTRS_APPOINTMENT_TITLE=

Text:

Hi <0TRS NOTIFICATION RECIPIENT UserFirstname>,

appointment "<0TRS APPOINTMENT TITLE=>" has reached its notification
time.

Description: <OTRS APPOINTMENT DESCRIPTION
Location: <OTRS APPOINTMENT LOCATION>
Calendar: <OTRS CALENDAR CALENDARNAME=
Start date: <OTRS_APPOINTMENT STARTTIME>
End date: <OTRS APPOINTMENT ENDTIME>
All-day: <OTRS APPOINTMENT ALLDAY>

Repeat: <OTRS APPOINTMENT RECURRING=

SR RHEESPE PR S

Hlhn, AFE <OTRS_APPOINTMENT_TITLE[20]> § B AFREMIET 20 NFERF, RVFEMRAES U NN .

Title: <OTRS_APPOINTMENT_TITLE[20]>

Bt IXAPREY N -

Title: Daily meeting in the-
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AR H &

2P LT . HIBANSTS AN AR A B D] B SRR 25 A DARR R 8 T L o AESCAEIE LT, L T
A T H AR N BT S o IR TGIETT R SRR 55 A% H A& AR AERRERTEAS .

OTRS 5 Jif5 HERH o &R T ERESEAE « M @M BRI ATLRSAT: LA 25 i AR 55 4% 2 ) (R34
BB B S A T B H & o SR H SRS BR%E A T AR R kR 4L A Gl A5 H SR .

# Communication Log
Time range Status for: Last 24 hours
Last 24 hours
Show only communication logs created ir 2 >
specific time range.
No account activity MNo communication logs
Filter for communications
Just start typing to filtter.
= O]
Hint No active communications Average processing time

Less than a second
In this screen you c

w List of communications (0)
ALY Successful (0) Processing (0) Failed {09

STATUS TRAMNSPORT = ACCOUNT v START TIME END TIME DURATION
Mo communications found.

o-0aof 0

120 3 AE H M b

3.3.1 A5 HAEM

I AF H S DU DRI BRI DR > Sy LM AR R RGN RIS TIRDL . BAREGR T 1 &
=3:iskiiil 1u .

w Account status for: Last 24 hours

4 STATUS ACCOUNT AVERAGE PROCESSING TIME EDIT
Mo accounts found.

w Communication Log Details (0)

STATUS TRANSPORT DIRECTION = START TIME END TIME

Mo communication log entries found.

13: k)R HE

PR SR T IR R R T R ) L K AT ), N RS R U .
WEADIRA Wik Bz BACHRAT AT T4 5, St/ N PR A i .

WAETENL WU ARG ST TR S A 4 Bos N .

PRI AR BRI TR) 32 56 B IR F 7 (1) B2 v IR TR e vt
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ATLLAZE AL PERT T, LAREARSEEAR (R QU TREAT L 98 o BRIEZ AT, & W] LLZ SIS BefE RS |
WAFRE  IF Bl BUERAE R SR THET

U AT T A AT, R R PRSP bR

w Communication Log Overview (2)

STATUS A TYPE = AGCOUNT START TIME
v Connection ® imap.example.com / test3065508080300003 (IMAP) 08/01/2017 09:46:43
x Message (g imap.example.com / test3065508080300003 (IMAP) 08/01/2017 09:46:43

w Communication Log Details (8)

A# PRIORITY MODULE INFORMATION
1 3 Kernel::System::MailAccount::IMAP Open connection to 'imap.example.com' (test3065508080300003).
2 (i Kernel::System::MailAccount::IMAP 1 messages available for fetching (test3065508080300003/imap.example.com).
3 E L3 Kernel::System::MailAccount::IMAP Prepare fetching of message '1/1' (Size: 12.3 KB) from server.
4 E 3 Kernel::System::MailAccount::IMAP Message '1' successfully received from server.
5 E 3 Kernel::System::MailAccount::IMAP Message '1' marked for deletion.
6 i Kernel::System::MailAccount::IMAP Fetched 0 message(s) from server (test3065508080300003/imap.example.com).
7 E L3 Kernel::System::MailAccount::IMAP Executed deletion of marked messages from server (test3065508080300003/imap.example.com).
8 E L3 Kernel::System::MailAccount::IMAP Connection to ‘imap.example.com' closed.

Bl 14 045 H S TN b %

WA A S —ANREADHE, X HEA DUE el A .
'ﬁé?% PR H AR5 oKk B ST B Rk ™ ARG B RS AT HSTHE -

HE lkt*EIMH@/‘ ERe e i BAL FRAR OCIAEAT H AWM R o Ab B R AT AT AR 5 #n] LR H &l
FERA . N 23 T il IEAEREAT R34 o

@TU\@L?EW‘ AR FEFT AR IOL e S, RIS IR0 I H B H o HAEZONMNE « Gl i £y
SERSCT, BT BATIZI BB B L e HS 4 B Jerh Error Dy o

3.4 Credentials

Use this screen to manage credentials in the system. The credential management screen is available in the
Credentials module of the Communication & Notifications group.

a« Credential Management
Actions List
BasicAuth NAME TYPE VALIDITY | CURRENTSTATE | UPDATEMEEDED | VALIDUNTIL = CHANGED
) ) . i NOT 05/27/2022
CertificateLogin ~ Certificate valid yes NfA )
redential of tyf INITIALIZED (Europe/BL
: . . . 05/27/2022
Certificate Legacylogin BasicAuth valid 0K no N/A b )
(Europe/BL
. . . . 05/27/2022
redential of tyr MailLogin OAuth2:MicrosoftGraphApp  valid MISSING yes N/A )
(Europe/BL
OAuth2

K 15: Credential Management Screen

3.4.1 Manage Credentials

To add a new credential:
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1. Choose a method in the left sidebar and select a type from its drop-down.
2. WELHTFB .
3. miili RAFHEH .

Genaral
* Name: valid
lust be unigue and only accept alphabet
and numeric characters BasicAuth
Credential Settings
 Username:
* Password:

Save orCancel

16: Add BasicAuth Credential Screen

To edit a credential:
1. Click on a credential in the list of credentials.
2. BB
8. riili TRAFEL CRAFIE 58 AL .

General

% Mame: Legacylogin valid

lust be unique and only accept alphabet
and numeric characters BasicAuth
Credential Settings

* Username:  AdminUser

* Password:

Save or Save and finish orCancel

17: Edit BasicAuth Credential Screen

To delete a credential:
1. Click on the trash icon in the second last column of the overview table.
2. ik wi iR .
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List
ATE MEEDED | VALID UNTIL | CHANGED CHAMGED BY | CREATED CREATED BY & DELETE = AUTHORIZE

NI 05/27/2022 13:13 Admin 05/27/2022 13:13 Admin
|Europe/Budapest] OTRS (Europe/Budapest) OTRS

N/A 05/27/2022 13:13 Admin 05/27/2022 08:43 Admin
|Europe/Budapest] OTRS (Europe/Budapest) OTRS

N/A 05/27/2022 13:14 Admin 05/27/2022 13:14 Admin
|Europe/Budapest] OTRS (Europe/Budapest) OTRS

%] 18: Delete Credential Screen

HAf#:  If several credentials are added to the system, use the filter box to find a particular credential by just
typing the name to filter.

M If the emails cannot be fetched and yes is displayed in the Update Needed column, click the shield
icon to authorize the credentials manually. If this happens regularly, please contact the Customer Solutions
Team for further analysis.

3.4.2 Credential Settings

ARG A UL DEUINS T LME I DU CE o AT AL S (0 BUR U BL

General Credential Settings
These settings are the same for all types of credentials.
General

+ Mame: f: ty valid

and numeric characters T BasicAuth

19: Credential General Screen

ZFK * The name of this resource. Must be unique and only accept alphabetic and numeric characters. The
name will be displayed in the overview table.

ARNE BRI BRI o R T BORCE N AR WA BHERTATAE OTRS AR o Kt 7 Best &
N TR i I TE RO A LR B BRI A AE AT

R R OAE E— i i se s ARHERAL R o RN T B .
BasicAuth Credential Settings

The following settings are available if BasicAuth was selected in the credential management screen. The
fields marked with an asterisk are mandatory.
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Credential Settings

% Username:

* Password:

20: BasicAuth Credential Settings Screen

H 4 * The username for the credential.
“#4 * The password for the credential.
Certificate Credential Settings

The following settings are available if Certificate was selected in the credential management screen. The
fields marked with an asterisk are mandatory.

Credential Settings

# Certificate:

21: Certificate Credential Settings Screen

Certificate * The certificate itself as a string. A certificate should look like this:

bjJ4b05tdXZkZnZ1ZUF5S01wZ1JUTULYY0dGa0140FpHcO0xPbU93UkhZTG5Pc3BE
NDJEUUMONFpJZFRrUFdubGJ6UUJiYmNtdnh3ZVRiSG0zUVhwVXVVdAXpXZzRaRENOQ

ZWINeWpsRX02Z1VLTk9pTORoVMIOVESTObTFGTFAZ2TXRScW1 6dWxvUW1oWERWaTQy
UVNTdAkhONO1HVjNJIT2JTWnpWRWxgclZHMFV jSWxXOGNxUW9y SHhwVm51bQo=

Certificate Key The private key of the certificate. A private key should look like this:
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MFZFUnBgbUhYd2pIZFNEZ290V01BdTBGek84UkRaQWxQeVR1azES0XJEVG450WUz
b25GeWRsNz1BV1BHT jFzOWs2NVFLAHF TSDRYWNF jc30xS09RA3Y2NFcl1ZkRENGhp

TUZaR1VuQnFivVWwhzZzZDJIwSVpGTkVaMjlvVijBsOmRUQkdlazgOVWt SYVEXeFF1V1Ix
T1dVemIyNUd1V1JzTnpsQlYxQkhUakZ6T1dzMk5WRkxkSEZUUORSWQo=

Certificate Key Password If the certificate key has a password, you can enter it here.

MicrosoftGraphApp Credential Settings

The following settings are available if MicrosoftGraphApp was selected in the credential management screen.
The fields marked with an asterisk are mandatory.

Credential Settings

% Tenant:
* Client 1D:
* Client Secret;

* Scope:  offline_access https://graph.microsoft.com/.d

l¢] 22: MicrosoftGraphApp Credential Settings Screen

Tenant * The tenant for the application.
Client ID * The client ID for the application.
Client Secret * The client secret for the application.

Scope * The scope for the application.

3.5 Mt

5% P B TR . ML I TS BAALR . B SRR 55 AL
T LA . T AT BA R P

support@example.org
hr@exapmle.org

sales@example.org

Xl SO S8 1, URRTREIAAT I o T DU X LTS BROR AR S, IR b T
A U TSR A ik A a2 L .

OTR AR 4 75 22 4 1 1) 141 A B AT e 22 1) Pl 7 AR il o S50 A 1R v MR A Mk > ol o FH TRkl s 4
Yoo FRORAFAE— AT > I HLBCEARYS o AEDAIIBEE SRR R IERpI 3L, DI IEAEZ N b TR
(K3 NAL A BR K - A A% 1 BB
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LA OTR REWS AL LT HBAF , 87 E ARG HIAT R sk o o PR 2 S0 2 R A 21
MEPFHshE, At OTR REMSALEE 22> e T IR A1 Mk o BAA T ABERREI 2 A B Pl [ 2 JRER o AERA

FUIN s W RABCE H T BB A HE R S st

A4 HI L B % 1) RGN N R S8 IR AF bk o 7E22%¢ OTRS I, T M RGN T — /NP HEAF bk o 7

LK e =8 LT (VAR B AR =SB T VRSN e A G e 8= S

# System Email Addresses Management
Actions List
Add System Address EMAIL ADDRESS DISPLAY NAME QUEUE
wob162@virtual .otrs.com Virtual OTRS wobl62 DevOoPsS

Filter for System Addresses

Just start typing to fitter....

Hint

23: LT WA Mk A R

3.5.1 B R HL-[ AT bk

A LI T WS
1. i ZE MR AR SR A F e k424
2. HWELIHTE .
3. sl PRAFEHL -

Add System Email Address

% Email address:

* Display name:

* Queue: DevOP3

* Validity: | valid

Save | or Cancel

K 24: 50 7 IR ok 5

VALIDITY

wvalid

CHANGED
09/18/2018 1517

CREATED
09/18/2018 15:17

Bl TR GEH Bl o SUREIERDR AT R IE TR O TR I N TR ROREE L EATT

FEfR AN —AN I R b IR G RS - OTRS e n) st ik A i B -f B4 o 3 ] BARSy 117 fig 55
RGUHTUIFRE] o AR A ) 2 AR R T A S B P i AR I o i, IR SUVRAE

N3 A —ASBr s s e, T BeAESS .

3.5. Mt
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Print Split Bounce Forward Reply All

Reply Reply via SM5

25: fF s

A7 G T AL -
1. s A kA R b Sk .
2. BT B
3. siili PRAFEL PRAF IS it

Edit System Email Address

% Email address:  wo3162@virtual otrs.com

# Display name; Virtual OTRS vo3162
The displ Ay NAame and emaill a00aress will DE s hown on ma you send.
% Queue;  DevOPS3
# Validity: | valid
This system address cannot be set to invalid, becauss s used in one or more gueue(s).

ent: | Standard Address.

Save or Sawve and finish or Cancel

26: 2 B 7 IS M I

VEMR: WARRGEPAIN T 2 AL, AN EIRE I A RR B AT I R ME A e S 0 LT
Hihlk

3.5.2 iy fFh kv

AR L BRI, TR DU B o bR S I T BOR T B .

L ISPl > AN v i

SRR IEBHIRI A AR o AT AR T BOH M AT R (AT, WS KE PR RS o 2 POR BoRAE
LRIV 4L INEIS

. OTRS Feedback
To: Your OTRS System

ot Welcome to OTRS!

27: RAFNfE B

74 Chapter 3. {5 Fli 401



OTRS Administration Manual, % i 7.0

BAF * K Qg St k5 o0 D BRI L7 B F B bk (YU BA B

W FE R ANk o> A AR, W BRI o R ST IAS YR B E R L
WEMSAR S H D0y s BRISARIK ) B B 5

ARNE * BRI BRI - WRIE T BB ARG WA BEE T AE OTRS WA « Kt 7 Brix
A TCRE I TR AR L BRI KA

VM R BB R B AR AT IS, U REAS FLBE B TRk I I R

VERE VR IICE (L . b TR R LOR I B T SR TV PR
Ul SR R

3.6 PGP %/

LA RIS A o A2 GDPR(BKELAATK BB ORIEZR” ) b A7) LS MRS 21 In#
LMD NG R 2 — o BIRAE GDPR R INE AL SR HBITER) > (HAE L e iy S i A AT 1

OTR AVHELEFT L 1k S/MIME iE15 8iPGP %5 &8s .

VEAR: T ARSI AR AN N DTS (IR S5 AR AT B

o M B 1) R G0N N PGP 2% 4)] o PGP 4 Bl b4k T £ S5 ME RN 2K PGP SR R 32 .

# PGP Management
Actions Result
| Q | TYPE STATUS IDENTIFIER BIT KEY FINGERPRINT CREATED EXPIRES DELETE
No data found.
[ +] Add PGP key

Hint

In this way you can directly edit the keyrin
configured in SysConf
Description: Introduction to PGP

28: PGP & 3l i %%

3.6.1 1 PGP %41

VM EHE OTRS W] PGP %4, UG RN R E

PRI PGP 54
1. ke R VI PGP b3 .
2. faili* WY HHLAAT T LA
8. WICfERG A PGP % HICL
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Motice
oe A o I
11
= Enable PGP suppaort
29: Jo H PGP 2 FF
4. fmk o uNn o .
Add PGP Key
* PGP key: Browse... Mo file selected.

Add | or Cancel

K] 30: N PGP %% bt %%
TR PGP %4 :
1. sl PGP S5 41 412 b iy b 35 P B o
2. il whiAdEAl .

Result
TYPE STATUS IDENTIFIER BIT KEY FINGERPRINT CREATED EXPIRES DELETE
Mo data found.

Kl 31: ik PGP %5415t 45

VEMR: WARARGPERIN T 24 PGP %Y1, AL RS IR E 1) PGP %9 .

To adjust the PGP settings of the system:
1. B3| RGRCE RS -
2. Navigate to Core — Crypt — PGP in the navigation tree.
3. AHWHE .

3.7 WG PR AL e o8

FEWCR SR BRUERSAEREA T TN RIN  BOE R, JEARRE R BOL B Ip A E M AGE R g 17— AN o IR
EEEEG TR ST R .

OTRS I T 1 1) A /2 B 57 ek i h oA 15 MR~ IS P P 5 S DRI — D 0t o 3> AR 2Rl 1R A
HITE DL, 985 BUIRSS B I T IR AT RE S AN T IASI sl 35 1) 258 A AN ATBA > LG IE BT RE 4 1%
e Pt R IR S5
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AT T 5 ek T 1) AR GRS TR B B T DS o WSRO0 Ui A e e o 1 AR VA N AL 1 ISR A B B L DR
P

a PostMaster Filter Management
Actions List
(4] Add PostMaster Filter NAME DELETE

SPAM filter

Filter for PostMaster Filters

Just start typing to filter...

3.7.1 EHMEAE DI pE ey

VEfR: AN INER g AR S B G e AR . TR T . BT RRAT ASClibetical AT VAR .

BRI AN M HEL 5L T e
1. e 2R ) RIS 25 B 53 38 g 24l
2. HEWIHFE .
3. suili fRA7EAL

ALY AN M L G T e
1. s ISR B 0 SRS 4 v AN A T B G R R A
2. BMUTB.
3. Auili fRAFEL RAF I 5 it

A BB — AN M FE 5L T e
1. ps el WS A B 5k s 41 3 v 3 A B A
2. Mt MFA .

List

NAME DELETE
SPAM filter

P 33: M3k IS AT B o it o e

VEMR: TR RGP T 2/ SR B e A 0 L S AT X B T A A o 2 M
I GIE S
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# 5 The maximum number of 50 postmaster filters should not be exceeded. Exceeding this limit may
affect the system performance.

3.7.2 [SAHE P A e A IE
ARG AL DEPAINS T LME I UM B o AT AT (P BUR U BL

w Example
Filter Condition

wder 1 To Jalue 1: | (meltesty@example.com
Set Email Headers

X-0TRS-Queue Value 1: | SomeQueue

P 34: MRFEE B b1 i e a8 v B o 1]

FEATR AR P O e AR B A

Add PostMaster Filter

* NMame:

# Stop after match: | Mo

35: MRFEFHE DA i e o i - FEA

SR BT TR T B R A LR RS TR o 4R A N e
i

vEfi#:  When adding or editing one of the postmaster filters, remember multiple filters may apply to
a single mail. Rules are executed and sorted by the ASCII value of the names. Based on the sorted
order in the overview, they are applied from top to bottom. Look at the ASCII table to see how to sort
your names based on the ASClIbetical order.

DUHC e 5k > WSAT B o JE s 42 ASClibetical Ny BEAT VAL o EBEE E SR SEMEHTE PO IES I VR o
A AR BE G D8 S AT
s AT VAL 2 i O IAR i B R g A 5 (H ST HUH X R L DEAR I PPAL .

ORISR SIS
EEB*ﬁH@I%\ILJ@%&@/‘*/WZZ/\JA&W{WEE’J/T\ﬁ’ DUEAE H 7 WA bk AT 38 SCR3 AT o mT U S Sk
4 H BB LSO B 74 o o SORE 2611

HRERL B ME B A AR P IE £ N FR Sk B Xx-0TRS #rk» SRJSAES T BUh A —
AMEAE A T S PEAR SR A 2R A o LA m] DUT]IE IR IE 30y e ILE
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w Filter Condition (AND Condition)

Search header field: for value:
Meqgate:
Search header field: for value:

Megate:

K 36: MBFE L At e s i - R e 41

A list of mail header entries can be found in RFC5322. It is also possible to define X-0TRS headers
as filter condition. The different Xx-0TRS headers and their meaning are the following:

X-OTRS-AttachmentCount XA & HL IS ARG C Bl 0 FomBA MAERIEELE D

X-OTRS—-AttachmentExists WURE MO E FUBLEF, M x-0TRS Sk E N ves, BLEWIE
ANEEAE, WEH A no fH -

X-OTRS-BodyDecrypted UIHALE NMBAES NS, W] PLZS I8 228 DL $48 AnaE iR2F §9 1E 3 »
X-OTRS-CustomerNo & T %) ID .
X-OTRS-CustomerUser W& THMZHT .

X-OTRS-DynamicField—-<DynamicFieldName> fF <DynamicFieldName> #)7 7Bt L& 47 T 5
K BRI A7 SE o AT RE B ok T3 A 7 BeBo B C s SCAC: Notebook s [H1: 2010-11-20
00:00:00, ##: 1 )

X-OTRS-FollowUp—* XGRS 5% FollowUp C BRHE ) FTZR I MEAE SLAH ] » (HIX L8 A Sk AY
& T ERIE IR A .

X-OTRS-FollowUp-State-Keep UK E A 1, WAENKERIEN EBAS TR T HRA . ik,
A DIE R G E P AL T KeepStateHeader A E XMBAEL -

X-OTRS-Ignore WIRWEN Yes i True, WP B ZIEMAE N L, I HKIZA K AL #L R

% .

X-OTRS-IsVisibleForCustomer Hil/ET M%) P RonfE it o WIREMIME N 0 8L 1 .
X-OTRS-Lock W'H THIHUEIRZE - "TREMIEN lock ( OBIE DBl unlock ( CUEHL .
X-OTRS-Loop WIRWHE N Yes B True, WAL MMM N KI% H B NE C AR EILRYT .
X-OTRS-Owner W& LHITHE KM AL .

X-OTRS-OwnerID W& THITHENIMES AL ID .

X-OTRS-Priority W& T HMEL .

X-OTRS-Queue & S EXf T HHATHEF BN o a0 R EBAA BB T k3, %% & 2911 B 1B\
BUAH I L ) A (R e s L e e o G RAE A, WKL FR 2 A SCBAA T IAA .

X-OTRS-Responsible ¥ ¥ T H.415t AR NG .
X-OTRS-ResponsibleID W& #4157 ANk A ID .

X-OTRS-SenderType % & LA NI . iTHEMIMEAN agent ( fRES AL )\ system( RS )
B customer( &) ).

X-OTRS-Service W& LHFTEIIMNS « WM FIRS, iR E N QWS FIRS »
X-OTRS-SLA &% & L AT & IR S 2 il o
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X-OTRS-State W& LMHPIRE .

X-OTRS-State-PendingTime ¥ & T I [ HEE I [A] ¢ Pl x-OTRS-State KIEHEERE ).
A8 T DU F H 1 12 1R 1008 1 TR) 45 s 46 6k H G 20710-11-20 00:00:00, SRS H I o £ +
S$Number $Unit #&30, Hr sunit ABUZE S CF D)om C 080 ). h C /RS DEkd ¢ K ). HEE
e — AT o AR E RG] : +50s ( 50 BB JE4ER )\ +30m ( 30 7351 ). +12d ( 12 K ),

AR & +1d 12h XPERIBCE A TRER . AT LU +36h KB

X-OTRS-Title W& T HAMFRE .
X-OTRS-Type W [ .

(gt ﬁ:EEBﬁEkaé*éJﬁ il OTRS Rt 77 sUT-3hE NN . OTRS R %325k A I {5 K U i
X- .

Z L
HEPEDK 5 2 XAFER T o
SR W, WSS A i R R I

atIES R

w Set Email Headers

Set email header: with value:

Set email header: with value:

Pl 37: M P DU DS B - BEE MBIk
FEATE s ST LR L i R U DG P I fl A PO 488 4

VB MRk A T Rp R ik —A x-0TRS #5k» RIGIES AN F BN —AMEAE 0 P
i% X-0TRS FrkIIME «

Z L

FIH B4R T x-0TRS #13k -

3.7.3 Filter Modules

OTRS provides a set of postmaster filter modules, that processes incoming email messages before they re-
sultin ticket articles and might perform actions during the communication flow. The filter modules are located
in Kernel/System/PostMaster/Filter/ and can be configured with system configuration options in
most of the cases.

ZL:
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The majority of the configuration settings are below the name space PostMaster: :PreFilterModule.
Please see the configuration reference documentation for more information.

Follow-up Article Visibility Check

The postmaster filter module FollowUpArticleVisibilityCheck (located in Kernel/System/
PostMaster/Filter/FollowUpArticleVisibilityCheck.pm) checks, if arrived emails should be
marked as internal messages. If the email matches certain criteria, the filter module is able to set email
headers about TsVisibleForCustomer status (Xx-OTRS-IsVisibleForCustomer) and SenderType
(X-0TRS-senderType) for further processing.

To give an overview about how OTRS detects and handles the visibility of incoming emails to related ticket
customers, enclosed a summary, that describes how such messages are processed.

If an email message arrives at the OTRS system, the following circumstances will lead to an article, that is
visible to the ticket customer user:

» The message cannot be detected as a follow-up and will lead to a new ticket.

* The SenderType was set to another value, than customer (maybe through a postmaster filter using
header x-0TRS-FollowUp-SenderType, or the sender type is system because of notifications).

» The customer visibility was explicitly set to a positive value, with an email header
X-0TRS-FollowUp-IsVisibleForCustomer.

* The ticket customer itself is the sender of the message.

» The sender is external and its SenderType is detected as customer, but did not have any corre-
spondence yet (no email reference in any article of the particular ticket). This happens, when the From
field is an unknown email address, that was not a recipient address before (i.e. used within a previous
outbound email).

3.8 AR T G MR A

WA TR — D EMARGEREPF T T RS & 0 2 A BIIRSS o R AT AT LA H)
PR o

OTRS fijfk T HL T IBAT B E - OTRS Ml 48 vy P — A sl AME AT B AR SR TR F) ri 1 A

A PH R B R B AEMR P A IR GE o WIS BB A T A AT IEL AN ZEL A ISR A B D3 A B e

b WAHEPE OTRS 2 M POP 5l IMAP iz 55 &3 EMIERBESE o BATIETUR LR 55 375 R B — 0 Al AS
WSRARAEAE IR 55 4 DR B — A0 BAS ORI 24 IS R 55 4 B A e R RN 5 7 28 D50 AR %) RS P I 55 4 SR A
ARICEA R

VEAR: WL RE IMAP AT LU G SRR SO o SRRl AT LLIE SRR 7 A BT

mw £ ik P Mo F O W O R £ £ OTRS # # /& H .bin/otrs.Console.pl
Maint::PostMaster::MailAccountFetch fiv 4 1 F B30 B b 10w B IR W BCIE 1 - & 0] BLF 3 3
A7 DR 2 A IR AR 15 e 15 1 TAE

FEERINZZ e, 2 OTRS SpHPabREEATING, &F 10 0Bl — il .
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a« Mail Account Management
Actions List
[ +] Add Mail Account HOST/USERNAME TYPE COMMENT VALIDITY =~ CHANGED CREATED DELETE = RUN NOW!
mail.example.com / This is a . 10/18/2018 10/18/2018 .
IMA i valid Fetch mail
test mail ac... 10:54 10:54
Filter for Mail Accounts
Just start typing to filter
Hint

Sendmail* setting

. S in Sy slenl1I
Configuration
3.8.1 & HML K

A LIS HEAER

b Ze 2R i) s Ik 7 42 HH
2. BB

3. il AR .
B AN R

BB PEK P 2 B A B K
2. BHTBL .

3. sl PRATE PRAT I 58 Al
A EEIER AN H Rk

S SRR 7 413 Fh ARy SR AR Pl A
2. iy AL

e
may

P 38: MK B i

MR WA Z AN HRAEIR A B R Ge U A AN OG5 AT

affect the system performance.

L SHE AR E HEPEIR T

3.8.2 HEfFIK )™ ¥

The maximum number of 10 valid mail accounts should not be exceeded. Exceeding this limit

FA* A RIS E O BB o SCHRFRUR X
82

ARG AL BRI T RME I DUR IR - Ay AL S T BUR

DB
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Add Mail Account

* Type:
Credential:

* Host:

IMAP Folder:

# Trusted:
* Dispatching:
» Validity:

Comment:

Edit Mail Account

* Type:
Credential:

# Host:

IMAP Folder:

* Trusted:
# Dispatching:
» Validity:

Comment:

IMAP

Example: mail.example.com

INBOX

= Add credential

Only medify this if you need to fetch mail from a different folder than INBOX

No

Dispatching by email To: field.

valid

Save | orCancel

39: AR AFbK B e

IMAP
LegacylLogin

mail.example.com

Example: mail.example.com

INBOX

B Add credential

Only modify this if you need to fetch mail from a different folder than INBOX

No

Dispatching by email To: field.

valid

This is a legacy mail account.

Save or Save and Finish orcCancel

K 40: G PEK S B

3.8. [MRHTE BE o3 W Fbk
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List
HOST/USERNAME TYPE COMMENT VALIDITY =~ CHANGED CREATED DELETE = RUMN MOW!
mail.example.com / This is a ) 10/18/2018 10/18/2018 )
IMAP _ valid Fetch mail
test mail ac... 10:54 10:54

Pl 41 IR PRk 7

« IMAP

« IMAPS

« IMAPTLS
+ Outlook365
« POP3

« POP3S

+ POP3TLS

Credential Select a credential that has been added in the Credentials screen. Click on the Add credential
button to open the credential management screen.

E-mail Address * The mail address of the mail account.

This setting is only available if Outlook365 is selected in the Type field.
FHL* The host name of the mail account.

This setting is only available if IMAP or POP3 is selected in the Type field.
IMAP SCAFR SORCRUR SR )™ FR SO o FAR ST IR FF AN

This setting is only available if IMAP is selected in the Type field.

SSL Verify If yes is selected, OTRS checks if the server certificate is valid. If no is selected OTRS does not
check for a valid server certificate.

This setting is only available if IMAPS, IMAPTLS, POP3S or POP3TLS is selected in the Type field.

SSL Fingerprint In cases where a self-signed certificate or a certificate issued by an unknown CA needs to
be accepted without disabling the verification at all you can specify the fingerprint of the certificate as
algoShex_fingerprint, where algo is a fingerprint algorithm supported by OpenSSL, e.g. shal,
sha256 etc. and hex_fingerprint is the hexadecimal representation of the binary fingerprint. Any
colons inside the hex string will be ignored.

At the moment we only support one fingerprint.
This setting is only available if IMAPS, IMAPTLS, POP3S or POP3TLS is selected in the Type field.

SSL VerifyCN Name In cases where the common name of the certificate is different from the configured
host name you can specify the different CN name here.

This setting is only available if IMAPS, IMAPTLS, POP3S or POP3TLS is selected in the Type field.
Z
The SSL settings are passed through 10: : Socket : SSL. For detailed information read its official documen-

tation.

RETHEAE MRS T Yes/t» WP IFHAT IO 24 A B AIAEMT x-0TRS Sk o BN X-0TRS k] LAFE T
ARG PRAT R A, BT DUE RO AU SRR AT R BEIETRBEE Y 2 o
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Z
FEMCAR 1 DA el yE 2y M pE & R T x-0TRS 3k ©
3R WG B NS Bl e N BRI A NI BT HE » AT DA RN S K .

T F A To: (B fEN) T B & Rgk B SR S NP To: (Bt N) 7 Boh iUk BER:
TSR AFE NS PE AL B PR B4 2 BA S o 2R To:(efh N) 5 Berb kit 55 BAB B3 . T
TR R B BER A R o W RAE Tor (U ) 7 Boh Ry bk 55 A BA 51 2 1) R 4R B A B4 5
WU SRR R T Raw TAS1, iZBAAIE BRIA 222 HO A 22 D3 I ERIABA )

Z L

The postmaster default queue can be changed in system configuration setting PostmasterDe-
faultQueue.

FLPTIEBNI I3 BTAT A NI AR 70 SR BIFRGE BRI o AEIXRIG DL T > RS AL MBI ) ik

ARNE > BCEILTRIR AT o WERIE T B EDY ARG AR BEEET T AAE OTRS A H] o Kby BL st
BN JERER Wi O AR LR BRI A

VERE R B EA IR R o T SR LR e B R i A e R R T R B A, DA TR
(CRERTAZ R A L

3.9 S/MIME i 13

BEARANN G S5 R 2 AT BOR AR AN I R R 4P OGBS R o 22 A [ v IS AR R PR 7 X Aol
R AR

OTR AVFIELE T ZE L S/MIME UF-15 8KPGP 8] N aAE .

VEMR: T ARSI AR AN SN DT (IR 5 AR A B

A5 F e B 1) RGEAS N S/MIME HiEH o S/MIME & 3R REAE S8 A5 FE AN ALK S/MIME AE- it .

w S/IMIME Management
Actions Results
Add certificate TYPE SUBJECT HASH FINGERPRINT CREATE EXPIRES DELETE
No data found.
Add private key

42: S/MIME ‘& B 5t %

3.9.1 & S/MIME i 5

Hff: 7 EAE OTRS HEH S/MIME UEFS » DA% 1 Jeilod HAs i «

FERIN—A SIMIME 1iE1
1. A ZE R T i) A e d
2. a5k * BN SRR SRAT T SCERHRAE
3. W\ RGEP kA SIMIME HETS .
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Motice

To be able to use SMIME in OTRS., wou |
o &r AWHE: ||'|

= Enable SMIME support

43: JHH SIMIME 3

4. piali s 4

Add Certificate
* File: Browse... Mo file selected.
Add  or Cancel
Kl 44: 5 hn SIMIME 3iE 15 51 %%
R HEE FAERS L ————— BEGIN CERTIFICATE ————— TG ASCIIC base64 ) £ K4k 13k

RSB SO, R L key.pem BY root.crt o cert.p7b S5 HAdAE 2 AL 04 Zi4E A OpenSSL 58
% o

AL — R
1. w22 A ASIAABHLHL o
2. gt * WY LHIRIT IF AT XTHE
3. MRS Pk — MRS
4. gy 42514
Add Private Key

* File: Browse... Mo file selected.

LTI

Submit | or Cancel

& 45: #h0 S/IMIME FA4H i %

MG — SIMIME 3iFE4
1. fiddi SIMIME iE 581 2% Hh (b SAR s o
2. Al s .
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Results

TYPE SUBJECT HASH FINGERPRINT CREATE EXFPIRES DELETE
Mo data found.

Kl 46: M SIMIME iF 45 bt %

W WRARZTHRMT Z4 SIMIME IE5, L8 B G % 10 42 Bk, B ] A ook uE 2% HE & SR 2 1
S/MIME iF4 .

To adjust the S/MIME certificate settings of the system:
1. B3] RGENCE DR Ak
2. Navigate to Core — Crypt — SMIME in the navigation tree.
3. AHWHE .

3.10 [ HIE %N

A7 A T2 38 1T LT 4 IR O B 1 A o AE TG 8 SRR TR B BRI BE 883 RANBURT AL 2 7 A 25 N 03 T i
Frsg FE, T HAE AT DO g 7 200 % B 3 SEE BRI IR S5 A 5

RGN OTRS J& i1 M AR U IA T AT rTAR S R G h AR 0 SR g e i dm Szl

i AT B s Tl AN N B R L o £ OTRS 22t BRANSOL T O T 24 T i s o T fim %
B DR A T T A A RTINSl SRR

3.10.1 B T Hmsn

LA I — A TP %
- ST IR ) N INAE LA
2. T RIE AN E Ul HE S DI .
3. miili TRAFHEHL
A S AN LRI %
R R A SR AN TR AN .
2. FEICT IV E IS S B
3. riili TRAFEL CRAFIE 58 AL .
A SR — AN L %
- R AN R i b A KR
2. mil ML .
A EES AT B T
o R AR S A AR
2. (EVIHNLPIERE— M7 B LMRF Export_Notification.yml 3CAF «
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A Ticket Notification Management
Actions List
[+] Add notification NAME
Ticket create
£ Export Motifications

natification

Ticket email delivery
Filter for Notifications failure notification
Ticket escalation
Just start typing to filter... natification

Ticket escalation
warning notification
Ticket follow-up
natification (locked)

Ticket follow-up

Configuration Import

Here you can upload a configuration file to
import Ticket Notifications to your system.

The file needs to be in .yml format as natification
exported by the Ticket Notification module. {unlocked)
. Ticket lock timeout

Browse... No file selected. natification

- Ticket new note
|| ovenwite existing notifications? notification

Ticket owner update

X Import Notification configuration o P

notification

Ticket pending
reminder notification
(locked)

Ticket pending
reminder notification
(unlocked)

Ticket queue update
natification

Ticket responsible
update notification
Ticket service
update notification

COMMENT

valid

valid

valid

valid

valid

valid

valid

valid

valid

valid

valid

valid

valid

valid

VALIDITY

CHANGED
09/18/2018
15:17
09/18/2018
15:17
09/18/2018
15:17
09/18/2018
15:17
09/18/2018
15:17

09/18/2018
15:17

09/18/2018
15:17
09/18/2018
15:17
09/18/2018
15:17

09/18/2018
15:17

09/18/2018
15:17

09/18/2018
15:17
09/18/2018
15:17
09/18/2018
15:17

P 47 TRJE A B 5R R

List
NAME COMMENT = WALIDITY
Ticket create .
L valid
notification
Ticket email delivery .
valid

failure notification

CHANGED
09/18/2018
15:17
09/18/2018
15:17

CREATED
09/18/2018
15:17
09/18/2018
15:17

Pl 48: I T Fp i o

CREATED
09/18/2018
15:17
09/18/2018
15:17
09/18/2018
15:17
09/18/2018
15:17
09/18/2018
15:17

09/18/2018
15:17

09/18/2018
15:17
09/18/2018
15:17
09/18/2018
15:17

09/18/2018
15:17

09/18/2018
15:17

09/18/2018
15:17
09/18/2018
15:17
09/18/2018
15:17

EXPORT

L

L

EXPORT COPY
L fig]
3 ]
L ]
L th
L h
£ 5 2]
& t
& th
£ 3 Jag]
L fig]
3 ]
L th
L h
L h

COPY
=
i

DELETE

DELETE
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I

T FEERCERAE N ECY ID Y IR AN BoR IX SR ol g | A A 44 TR R ST T .

SN TR
LIS Ea [ Bua e 9 U R 271
2. EHF AL SHA . yml ST
3. WR B LA T A E AN ? BT
4. il SRR ESZH .

3.10.2 T HLIHAIAE

IS INE G L BRI, TPV DU RS o A R S B M IE T .
Z L
IR/, ESHH OTRS 2245 A 405 (Y ERIN T FRm 40 o

LA ) T PR R T

Add Motification

® Name:
Comment
:how in agent preference MNo
Agent preferences toolti

This message will be shown on the agent preferences screen as a tooltip for this
notification

Validity valid

49: THIBAIBLE - HA
Ry i *qjlﬁl:%?ﬂ???ﬁ‘]%%k o W LAFE 7 BE B AT R 745 AR K E T REA A, o R s FE A BE
VERE BRI e AR B o O T R @ BUA SR I BUR TS AT SE R ) T IR B IE DU RE
W Bs LR
FERR S N L IETHL R s 5 SGE AN B 7 55 N BB TP s o AT BUAE T BR300 -
7 WAL BIRAENRSS N I o T TR R AR G BT A A A IR G A .
& TR SR AEIR S5 N DL E R DL R o g5 A DL AT BLUEFE A BOR HY .
R B E D ARSI A E o AR BoREIRSS N S BT, H DR AT
HFNTTTER o Xk HAAFRSF A 2 SR .
25 N BB IR IXANME B S AE AR 35 A D3 1 I 5 e DA I AN B 7 s o

AL BEE IR RNE o R B BN A WA BEIRRITATAAE OTRS FRAEH] o ity Brist
BN JERER I SRR AR LR BRI A
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Ticket notifications

NOTIFICATION Choose for which kind -;-fF-_'m_‘t W
changes you want to receive
* Ticket create notification

Ticket follow-up notification (locked)

notifications. Please note that
you can't completely disable
Ticket follow-up notification (unlocked) notifications marked as

dato

mandatory.

Ticket lock timeout notification
Ticket queue update notification

(<< N<N<N<N<M

Ticket service update notification

& 50: AN A T B ik B
Events( Fif} )

* Events

* Event:

Here you can choose which events will trigger this notification. An additional ticket
filter can be applied below to only send for ticket with certain criteria.

K 51: THRIEABE - F1F
FAF X BLAR AT DLIG RS SR S Al R X AN AN > TR B RS o] DU PR AT SR e S L
T g S
C Oy AT /N B0 g DC PR R R A /D T 8136

VEMFE: AR A RO AT RE R SRS KM« R A 7B MIhREZ , FIR UMK

274 Filter for a type of the ticket.

i fi#:  This field is displayed only if the Ticket : : Type system configuration setting is enabled and
2571 are added.

Proedl i uE TR .
BAZ 2ok JE PR BAS .
BiE g TREBUEIRES .
it Filter for a service of the ticket.

K AN I R IA A A e .
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w Ticket Filter

Dynamic Fields

52; TN E - TR
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vEf#: This field is displayed only if the Ticket : : Service system configuration setting is enabled
and /1% are added.

SLA Filter for a SLA of the ticket.

vEf#:  This field is displayed only if the Ticket : : Service system configuration setting is enabled
and fil:55 25 P31 are added.

%/ 1D S TS D .
% ID kg T % Y ID
AATE AR INE RGN R T B o XA TR  WBHNA TR T

(ELiRoR) 343

w Article Filter (Only for ArticleCreate and ArticleSend event)

Article sender type

Customer visibility

Communication channel
nclude attachments to notification Mo

Attachment Name

B

Body

Cr

From

Subject

SMS phone number

SMS text

SMS transaction number

K] 53: THENIEE - (5L IEEs

R REAE FAE NP %R T ArticleCreate( f5F61& DE ArticleSend( [HH K DI, I
INBEEA R -

A ROE N T 98 TR p) A N . W REIME N agent( k55 N 51 ) . system( &%t ) 8L customer
CEF .

92 Chapter 3. 8 {5 Flid %1



OTRS Administration Manual, % i 7.0

2P BLEE SLyE AT UL . TTREMIME A Invisible to customer( % FAANTT L ) BY Visible to customer( %%
Far L s

WEHEE Syl EHRE, ATRENME N Chat( BIR D). Email( 1134 ). OTRS . Phone( H1i% ) B SMS
CHELE Do

HFIELE BAE An ARG o, WE AN PR S IR - B RAME T IR RE
bHfEan I IEMEA

FAFIE WAL TR

IE3C g IE SR

Wik EPIETE

From( KAEN D IR NTE .
T LYk B .

ToC Wb N D i pg LRI N 7B .
AR TS S PRAE A KA SR .
RLAESOA I PRALAR HOSCA &
(SRR 2 R VRS SRR e TR

TS

* Recipients

nly
end to all role member
yend on out i || Also send if the user is currently out of office.

nce per day J MNotify user just once per day about a single ticket using a selected transport.

Kl 54: T HIE AR - WA

RIRL R NABRSOR AN MRS NG o T REMIEA -

o BUENZ TR RS A

o XFIXA TR BT RS A A

o PHAEIXA TR RS A R

o T OGEE T TSR AE BA SR TS0 7 I A 55 1 i 55 N i

o T OREE T LSTAE ASI I AR 55 N

o T OREE T TR IRAS RS A A

o AT RIEIRA T IR SS A G
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o FHATHEIXAS THAT BRI AR 55 N B
S BFE AR FTATATEA

o Fa—BHE TN

o THEE
PO IXEER S N by T LA A a2 A A BOE AN 5 A B
FOREAMIPTA B CAURSS N GL D WA FE— iz Adl EEPH‘JH&%J\E#%AW@@%D .
FORGMERIPTA R T RLERE e At P IRSs A SU ol s
St AI% g I, R R 25 N G AR S RORTE AN .

R IR BAS TR R ASGH AN s AR A 7 =X m) B P SR W IR I TR AR AN S, Wk
KEAZIMAN o W LLRT O R aE R iZam A, JF Hakd 7ok, 0 OTRS “pH b RoE R & bk ok i%im
ORI R] o Qi SRAERE 26 24 /NBF AR RS ZIE AN > AZI AN A S RO o

vEf#: The notifications respect the permissions of the agent. Notifications are sent to agents only if the
agent has at least read permissions for the ticket in that moment in time when the notification is triggered.

PRUTE G
JA XA AN T73E A R a8 el g0 7 vk o A7 vE AT DO LB E . Web R Bl 1E o

VEfE: BEHBEEE T FEBH AR

>

Active by default in agent preferences This is the default value for assigned recipient agents who didn
t make a choice for this notification in their preferences yet. If the box is enabled, the notification will
be sent to such agents.

VEf#E: This field is displayed only if Yes is selected in the Show in agent preferences setting above.

BOMWCATE AN HBPEAE o) AR LS AR o (I 5 80035 23 B T R A bk
RS BT DL R S Ak 45 5 P BTSSP I Bk I B — A A
HISPASERR 3% P 330 60 4 HL 1 S PSR

W BB Lttt O E U SE <otrs_home>/kernel/output/html/templates/
standard/notificationEvent/email/ %, B LAZSInHAbL I3 o 152 WA B0 H T4
TR GRIUOR B

Send signed and/or encrypted email 3% = 3% TTUKE 38 %0 1 L IR

VM BEAEILIhEE . FEE R PGP %5 sl S/MIME k15 .

CERS 106 eoee ve /% | /I1B SSVirs S = DS R e o S U €Ty s A R DN B R I E

PGP 254 R PGP # P12 Z @ An (1 7 1B AF o WERBAT 17 RLEHIN PGP & 8], WHek AN A]
o
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w Notification Methods

These are the possible methods that can be used to send this notification to each of the recipients. Please
select at least one method below.

Email

Enable this notification
method:
Additional recipient email
addresses:  Use comma or semicelon to separate email addresses.

You can use OTRS-tags like <OTRS_TICKET_DynamicField_...> to insert
values from the current ticket.

Article visible for customer:

An article will be created if the notification is sent to the customer or an
additional email address.

Email template: Default

Use this template to generate the complete email {only for HTML
emails).

Send signed and/or encrypted
email: PGP and SMIME not enabled.
Email security level:
If signing key/certificate is Skip notification delivery
missing:

If encryption key/certificate is Skip notification delivery

missing;
Web View
Enable this notification
method:
SMS (Short Message Service)

Please activate this transport in order to use it.

55: T.HIEANBE - WANTT ik
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PGP s AU PGP BN a1 A i) i 7 i o W RSB [ R GEEs I PGP 9], MLk A AT
o

PGP 24 RN 1 PGP 5 168 I &N A o 5 WS PRREAT B 44 MU o W RBAT 1) R e n PGP #% 4]
WU AL THAN T I

I SMIME 2244 A1 S/MIME k-5 25 B3 1 (0 B -7 B AF o W2R¥A 17 R G0 SIMIME 1E45, Ttk
HIATTIL

¢ SMIME i AUAEH] S/MIME AiE-5 n & 8 k0 i v 3~ WIS o A SR B4 o) REeA N S/MIME TE45 » JUlit
HEIATTIL .

SMIME %4 An A H S/MIME ik 5 X6 38 1 ) HL 5~ WIS AR BE AT 25 44 A& o 40 R8T i) &R G0
S/MIME iE-15, ML AT WL o

g BRI ThAE, TR PGP %Y1 BS/MIME it .

IR DA EIRNE NS AR Bl /D A5 A0 B P BiE 5 I A K
USRI B PIRETD « S PEAE DN B B P e A5 I A T 7

BN

AT LA HAT A M Ak 3 JBURNE SCSCAS (R AR S S B AN IE SC 2 o B AT LUE R A T OTRS & AEFRZE 1)
A SCANE .

T R T T A AL T

IESC* R BT AL IE SCCA .

AN AN S LEREA IR IR Lei = DL G A AR I S o 7 IR 55 N B D SR 5 S AR 25 N B i
R ITE S o HUG RIEFERGBONE T - JURHE LRI

415 Deleting a language from the DefaultUsedLanguages setting that already has a notification text
here will make the notification text unusable. If a language is not present or enabled on the system, the
corresponding notification text could be deleted if it is not needed anymore.

3.10.3 T HE A

ESCA A AR B w] DU T AT MBS« A, FROY OTRS #5348, 7E2E UM BN 4 OTRS ##t . 7
CUSIIT R CGART A R ORI B (4 T BRI

Bty , A5 & <OTRS_TICKET TicketNumbers> ¥l T =, ARUBRASU AR .

Ticket#<OTRS_TICKET_TicketNumber>

Blhn, XAARZEY N -

Ticket#2018101042000012
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« MNotification Text

w English (United States)
% Subject:

* lext:

B I U

Format -

Add new notification language

K 56: T AIE AR - AN IESC

[ Source

3.10. T-HIm%n

97

!



OTRS Administration Manual, % i 7.0

w Tag Reference

Motifications are sent to an agent or a customer.
You can use the following tags:
<0TRS_AGENT_SUBJECT[20]=>
To get the first 20 character of the subject (of the latest agent article).
<0TRS_AGENT_BODY[5]=
To get the first & lines of the body (of the latest agent article).
<0TRS_AGENT_*=>
To get the article attribute ( e. g. <0TRS_AGENT_From=, <0TRS_AGENT To=, <=0TRS_AGENT_ Cc=).
<0TRS_CUSTOMER_SUBJECT[28]>
To get the first 20 character of the subject (of the latest customer article).
<0TRS_CUSTOMER_BODY[5]=>
To get the first 5 lines of the body (of the latest customer article).
<0TR5_CUSTOMER_REALNAME=
To get the name of the ticket's customer user (if given).
<0TR5_CUSTOMER_*=
To get the article attribute ( e. g. <0TRS_CUSTOMER_From=, <OTRS_CUSTOMER_To=, <0TRS_CUSTOMER_Cc=).
<0TR5_CUSTOMER_DATA_*=
Attributes of the current customer user data ( e. g. <0TRS_CUSTOMER_DATA UserFirstname=).
<0TR5_OWNER_*=> or <0TRS_TICKET_OWNER_*>
Attributes of the current ticket owner user data ( e. g. <0TRS _OWNER_UserFirstname= or
<0TRS TICKET OWNER UserFirstname=).
<0TR5_RESPONSIELE_*> or <OTRS_TICKET_RESPONSIBLE_ *=>
Attributes of the current ticket responsible user data ( e. g. <0TRS RESPONSIBLE UserFirstname= or
<0TRS TICKET RESPONSIBLE UserFirstmame=).
<0TR5_CURRENT_*=
Attributes of the current agent user who requested this action ( e. g. <0TRS_CURRENT UserFirstname=).
<0TR5_*> or <0TRS_NOTIFICATION_RECIPIENT_*=
Attributes of the recipient user for the notification [ e. g. <0TRS_UserFullname= or
<0TRS_NOTIFICATION_RECIPIENT_UserFullname=>).
<0TRS_TICKET_*=>
Attributes of the ticket data ( e. g. <OTRS_TICKET TicketNumber=>, <0TRS_TICKET TicketID=,
<0TRS_TICKET Queue=, <0TRS5_TICKET State=).
<0TRS_TICKET DynamicField *>
Ticket dynamic fields internal key values (e. g. <0TRS_TICKET DynamicField TestField=,
<0TRS_TICKET DynamicField TicketFreeTextl=).
<0TRS_TICKET DynamicField_* Value=>
Ticket dynamic fields display values, useful for Dropdown and Multiselect fields (e. g.
<0TRS TICKET DynamicField TestField Value=,
<0TRS_TICKET DynamicField TicketFreeTextl Value=).
<0TR5_CONFIG_*=>
Config options ( e. g. <0TR5S CONFIG HttpType=).

Example notification:

Subject: Ticket Created: <OTRS_TICKET _Titlex

Text:

Hi <0TRS_NOTIFICATION RECIPIENT UserFirstname>,

ticket [<0TRS CONFIG TicketHook=<OTRS TICKET TicketNumber=] has been
created in gueue <0TRS TICKET Queues.

<0TRS_CUSTOMER REALNAME> wrote:
<0TRS_CUSTOMER Body[30]>

<0TRS CONFIG HttpType=://<0TRS CONFIG FODN>
f<0TRS CONFIG ScriptAlias=index.pl?Action=AgentTicketZoom;TicketID=
gg:DTRS_TICKET_TlckEt ID=

Chapter 3. {5 FliE 40
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] LT SR O A A 5 Bl R I 5 ORI R IR S5 5 RO VT 1) o aZBTPM R U5 ) BESORITBSCRR » UG P A
Z e U AT T (BT AR R G ZEOR G AAT D R

OTRS b flt 7o KM TR, AR = b4

4.1 |55 N\ 5

g5 6 RTINS ) 4 BEVAZAR 8 5 o AEASIN < Gl A7 1) G280 DA K bR bR B D A0 WO A R 7y T )
FAG LR R B Y — TR R SE, IFAE OTR il sk BRI BE -

OTRS #i W& 2 A~ f5 i 2 OTRS W IIRkSS A b - OTRS I LMEH 2 AN G ol LA —2ehiid h
Rk o B B R, A B O3 AT DUPREAE 32 AL 1K e, s A Hh BRSO I R i 7 1 b Ak
o

B FR IR 55 N AR INB R S8 » BRIAELL T > Bt OTRS 22kt 3 HoAT 4 H BURLBR A e 25 A\ B o IR S5
NSVERLRRALT - AR AL oy N Bt .

# Agent Management
Actions List (2 total)
| (o] | USERNAME NAME EMAIL LAST LOGIN VALIDITY CHANGED CREATED
e root@localhost Admin OTRS root@localhost 10/19/2018 10:18 valid 09/18/2018 15:17 09/18/2018 15:17
sa Super Admin sa({@trash-mail.net 10/18/2018 05:26 valid 10/06,/2018 09:21 10/06/2018 09:21
Add Agent
Hint

Agents will be needed te handle tickets,

Attention: Don't forget to add a new agent to
Eroups and/or roles!

10 g5 N DA Bl B
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e PN T 4402 root@localhost o ASEAE S K RAEH] OTRS | I8 ik 55 A 5y
IO X LR o Forh— ANANRIE L V) [ 7 0514 (ACL) SBT3k -

411 FHRS AR

ViR AT AL e 1 5 i A REVAS N sl IR 55 A B3 o A ] LDAP 2 2 1l sUAMRE H s e g5 JF HARE T
B R AR RN o DA C Akl D PR AT ABEE .

FEE AR5 A B
1. Rl EOARE R I YRS A B A
2. WUHMITE .

3. it (RAEHA

Add Agent

* Firstname:
# Lastname:

* Username:

* Email:

valid

Save orCancel

2: USRS N b

Bty LIENRGH MRS A D o R B A e I B0 JoRel Im i ek el .

A GRS B
1. s R N ABIER AP — MRS A5
2. BT B
3. niihi PRAFEL PRAF IS8 A%l

FETTLASGHHZ IR %5 N S0/ AT ST IEBRAE o el SAELIR S A R 22 AL AP ) i A R
CINTEON ST

ArEER ARG A
1. AR/ MR A P AR R 73]
2. Wk BUA TR B P b i ot — 1 [R1 428
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Edit Agent
Title or salutatior
* Firstname: | Admin
# Lastname: OTRS
* Username: |roct@localhost
Ergoroe
#+ Email: | root@localhost
Mobile

Validit walid

Save or Saveand finish orCancel

3: IS5 N 0Lt

VEMfR: WERARGHIIN T 2SS NG TR AR HE A R4S 8 M55 N B3 o BRINKS OL X8 i 1000 M
FNGL

AT DA LR R 55 N DA I 2 sl o (0 R 55 N BABCRR o 3X AT RE S BRI 2R MR o W] LAAE AR 55
N3 e D e 7 e 25 N G AT BB o A RAR T A € C HERE 0 DL e e i ehy A G o I AL BURR

Effective Permissions for Agent

Group Permissions

GROUP | RO = MOVE_INTO | CREATE = NOTE | OWNER = PRIORITY =~ CHAT_OWMNER | CHAT_PARTICIPAMT = CHAT_OBSERVER = RW

admin L L4 L L L4 W L W
users L L4 L L L4 L L L

v L
stats v v v v v v v v v v
v v
e shows e

Table abon ffective group permissions for the agent. The matrix takes inte account all inherited permissions [e.g. via roles).

Bl 4: 55 N 55 A BB BR /N B A

4.1.2 RENGRE

ARG AL DEPAINS T LME I DU N B o AT AT (P BUR U BL

VEAR: IXLeIE AT T N R A BOA 7B .

kAT R T LR ARSI Se A RRATER s i Mr.  Dr. < Jr FF
E R T YN E A i
PE* RS N DL .

Z .

T LLET RGN E X E FirstnameLastnameOrder WE MRS A R EREHR o
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Hris > BRGNS NRAKH 4 .
TG RS NS . RS, B A .
Email * %55 A\ 53 FIHE Ak

HEf#: The email syntax and validity of an available MX record could prevent you from submitting this
form. For some systems it may be acceptable to turn off these checks.

FHL RS NG THLSHE .

AR BEE LTI IATRNE o W R BO B AT AR BRI RIATAAE OTRS AR ] « H5 b 3 Bt
B JCRE i I TR AR L BRI AT

4.1.3 Agent Back Ends

A LLA Active Directory® 5 LDAP IR 45 28 iz BOM [ 25 IR 25 A B4 o

The administrator interface does not support the configuration of external back ends. Administrators need to
edit the file Kernel/Config.pm by copying and pasting code snippets from Kernel/Config/Defaults.
pm manually in case of using On-Premise system.

If you already have agent back end (e.g. SAP), it is possible to write a module that uses it.

b AEEM Kernel/Config/Defaults.pm s FEFRFR G E P E R SRR A
i B 3l Kernel/Config. pm 34

HEf#: This feature is only available to On-Premise customers. If you are a Managed customer, this feature
is taken care of by the Customer Solutions Team in OTRS. Please contact us via support@otrs.com or in
the OTRS Portal.

Agent Back End - Database

The default user authentication back end for agents is the OTRS database. With this back end, all agent
data can be edited via the administrator interface.

# This is the auth. module against the otrs db

SSelf->{AuthModule} = 'Kernel::System::Auth::DB';

# defines AuthSyncBackend (AuthSyncModule) for AuthModule

# if this key exists and is empty, there won't be a sync.

# example values: AuthSyncBackend, AuthSyncBackend?2

# SSelf->{'AuthModule: :UseSyncBackend'} = '';

# password crypt type (bcrypt|shaZl|shal|md5|aprl|cryptl|plain)
# $Self->{'AuthModule: :DB: :CryptType'} = 'shal2';

# If "bcrypt" was selected for CryptType, use cost specified here for bcrypty
—hashing.

(F )
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# Currently max. supported cost value is 31.
# SSelf->{'AuthModule: :DB: :bcryptCost'} = 12;

Agent Back End - LDAP

If you have an LDAP directory with all your agent data, you can use the LDAP module to authenticate your
agents. Because this module has only read-access to the LDAP back end, it is not possible to edit the agent
data via the administrator interface.

# This is an example configuration for an LDAP auth. backend.
# (take care that Net::LDAP is installed!)

# SSelf->{AuthModule} = 'Kernel::System::Auth::LDAP';

# SSelf->{'AuthModule: :LDAP: :Host'} = 'ldap.example.com';

# SSelf->{'AuthModule: :LDAP::BaseDN'} = 'dc=example,dc=com';
# SSelf—->{'AuthModule: :LDAP::UID'} = 'uid';

# Check if the user is allowed to auth in a posixGroup
# (e. g. user needs to be in a group xyz to use otrs)

# SSelf->{'AuthModule: :LDAP: :GroupDN'} = 'cn=otrsallow, ou=posixGroups,
—~dc=example, dc=com';

# SSelf->{'AuthModule: :LDAP: :AccessAttr'} = 'memberUid';

# for ldap posixGroups objectclass (just uid)

# SSelf->{'AuthModule: :LDAP: :UserAttr'} = 'UID';

# for non ldap posixGroups objectclass (with full user dn)

# SSelf->{'AuthModule: :LDAP: :UserAttr'} = 'DN';

# The following is valid but would only be necessary if the

# anonymous user do NOT have permission to read from the LDAP tree
# $Self->{'AuthModule: :LDAP: :SearchUserDN'} = '';

# $Self->{'AuthModule: :LDAP: :SearchUserPw'} = '';

# in case you want to add always one filter to each ldap query, use

# this option. e. g. AlwaysFilter => '(mail=*)' or AlwaysFilter =>

— ' (objectclass=user) '

# or if you want to filter with a locigal OR-Expression, like AlwaysFilter =>
— ' (| (mail=*abc.com) (mail=*xyz.com)) '

# SSelf->{'AuthModule: :LDAP: :AlwaysFilter'} = '';

in case you want to add a suffix to each login name, then

you can use this option. e. g. user just want to use user but

in your ldap directory exists user@domain.
SSelf->{'AuthModule: :LDAP: :UserSuffix'} = '(@domain.com';

H Hh R H

In case you want to convert all given usernames to lower letters you
should activate this option. It might be helpful if databases are
in use that do not distinguish selects for upper and lower case letters
(Oracle, postgresqgl). User might be synched twice, 1if this option
is not in use.

SSelf->{'AuthModule: :LDAP: :UserLowerCase'} = 0;

SH Fh R HR IR

# In case you need to use OTRS in iso-charset, you can define this

(FIUaREE)
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# by using this option (converts utf-8 data from LDAP to 1iso).
# SSelf->{'AuthModule: :LDAP: :Charset'} = 'iso—-8859-1";
# Net::LDAP new params (if needed - for more info see perldoc Net::LDAP)
# SSelf->{'AuthModule: :LDAP: :Params'} = {
# port => 389,
# timeout => 120,
# async => 0,
# version => 3,
# };
# Die if backend can't work, e. g. can't connect to server.
# SSelf—->{'AuthModule: :LDAP::Die'} = 1;

R F SRR S5 4 BT b 75 1) e A R

SSelf->{AuthModule} = 'Kernel::System::Auth::LDAP';
SSelf->{'AuthModule: :LDAP::Host'} = 'ldap.example.com';
$Self->{'AuthModule: :LDAP: :BaseDN'} = 'dc=example, dc=com';
SSelf->{'AuthModule::LDAP::UID'} = 'uid';

Host HRRE43H DNS Z e IP .
BaseDN H A i I & o
UID H T &M E T .

VEf#E: KT Active Directory iXH & sAMAccountName o

It is possible to connect to an LDAP via secure connection. In this case the 1daps:// protocol has to be
added to the host parameter and the port has to be changed.

$Self—->{'AuthModule: :LDAP::Host'} = 'ldaps://secure.example.com';
$Self->{'AuthModule: :LDAP: :Params'}->{port} = 636;

BHEHI Z A e 15 Ak SRR R B N2 Config . prm HIFCE A o VIR ORE DT A ¥ B S i INEUE [1-9]
LASR 7R IIR L8 ¥ e T i o

### Backend One

SSelf->{AuthModule} = 'Kernel::System::Auth::LDAP';
$Self->{'AuthModule: :LDAP::Host'} = 'ldap.example.com';
SSelf->{'AuthModule: :LDAP: :BaseDN'} = 'dc=example, dc=com';
$Self->{'AuthModule: :LDAP::UID'} = 'uid';

### Backend Two

SSelf->{AuthModulel} = 'Kernel::System::Auth::LDAP';
SSelf->{'AuthModule::LDAP::Hostl'} = 'ldap.example.com';
SSelf->{'AuthModule: :LDAP: :BaseDN1'} = 'dc=example, dc=com';
SSelf->{'AuthModule: :LDAP::UID1'} = 'uid';

ek A JE e ROE S o 0 T R, UID # AU ME— ¥, AT ey Al e RIEH] .
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If an LDAP server is not available another one should be used as fallback. Since there is only one host
setting in each back end configuration, the servers have to be added in an array.

$Self->{'AuthModule: :LDAP::Host'} = ['ldaps://ldapserver_one.com', 'ldaps://
—~ldapserver_two.com'];
$Self->{'AuthModule: :LDAP::Die'} = 0;

Please note that there is no real fallback functionality but this workaround should work in most cases. The
system will always try the first LDAP server first and after a timeout the second one. The recommended way
is to configure a fallback or redundant LDAP at server side.

To synchronize with a specific directory server, you must add the appropriate setting to your agent authen-
tication back end. To achieve this copy the following block from the Defaults.pm and paste it into the
Config.pm.

SSelf->{'AuthModule: :UseSyncBackend'} = 'AuthSyncBackend';

AT 24 e i 5 2k SR R BIARRL A N2 Config. pm I HE S o WA ORAE DT A B G INEUE [1-9]
PAFR7R R L 0 B e TR A i i o

SSelf->{'AuthModule: :UseSyncBackendl'} = 'AuthSyncBackendl';

Reuse of an agent synchronization back end is also possible.

$Self->{'AuthModule: :UseSyncBackendl'} = 'AuthSyncBackend';

IR R 55 N Gt DMEAESRAUZ BT AN T BRIk 55 N s In s 38 o seah s aTRUEAT H SR g5 4%
N RS A FAYIIEA SR DR

vEf#:  Multiple agent synchronization back end blocks can be used. Please make sure to add a numeric
value [1-9] to all settings to indicate which settings belong to which back end. Each AuthSyncModule must
be explicitly used in an agent authentication back end.

ORISR R Sl - BESCLRAE , 1M Defaults. pm FHLLT AR IR KNG R Cconfig. pm 1 o

# This is an example configuration for an LDAP auth sync. backend.

# (take care that Net::LDAP is installed!)

# $Self->{AuthSyncModule} = 'Kernel::System::Auth::Sync::LDAP';

# SSelf->{'AuthSyncModule: :LDAP: :Host '} = 'ldap.example.com';

# SSelf->{'AuthSyncModule: :LDAP: :BaseDN'} = 'dc=example, dc=com';
# SSelf->{'AuthSyncModule: :LDAP: :UID'} = 'uid';

# The following is valid but would only be necessary 1if the

# anonymous user do NOT have permission to read from the LDAP tree

# SSelf->{'AuthSyncModule: :LDAP: :SearchUserDN'} = '';

# SSelf->{'AuthSyncModule: :LDAP: :SearchUserPw'} = '';

# in case you want to add always one filter to each ldap query, use

# this option. e. g. AlwaysFilter => '(mail=%*)' or AlwaysFilter =>

— ' (objectclass=user) '

# or if you want to filter with a logical OR-Expression, like AlwaysFilter =>
- ' (| (mail=*abc.com) (mail=*xyz.com)) '

# SSelf->{'AuthSyncModule: :LDAP: :AlwaysFilter'} = "'';

(M ITgREE)
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# AuthSyncModule: :LDAP: :UserSyncMap

# (map if agent should create/synced from LDAP to DB after successful login)
# you may specify LDAP-Fields as either

# * list, which will check each field. first existing will be picked ( [
—"givenName", "cn", "_empty"] )

# * name of an LDAP-Field (may return empty strings) ("givenName')

# * fixed strings, prefixed with an underscore: "_test", which will alwaysy,
—return this fixed string

# SSelf->{'AuthSyncModule: :LDAP: :UserSyncMap'} = {
# # DB —> LDAP

# UserFirstname => 'givenName',

# UserLastname => 'sn',

# UserEmail => 'mail’,

#

}i

A H SRR 55 A BT 5 ) e A R

SSelf->{AuthSyncModule} = 'Kernel::System::Auth::Sync::LDAP';
$Self->{'AuthSyncModule: :LDAP::Host'} = 'ldap.example.com';
$Self->{'AuthSyncModule: :LDAP: :BaseDN'} = 'dc=example, dc=com';
$Self->{'AuthSyncModule: :LDAP::UID'} = 'uid';

Host HXR5-A31 DNS 2 IP .
BaseDN H s H AT & .
uID H &AM ENE .

vEfi#t: %+ Active Directory iX /& sAMAccountName o

Agent Back End - HTTPBasicAuth

If you want to implement a single sign on solution for all your agents, you can use HTTPBasic authentication
(for all your systems) and use the HTTPBasicAuth module with OTRS. No login is needed with OTRS any
more.

This is an example configuration for an apache (SENV{REMOTE_USER})
auth. backend. Use it if you want to have a singe login through
apache http-basic-auth.
SSelf->{AuthModule} = 'Kernel::System::Auth::HTTPBasicAuth';
In case there is a leading domain in the REMOTE _USER, you can
replace it by the next config option.
SSelf->{'AuthModule: :HTTPBasicAuth: :Replace'} = 'example domain\\';
In case you need to replace some part of the REMOTE_USER, you can
use the following RegExp ($1 will be new login).
SSelf->{'AuthModule: :HTTPBasicAuth: :ReplaceRegExp'} = '"*(.+?)@.+?5';
Note:
If you use this module, you should use as fallback the following
config settings if user isn't login through apache (SENV{REMOTE_USER}).
SSelf->{LoginURL} = 'http://host.example.com/not—authorised-for—-otrs.html

H FR H R IR R R R R R R R R

(F Ok,
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# SSelf->{LogoutURL} = 'http://host.example.com/thanks—for-using—-otrs.html

vEf#:  Multiple agent synchronization back end blocks can be used. Please make sure to add a numeric
value [1-9] to all settings to indicate which settings belong to which back end. Each AuthModule must be
explicitly used in an agent authentication back end.

Agent Back End - Radius

The settings shown in example below can be used to authenticate your agents against a Radius server.

# This is example configuration to auth. agents against a radius server.
# SSelf->{'AuthModule'} = 'Kernel::System::Auth::Radius';

# SSelf—->{'AuthModule: :Radius: :Host'} = 'radiushost';

# SSelf->{'AuthModule: :Radius::Password'} = 'radiussecret';

# Die if backend can't work, e. g. can't connect to server.
# S$Self—->{'AuthModule: :Radius::Die'} = 1;

4.2 IRHEAND A

FEANWT RN S5 Th s vk« BRI R B A G T 2 o AERRAMBIL T 5 AR MUK R 5 HT P 2 o e 41
DA bR 3 7 1) s 5355 B8 PRI 0 )

OTRS Ft[fii by 3l 145 BIUIR 5505 — A sl MRp g 4L U7 I BRI mT REPE o [RIRE T Dk« JLAfEdts 5%
AT AN U5 T BLR

o B DR R — A B AR ST NS A AL o B IhRE , F R DR ARG A A AN AN
FRG BRI T M AN EAR RS A AR .

L] Manage Agent-Group Relations
Actions Overview
[ +] Add agent AGENTS GROUPS
root@localhost (Admin OTRS) admin
a fddgroun sa (Super Admin) faq
fag_admin
Filter for Agents faq_approval

stats
Just start typing to filter... users

Filter for Groups

Just start typing to filter.

5: BRSNS AT
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4.21 FHRS AN HKR

A ERG LA sy — RS N B
1. g g5 AR i — AN IRgs A0
2. LRSS N SIS B AL IIBLR .
3. siili PRAFEL PRAT IS d el

Change Group Relations for Agent Admin OTRS

GROUP [Jro  Umovento  Jcreare  [wote [Lowner LJpriormy @ Llcu
admin

L4
L4
<
<
<
L4
<

faq

faq_admin

1@ D DE
1@ D DE
JRODLC
JROOC
JRODLC
1@ D DE
<J 000

faq_approval
stats

users

Save or Saveand finish or Cancel

SEECE R PNAPSRINE
A LR LIRS N B Besy — 4
1. midt Ha A
2. EFERAER B ST N BIBLR
3. niihi PRAFEL PRAF IS8 it

Change Agent Relations for Group users

AGENT YIro | M move nTo | M creatE | (M noTE | (¥ ownNER | M PRIORITY | M €
root@localhost

v o o o o v
(Admin OTRS)
sa (Super
(Sup v v v v v v v
Admin)

Save or Saveand finish or Cancel

K 7: BRI IR 55 A B

VER: QAR RGN T 2 ARG AL A PEAAE T e N D8 K A% FROR A R I 5 A B
4l .

T LAAEPIAS Bt (] I 0 e 22 MRS N BB o 34k AESRIBRBR e P s ek IR 45 N B B2 A AR W L T T 2
M55 N D3 5 e o G 2L e
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Bl Uil ka5 N G AN SR I B ORI e 143 [P B2

4.2.2 o5 NGt ARIKS %

WS N D1 Bega 20 C [RZIRIR DI s ATLUK 2 AR E N IS5 N B S A 2 T « BRIAE LT > LR
BB AT

ro( 2 ) Read-only access to tickets in this group/queue.

%) Permission to move tickets in this group/queue and move existing tickets into this group/queue.
create( & ) Permission to create tickets in this group/queue.

note( 77 ) Permission to add notes to tickets and inform agents in this group/queue.

owner( Jiifi# ) Permission to set the owner of new tickets or change the owner of existing tickets in this
group/queue.

it 52 Permission to change the ticket priority in this group/queue.
IR M EZE AT ARSI P> AEgsas BE NI R385 > ] LOW SR 5L T IR
WMRZ 5% AR o] DRSS NI RS E 5 2 5K .

WRPA - BAT BRI ] ok BENE 1252 2 7 /A 3CH P IO 3K JFAEIINR i AT B PO 568 S
HH A

rw( 25 ) AR ) T B e S AR .
Z

Not all available permissions are shown by default. See System::Permission setting for permissions that can
be added. These additional permissions can be added:

JB[F] Permission to redirect an email.

close Permission to close a ticket.

#£5 Permission to compose an answer for a ticket.
%" Permission to change the customer of a ticket.
% Permission to forward an article.

$E#2 Permission to set a ticket to pending.

Fi1% Permission to add a phone call to a ticket.

15 N Permission to set the responsible agent of new tickets or change the responsible agent of existing
tickets in this group/queue.

VEMf: I BCE S bRE R SGEHE R BB TR h  PrAT SOEAE o W E A A rw B K SEAE
B U B BT AT P I T AT S AE

4.3 s N Mt

BB AL R e > AR T A BT AR I 70 BF o A (AR FHBOIOMAE 22, DA A (0 R AT — AR IR AL
PR o ANFTRLZE— A ARSI, B T 40t i) N EALR .
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OTRS SevFitid s K AN A (AR U el T SCROARLER G o IXLefy (il A o o gy — A ol MR S5

NG Bok A EE MRS A s — M

BRGNS N s — A s A At o ST BLIhRE , R R RS — MRS A

RI—ANMf o BRI T T AURMA gl s A Mttt .

_ Manage Agent-Role Relations
Actions Overview
[+] Add agent AGENTS
root@localhost (Admin OTRS) Supervisor
e Add ol sa (Super Admin)

Filter for Agents

Just start typing to filter...

Filter for Roles

Just start typing to filter...

Kl 8: RIS A B SO R

4.3.1 FERS AN AOKR

FE S EE S Y IR v/ 1 &S YN
1. iy g NG a0 il — s A5 o
2. EPIEAERSS NG BRI Mt .
3. wili TRAFEL PRAFIF5E AL

Change Role Relations for Agent Admin OTRS

ROLE (] acTivE

Supervisor ||

Save or Saveand finish or Cancel

9: B HURSS N BRI A 1
A LR LIRS N B less AN
1. s s — it .
2. EFELNINBI A O RSS NG
3. siili PRAFEL TRAF IS8 Al

ROLES

VMR AR R RGAIN T 2RSS R0, AN S PRI AR RIVAT A L 98 S8 AE E HRAT E o5 A

AR SRR
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Change Agent Relations for Role Supervisor

AGENT L) acTivE
root@localhost (Admin OTRS) U

sa (Super Admin) I:I

Save or Saveand finish or Cancel

K 10: B SUh R IR 55 N 54

AT LLAE AN e o [ I 20 S 22 AN I35 N BB 8 o 34k #ESQTRR R 4 i Bl I 25 N B3 A €K A N 3T T
kNS YNV 3 T R

Bl Uil ss N G s A S SR LB IR 42 1) 3R [ BE %

VEAR: B E S AR R IERE TR BB T AT RIEHE

4.4 %)

i R B g 2 7 AL I B R GE T o BRAEOL T » BT OTRS e AW AR T % ) o B PR RAL T
RIS A AL R

@« Customer Management
Actions (1 total)
| Q | CUSTOMER ID = NAME COMMENT MALIDITY | CHANGED CREATED
. 10/06/2018 10/06/2018
acme.co Acme Inc. A great company. wvalid
09:32 09:32
a Add Customer

Database Backend

11 2 45 BB

4.4.1 EIE

VEAR: R RE I A Bl R ok A I s i % o ] LDAP SRS H S iR S5 4 25 1 % i B BE

PN
1. Sk ZE MR VN2 2
2. HUSUHITE .

3. il (AP
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Add Customer

* CustomerlD:

% Customer:

* Valid:  walid

Save or Cancel

K 12: S INg ;b

By LIENRGHMERS ™ o RS RDR AR i B0 TRl In i Rk el .

RGN
1. B BIRF AR .
2. BT B -
3. wiihh PRAFEL PRAF IS8 it
FEEL AR
1. AEAC AR AR R ME A AR R 73]
2. iy BUA MR O BE B bR sl — 1 [R17R 4

T AR AR EINBE RS T, WA REE SRR E R o BUATEOU NS ] AT 1000 N5

442 KJRHE

AN L BRI, TDME I U W o bR S I T BOR AT B .
DX E PN EAARR o WAZ R WETRE, BT SRR R AT .

P MBI AR o R AE G T B R R AMET R A s AR K R o SRR s AR
e

g = AEE AR -
Mg )7 (KIHB S o
Wl R AR
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Edit Customer

# CustomerlD: |acme.co
% Customer:  Acme Inc.
123 Anywhere 5t.
12346
Somewhereviell
United States of America
https:/facme.exapmle.com
A great company.

* Valid:  walid

Save or Saveand finish or Cancel

K13 gl % ) b

HR FIEK o MBI E X .

Rk 2 R T e Al URL

FERE IR BRI AR o O T M, U SOR I BURTE N AT SE R R T I B IE . DD TERE
WA WoRfERE R .

AR BRI RN - R T BOR BN A% WA BRI RN AAE OTRS FRAEH] o by Brist
A TCRE I TR AR L BN LA

4.4.3 Customer Back Ends

The system works with many customer data attributes such as customer ID, customer name, location in-
formation etc. These attributes are displayed in the agent interface and can be displayed in the external
interface.

Customer data used or displayed within the system is highly customizable. The customer ID is always
needed.

The administrator interface does not support the configuration of external back ends. Administrators need to
edit the file Kernel/Config.pm by copying and pasting code snippets from Kernel/Config/Defaults.
pm manually in case of using On-Premise system.

If you already have another customer back end (e.g. SAP), it is possible to write a module that uses it.

el ANEEM Kernel/Config/Defaults.pm X, ZEFRFARIGE WA | )2 5 H FER AL
i BE 3l Kernel/Config.pm A ©

Ef#: This feature is only available to On-Premise customers. If you are a Managed customer, this feature
is taken care of by the Customer Solutions Team in OTRS. Please contact us via support@otrs.com or in
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the OTRS Portal.

Customer Back End - Database

The default back end for customers is the OTRS database. With this back end, all customer data can be
edited via the administrator interface.

SSelf->{CustomerCompany} = {
Name => Translatable ('Database Backend'),
Module => 'Kernel::System::CustomerCompany::DB',
Params => {
# 1f you want to use an external database, add the
# required settings
DSN => 'DBI:odbc:yourdsn’,
Type => 'mssql', # only for ODBC connections
DSN => 'DBI:mysqgl:database=customerdb;host=customerdbhost’,
User => "',
Password => '',

BT S S S

Table => 'customer_company',
# ForeignDB => 0, # set this to 1 if your table does not have,
—~create_time, create_by, change_time and change by fields

# CaseSensitive defines if the data storage of your DBMS is case.
—sensitive and will be

# preconfigured within the database driver by default.

# If the collation of your data storage differs from the default,

—settings,

# you can set the current behavior ( either 1 = CaseSensitive or,
-0 = CaseINSensitive )

# to fit your environment.

#
# CaseSensitive => 0,

# SearchCaseSensitive will control if the searches within the,
—~data storage are performed

# case sensitively (if possible) or not. Change this option to 1,.
—~1f you want to search case sensitive.

# This can improve the performance dramatically on large.
—~databases.

SearchCaseSensitive => 0,

b

# company unique id

CustomerCompanyKey => 'customer_id',
CustomerCompanyValid => 'valid_id',
CustomerCompanyListFields => [ 'customer_id', 'name' 7,
CustomerCompanySearchFields => [ 'customer_id', 'name' 7],
CustomerCompanySearchPrefix => '*'

CustomerCompanySearchSuffix => '*',
CustomerCompanySearchListLimit => 250,

CacheTTL => 60 * 60 * 24, # use 0 to turn off,

—cache

(R aRZE)
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(£ 130)

Map => [

# Info about dynamic fields:

#

# Dynamic Fields of type CustomerCompany can be used within the,
—mapping (see example below) .

# The given storage (third column) then can also be used withing
—~the following configurations (see above):

# CustomerCompanySearchFields, CustomerCompanyListFields

#

# Note that the columns 'frontend' and 'readonly' will be ignored,
—for dynamic fields.

# var, frontend, storage, shown (l=always,Z2=lite), required,.
—storage—-type, http-link, readonly

[ 'CustomerID', Translatable ('CustomerID'), 'customer_
—id'", 0, 1, 'var', '', 01,

[ 'CustomerCompanyName', Translatable ('Customer'), 'name’', o
. 1, 1, 'var', '', 0 1],

[ 'CustomerCompanyStreet', Translatable('Street'), 'street', 4
. 1, 0, 'wvar', '', 01,

[ 'CustomerCompanyZIP', Translatable('Zip'), 'zip', u
. 1, 0, 'var', '', 0 7],

[ 'CustomerCompanyCity', Translatable ('City'), 'city!', u
- 1, 0, 'var', '', 0 1,

[ 'CustomerCompanyCountry', Translatable('Country'), '"country',
. 1, 0, 'wvar', '', 0 1,

[ 'CustomerCompanyURL', Translatable ('URL"'), 'url', w
. 1, 0, 'var', '[% Data.CustomerCompanyURL | html %]', 0 1,

[ 'CustomerCompanyComment', Translatable('Comment'), 'comments
o'y i, 0, 'var', '', 0 1,

[ 'ValidID', Translatable('Valid'), 'valid_id
'y 0o, 1, 'int', '', 0 1,

# Dynamic field example
# [ 'DynamicField _Name_Y', undef, 'Name_Y', 0, 0, 'dynamic_field', .
—undef, 0 ],
] !
bi

If you want to customize the customer data, change the columns or add new ones to the
customer_company table in the database.

For example, to add a new field for VAT number:
1. Add a new column vat to table customer_company.
MySQL &% MariaDB:

root> mysgl -u root -p —-e 'ALTER TABLE otrs.customer_company ADD vaty
—VARCHAR (50) '

PostgreSQL (M /opt/otrs HIK):
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otrs> psgl -c 'ALTER TABLE customer_company ADD COLUMN vat varchar (50)'

2. Copy the $Self->{CustomerCompany} section from Kernel/Config/Defaults.pm into
Kernel/Config.pm.

3. KB InE Map FAl .

[ '"VATNumber', 'VAT Number', 'wvat', 0, 1, 'wvar', '', 0 1,

M EBIRAAE SR AR

Z

Names can be translated into other languages with custom language files. For more information, see
the Custom Language File chapter.

4.5 ®)f A

TSR WIR > LS ok B R 2 BC 25 25N H P e ANV SEBR IR » 18T BB 2 BL 25 % 7 IR BT A & P
Hr

OTRS A& —AE ) 4Eal BUR o« 5k N G 7 S BB B SR A G — AR o
W, RWE P EETIRGEFMSE R, a5k Ty 4Eihe .

Z:

Wik E PP A BRAE P P RS .

N IR BERRR — A B AR R IR — A s AN o AT RE . FF R AR AN AN R
girh o BT H L ARG K A .

_ Manage Customer-Group Relations
Actions Search Results:
@ CUSTOMERS (1) GROUPS
acme.co Acme Inc. admin
fan
= Edit Customer Default Groups fag_admin
faq_approval

e thess stats

Customer Default Groups:

Filter for Groups GROUPS

users
Just start typing to filter...

No changes can be made to these groups

P 14: G BRI DR

i AR A D ANF P SR T SR A AT B Dh g o X T ERIA) OTRS Jidii» w] LU I AE R 4
Bl o AR R LR E .

WA BRI B RS HREZ AN AEBOA G ) R G b H D, 75200 B e AL E LA AT Kernel/
Config/Files " ( #llN4k 222 _CustomerBackend.pm ). W% /5, MWiaum T &) H #7255
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Motice

Enable it here!

15: Ja % Ao fie

A
e

DR R IIERIR S A GEAE , X AT RES T EUMERERI N R R .

451 EFHE P 2 RHk

vEfi: To be able to use this feature, you have to activate the Cust omerGroupSupport setting.

Motice

Enable it here!

16: Ja % - 3H

.';[|;

AR B G D
1. male ZP PRI %)
2. IEFER R P R RIAMIBUR
3. wili RAFEL PRAFIF5E AL -
AR P Y e AN
1. male ABR R —A4 .
2. EFERAIER B BUR
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Change Group Relations for Customer Acme Inc.

SAME CUSTOMER
GROUP |:| RO |:| RW
admin : :
faq : :
faq_admin : :

faq_approval

stats

Save or Saveand finish or Cancel

17 B SRR A

3. wili RAFEL PRAF IR 5E edAL

Change Customer Relations for Group admin

SAME CUSTOMER

CUSTOMER (1) Lro Lrw

acme.co Acme Inc. || [

Save or Saveand finish or Cancel

18: BRIk %
HEB R T BN
1. B AR B S BN 5 .
2. Add or modify groups in setting CustomerGroupCompanyAlwaysGroups.
3. MEBLURHARLE
CustomerGroupCompanyAlwaysGroups
users Defines the groups every

customer will be in (if
CustomerGroupSupport is

enabled and you don't want to
manage every customer for these
groups).

19: CustomerGroupCompanyAlwaysGroups REHH 5w

R ARG ITH R .

MR WRRGEPERIN T 2% A, YRR e R B T v S S\ L B A 4
PR B EA
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AT UALE A B v (R I ) BE 22 N3 7 B o 594 AESRIBR DR b ol 2 )7 BRADREAR Y T T * i Bf
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When assigning a customer to a group or vice versa, several permissions can be set as connection between
a customer and a group. Group permissions will be inherited by all customer users of the customer. Different
contexts of permission assignment are available, which will determine how the permissions are inherited by
customer users.

The following contexts are available:

A%/ 4% P R BT R AR SR 3 P I C TR ID ST P g ID )3
TR

a7 This feature is enabled by default. You can disable it via the
CustomerGroupPermissionContext###001-CustomerID-same Setting.

Other Customers Provides customer users access to tickets even if the tickets are not assigned to a cus-
tomer user of the same customer ID(s), based on permission groups.

R To be able to wuse this feature, you have to activate the
CustomerGroupPermissionContext###100-CustomerID-other setting.

The following permissions are available by default:
roC 2 ) XHZ BRI B2 07 AR .

rw( 5 ) XTI S S U AR

Z )

Not all available permissions are shown by default. See System::Customer::Permission setting for permis-
sions that can be added. This additional permission can be added:

create( f]%f ) Permission to create a ticket.

VEAR: Gl BCE SIAR U (0 R, A BB TS P R AE o BB E S A rw S R HE
B B B PTIEAT R I T AT AR

4.5.3 Permission Functionality Example

Access to tickets on the external interface with enabled group support is mostly evaluated by a combination
of group and individual (customer/customer user based) permission. Only if both criteria are met, specific
access is granted.

If the resulting access is rw, a customer user can view and modify a ticket. If the access is ro only viewing
is possible.
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For ticket creation only the group permissions are used and a customer user can create tickets for all queues
with rw permissions.

Group permissions are additive (meaning that only one method needs to grant permissions) and the following
possibilities are taken into account:

» Customer user default groups via system configuration setting.

« Groups assigned to the customer user via the % ' Jii /" 4l screen.
» Customer default groups via system configuration setting.

« Groups assigned to the customer via the %) 4] screen.

For the methods above, all customers related to a customer user are used. This includes the primary
customer (selected in the % ) /| /" screen), additional customers (added in % /" H/ " %% )" screen) and
other customer that might exist in the back end.

Individual permission checks require one of the following conditions to be met:
+ Ticket is assigned to the customer user.
« Ticket is assigned to a customer that the customer user is related to (as explained above).

» Ticket is assigned to a customer with group permissions for the ticket queue while a customer related
to the customer user has Other Customers permission to the same group.

An example for the last item to clarify the functionality:
+ Ticket is assigned to customer user Arvid Karlsson with related customer Ericsson AB.
+ Ticket is located in queue Support Sweden.
* Queue Support Sweden is in group support-se.
» Customer Ericsson AB has Same Customer context with rw permission to group support-se.
» Logged in customer user is Barry Smith which is related to customer Farmers Inc..
» Customer Farmers Inc. has Same Customer context with ro permission to group support-se.

» Now, if customer Farmers Inc. is given Other Customers context with ro permission to group support-
se, Barry Smith will be able to view the ticket.

* In order for Barry to modify the ticket, rw permission is required for both Same Customer and Other
Customers contexts.

4.5.4 Multi-tier Customer Relationship

In this example we will create a multi-tier customer structure with resulting ticket permissions. To get the
same results you will need a relatively clean system without many customizations.

1. Create the following customers in the %) screen:

P D [ &7

de Graubrot AG
mx Hernandez SA
se Ericsson AB
us Farmers Inc.

2. Create the following customer users in the % " [{] /' screen and assign them to the already created
customers. Use any valid email address for the email field.

120 Chapter 4. f)" . 4ifiifaits



OTRS Administration Manual, % i 7.0

Firstname | Lastname | Username | %) ID

Arvid Karlsson ak Ericsson AB
Barry Smith bs Farmers Inc.
Christian Mdaller cm Graubrot AG
Diego Garcia dg Hernandez SA

3. Create the following groups in the 4 screen:
e fag—amer
e fag—emea
* support-de
* support—-mx
* support-se
* support-us

4. Go to the L %1 screen and add corresponding queues which will use the previously created groups. In
the System address field you can use any available address.

ERS A

FAQ Germany fag-emea
FAQ Mexico fag-amer
FAQ Sweden fag-emea
FAQ USA fag-amer

Support Germany
Support Mexico
Support Sweden
Support USA

support-de
support-mx
support—se
support-us

5. Gotothe &)/ %) screen and assign the select customer users to other customers.

L %) L]
Arvid Karlsson de Graubrot AG yes {1}
Diego Garcia yes {2}

se Ericsson AB
us Farmers Inc.

6. Gotothe % /' JH)" 41 screen and assign a single customer user direct access to a group.

Permission
rw {3}

IR il
Diego Garcia | fag-emea

7. Gotothe % /" 4l screen and assign customers to groups according to the matrix below. Be sure to
select proper permission level for each group and company.
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e [Al—% Other Customers
de Graubrot AG

fag-amer — ro {4}
fag-emea — ro

support—-de — rw
support-mx — ro

mx Hernandex SA

fag—amer — ro {5} support—-de — rw {6}
fag-emea — ro support-mx — rw

support—-de — ro
support—-mx — I'w

se Ericsson AB

fag-amer — ro {7}
fag—emea — ro
support—-se — I'w

us Farmers Inc. fag-amer — ro {9}

fag—amer — ro {8}
fag-emea — ro
support—-us — rw

The {6} is intentional to demonstrate limitation to base permissions.
For reference, please consult the image below where all relationships are drawn as lines:

8. Create some tickets. Go to New Phone Ticket screen and create tickets, one each per customer user
and queue (32 in total). By the way, this is possible in the agent interface as the customer group
restrictions are only active on the external interface.

For checking resulting access to the tickets, you can easily switch between the customer users by activat-
ing SwitchToCustomer option in the system configuration. Then just go to the % /" Jil ' and click on
corresponding Switch to customer link next to the customer user’ s name.

You will be immediately logged in as that customer user and you can visit the Company Tickets screen using
the Ticket menu item for checking the ticket access. It should conform to the matrix below. Click on a ticket
to check if corresponding permission level is honored: for ro permission level you should not see the Reply
button.

This is the expected result for each customer user. The marker {N} refers to the location above where the
corresponding setting was taken (this shows why the access is granted).

Resulting access for customer user Arvid Karlsson:
» Queue FAQ Germany: ro (via {7}) + Christian’ s tickets ro (via {1})
+ Queue FAQ Mexico: ro (via {7}) + Christian’ s tickets ro (via {1})
» Queue FAQ Sweden: ro (via {7}) + Christian’ s tickets ro (via {1})
« Queue FAQ USA: ro (via {7}) + Christian’ s tickets ro (via {1})
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Christian Muller Arvid Karlsson Barry Smith
/‘ ‘\
F

— rw (assigned group) ---19)-
—— default customer — rw (same customer) — 1w (other customers)
---+ assigned customer ---+ 1o (same customer) ---+ ro (other customers)

F¥l 20: Multi-tier Customer Relationship
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» Queue Support Germany: rw (via {1 — 6}) + Christian’ s tickets rw (via {1})
* Queue Support Mexico: -
 Queue Support Sweden: rw (via {7}) + Christian’ s tickets rw (via {1})
» Queue Support USA: -
Resulting access for customer user Barry Smith:
* Queue FAQ Germany: ro (via {8})
+ Queue FAQ Mexico: ro (via {8}) + Arvid” s, Christian’ s, Diego’ s tickets ro (via {9})
* Queue FAQ Sweden: ro (via {8})
» Queue FAQ USA: ro (via {8}) + Arvid’ s, Christian’ s, Diego’ s tickets ro (via {9})
* Queue Support Germany: -
+ Queue Support Mexico: -
* Queue Support Sweden: -
* Queue Support USA: rw (via {8})
Resulting access for customer user Christian Miller:
» Queue FAQ Germany: ro (via {4})
» Queue FAQ Mexico: ro (via {4})
« Queue FAQ Sweden: ro (via {4})
* Queue FAQ USA: ro (via {4})
* Queue Support Germany: rw (via {4})
* Queue Support Mexico: ro (via {4})
* Queue Support Sweden: -
+ Queue Support USA: -
Resulting access for customer user Diego Garcia:
« Queue FAQ Germany: rw (via {3}) + Arvid’ s, Barry’ s tickets rw (via {2})

» Queue FAQ Mexico: ro (via {5}) + Arvid’ s, Barry’ s tickets ro (via {2}) + Christian’ s tickets ro (via {2
—9})

» Queue FAQ Sweden: rw (via {3}) + Arvid’ s, Barry’ s tickets rw (via {2})

« Queue FAQ USA: ro (via {5}) + Arvid’ s, Barry’ s tickets ro (via {2}) + Christian’ s tickets ro (via {2 —
9})

» Queue Support Germany: ro (via {5}) + Arvid’ s, Barry’ s tickets ro (via {2}) + Christian’ s tickets ro
(via {6})

 Queue Support Mexico: rw (via {5}) + Arvid’ s, Barry’ s tickets rw (via {2}) + Christian’ s tickets rw
(via {6})

» Queue Support Sweden: rw (via {2 — 4}) + Arvid’ s, Barry’ s tickets rw (via {2})

» Queue Support USA: rw (via {2 — 5}) + Arvid’ s, Barry’ s tickets rw (via {2})
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4.6 %
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_ Customer User Management
Actions List (1 total)
lE‘ USERNAME NAME EMAIL CUSTOMER ID LAST LOGIN VALIDITY
we Wyle Coyote we@acme.example.com acme.co valid
[+] Add Customer User

Database Backend
Hint
Customer user are needed to have a

customer history and to login via customer
panel.

Bl 21 2 e B

4.6.1 &
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Add Customer User

% Firstname:
% Lastname:

* Llsername:

% Email:

* CustomerlD:

# Valid:  valid

Save or Cancel

K 22: g i e
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Edit Customer User

% Firstname:

% Lastname:

* Llsername:

% Email:

* CustomerlD:

% Valid:

Wyle
Coyote

we

wedl acme.example.com

acme.co Acme Inc.

valid

Save or

K 23: gwik % P bk

Save and finish  or Cancel
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FEA AP
1. F /e DR AR A P A2 0
2. il BN HOR SEF bR il — 2

M WA T A BRI AE A A E 2 ) BOAEOU T XS AT 1000
NES

R DA R B Bl g 7 P IS I B2 R P BUR o X T g2 T BUR AR AORRAERE o T LAAE S
JUH T B e A B R AT 28R

Effective Permissions for Customer User

Group Permissions

GROUP RO RW
LSErs v v
Table above shows effective group permissions for the customer user. The matrix takes into account all inherited

permissions (e.g. via customer groups). MNote: The table does not consider changes made to this form without
submitting it.

Customer Access
CUSTOMER DIRECT
acme.co Acme Inc. v

Table above shows granted customer access for the customer user by permission context. The matrix takes into
account all inherited access (e.g. via customer groups). Note: The table does not consider changes made to this form
without submitting it.

Kl 24: &7 H P B BB /N R A
ZL:
TWEBRHEH T 4l A fefl e The .
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The administrator interface does not support the configuration of external back ends. Administrators need to
edit the file Kernel/Config.pm by copying and pasting code snippets from Kernel/Config/Defaults.
pm manually in case of using On-Premise system.

If you already have another customer back end (e.g. SAP), it is possible to write a module that uses it.

% ANEAZ N Kernel/Config/Defaults.pm X, FEAHEALGE BT ! 2 ZH FHAGA
FB:%| Kernel/Config.pm X/ .

ke
iy

Ef#: This feature is only available to On-Premise customers. If you are a Managed customer, this feature
is taken care of by the Customer Solutions Team in OTRS. Please contact us via support@otrs.com or in
the OTRS Portal.

Customer User Back End - Database

The default user authentication back end for customer users is the OTRS database. With this back end, all
customer user data can be edited via the administrator interface.

# This is the auth. module for the otrs db

# you can also configure it using a remote database

SSelf—->{'Customer: :AuthModule'} =
—'Kernel::System: :CustomerAuth::DB';

SSelf->{'Customer: :AuthModule: :DB: :Table'} = 'customer_user';
$Self->{'Customer: :AuthModule: :DB::CustomerKey'} = 'login';

(FIUEREE)
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$Self->{'Customer: :AuthModule: :DB: :CustomerPassword'} = 'pw';

# SSelf->{'Customer: :AuthModule: :DB::DSN'} =

— "DBI:mysql:database=customerdb;host=customerdbhost”;

# SSelf->{'Customer::AuthModule: :DB: :User'} = "some_user'";

# SSelf->{'Customer: :AuthModule: :DB::Password'} = "some_password";

# 1f you use odbc or you want to define a database type (without autodetection)
# SSelf->{'Customer::AuthModule: :DB: :Type'} = 'mysql';

# password crypt type (bcrypt|shaZl|shal|md5laprl|crypt|plain)
# SSelf->{'Customer::AuthModule: :DB: :CryptType'} = 'shal';

The example below shows the configuration of a database customer back end, which uses customer user
data stored in the database table customer_user.

# CustomerUser

# (customer user database backend and settings)

SSelf—->{CustomerUser} = {
Name => Translatable ('Database Backend'),
Module => 'Kernel::System::CustomerUser::DB',
Params => {

# if you want to use an external database, add the
# required settings

# DSN => 'DBI:odbc:yourdsn’,
# Type => 'mssql', # only for ODBC connections
# DSN => 'DBI:mysqgl:database=customerdb;host=customerdbhost’,
# User => '/,
# Password => ',
Table => 'customer_user',
# ForeignDB => 0, # set this to 1 if your table does not have,

—create_time, create_by, change_time and change by fields

# CaseSensitive defines if the data storage of your DBMS 1is casey
—sensitive and will be

# preconfigured within the database driver by default.

# If the collation of your data storage differs from the default,

—settings,

# you can set the current behavior ( either 1 = CaseSensitive ory
—~0 = CaseINSensitive )

# to fit your environment.

#
# CaseSensitive => 0,

# SearchCaseSensitive will control if the searches within the,
—~data storage are performed

# case sensitively (if possible) or not. Change this option to 1,4
—~1f you want to search case sensitive.

# This can improve the performance dramatically on largey
—~databases.

SearchCaseSensitive => 0,

(FOURE,)
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(£ 130)

1y

# customer unique id
CustomerKey => 'login',

# customer #
CustomerID => 'customer_id',
CustomerValid => 'wvalid_id"',

# The last field must always be the email address so that a valid

# email address like "John Doe'" <john.doe@domain.com> can bey
—constructed from the fields.

CustomerUserlListFields => [ 'first_name', 'last_name', 'email' 7,

# CustomerUserListFields => ['login', 'first_name', 'last_name',
— 'customer_id', 'email'],
CustomerUserSearchFields => [ 'login', 'first_name', 'last_
—name', 'customer_id' ],
CustomerUserSearchPrefix
CustomerUserSearchSuffix => '*',
CustomerUserSearchListLimit => 250,
CustomerUserPostMasterSearchFields => ['email'],
CustomerUserNameFields => [ 'title', 'first_name', 'last_
—name' ],
CustomerUserEmailUniqgCheck => 1,

[
> ’

# # Configures the character for joining customer user name parts. Joing
—single space 1f it is not defined.
# # CustomerUserNameFieldsJoin => '',

# show now own tickets in customer panel, CompanyTickets
CustomerUserExcludePrimaryCustomerID => 0,

# generate auto logins

AutoLoginCreation => 0,

# generate auto login prefix

AutoLoginCreationPrefix => 'auto',

# admin can change customer preferences
AdminSetPreferences => 1,

# use customer company support (reference to company, Seey
—CustomerCompany settings)

CustomerCompanySupport => 1,

S Hh R R KR R R H

# cache time to live in sec. — cache any database queries
CacheTTL => 60 * 60 * 24,

# # Consider this source read only.

# ReadOnly => 1,
Map => [

# Info about dynamic fields:
#

# Dynamic Fields of type CustomerUser can be used within the,
—mapping (see example below).
# The given storage (third column) then can also be used withing

—the following configurations (see above) : (TR EE)
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(£ 130)

# CustomerUserSearchFields, CustomerUserPostMasterSearchFields, .
—~CustomerUserListFields, CustomerUserNameFields

#

# Note that the columns 'frontend' and 'readonly' will be ignored.,
—~for dynamic fields.

# note: Login, Email and CustomerID needed!
# var, frontend, storage, shown (l=always,Z2=lite), required,.
—storage-type, http-link, readonly, http-link-target, link class(es)

[ 'UserTitle', Translatable('Title or salutation'), 'title
o'y, 1, 0, 'var', '', 0, undef, undef ],

[ 'UserFirstname', Translatable('Firstname'), "first_
—name ', 1, 1, 'var', '', 0, undef, undef ],

[ 'UserLastname', Translatable ('Lastname'), "last_
—name', 1, 1, 'wvar', '', 0, undef, undef ],

[ 'UserLogin', Translatable ('Username'), 'login
'y, 1, 1, 'wvar', '', 0, undef, undef ],

[ 'UserPassword', Translatable ('Password'), 'pw', U
. 0, 0, 'var', '', 0, undef, undef 17,

[ 'UserEmail', Translatable ('Email'), 'email
o'y, 1, 1, 'var', '', 0, undef, undef ],
# [ 'UserEmail', Translatable ('Email'), "email
!, 1, 1, 'var', '[% Env("CGIHandle") %]?Action=AgentTicketCompose;

—ResponselID=1;TicketID=[% Data.TicketID | uri %];ArticlelID=[% Data.ArticlelD,
—| uri %]', 0, '', 'AsPopup OTRSPopup TicketAction' ],

[ 'UserCustomerID', Translatable ('CustomerID'),
—'customer_id', 0o, 1, 'var', '', 0, undef, undef 1,
# [ 'UserCustomerIDs', Translatable ('CustomerIDs'),
— 'customer_ids', 1, 0, 'var', '', 0, undef, undef ],

[ 'UserPhone', Translatable ('Phone'), 'phone
', 1, 0, 'var', '', 0, undef, undef ],

[ 'UserFax', Translatable('Fax'), 'fax', 4
o 1, 0, 'var', '', 0, undef, undef 1],

[ 'UserMobile', Translatable ('Mobile'), 'mobile
', 1, 0, 'var', '', 0, undef, undef ],

[ 'UserStreet', Translatable ('Street'), 'street
', 1, 0, 'var', '', 0, undef, undef ],

[ 'Userzip', Translatable('zip'), 'zip', U
. 1, 0, 'var', '', 0, undef, undef ],

[ 'UserCity', Translatable ('City'), 'city!',
. 1, 0, 'var', '', 0, undef, undef ],

[ 'UserCountry', Translatable ('Country'),
- 'country', 1, 0, 'var', '', 0, undef, undef 1],

[ 'UserComment', Translatable ('Comment '),
— 'comments', 1, 0, 'var', '', 0, undef, undef ],

[ 'ValidID', Translatable('Valid'), 'valid__
—id!', 0o, 1, '"int', '', 0, undef, undef 17,

# Dynamic field example
# [ 'DynamicField Name_X', undef, 'Name_X', 0, 0, 'dynamic_ field', .
—undef, 0, undef, undef ],
1,

(FIUaREE)
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# default selections
Selections => {

# UserTitle => |

# 'Mr.' => Translatable('Mr.'),

# 'Mrs.' => Translatable('Mrs.'),
#

Fs
b
bi

MR E g LR HPE, EREEETH customer_user RS INHI I o
BN, A G SN — AN B
1. % customer_user HHRIN—N#H ¥ room »

MySQL 5% MariaDB:

root> mysgl -u root -p —-e 'ALTER TABLE otrs.customer_user ADD roomg
—~VARCHAR (250) "'

PostgreSQL (M /opt/otrs H3K):

otrs> psgl -c 'ALTER TABLE customer_user ADD COLUMN room varchar (250)"'

&N

2. ¥ $self->{CustomerUser} 4 Kernel/Config/Defaults.pm Eifi|#] Kernel/Config.pm

o

3. KB IS IN 2 Map AT .

=

=X

[ 'UserRoom', 'Room', 'room', 0, 1, 'var', '', 0, undef, undef ],

WA R EAT, AT CLERU B ol HTTP 68 B AR5 ( I B Wi ) B N undef
XM target="" M class="" JEYEAINE] HTTP 830 % o W R EE HTTP &8, WA
WEEATC FEARBIR A ),

TEMR: R BURZAT IS S 1 H K

Z L

Names can be translated into other languages with custom language files. For more information, see
the Custom Language File chapter.

Customer User Back End - LDAP

If you have an LDAP directory with all your customer user data, you can use the LDAP module to authenticate
your customer users. Because this module has only read-access to the LDAP back end, it is not possible to
edit the customer user data via the administrator interface.

# This is an example configuration for an LDAP auth. backend.
# (take care that Net::LDAP is installed!)
# SSelf->{'Customer::AuthModule'} = 'Kernel::System::CustomerAuth: :LDAP';

(M ITgREE)

4.6. =) 133




OTRS Administration Manual, % 1ji 7.0
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# SSelf->{'Customer::AuthModule: :LDAP: :Host'} = 'ldap.example.com';
# SSelf->{'Customer: :AuthModule: :LDAP: :BaseDN'} = 'dc=example, dc=com';
# SSelf->{'Customer: :AuthModule: :LDAP::UID'} = 'uid';
# Check if the user is allowed to auth in a posixGroup
# (e. g. user needs to be in a group Xyz to use otrs)
# SSelf->{'Customer: :AuthModule: :LDAP: :GroupDN'} = 'cn=otrsallow,
—ou=posixGroups, dc=example, dc=com';
# SSelf->{'Customer::AuthModule: :LDAP: :AccessAttr'} = 'memberUid';
# for ldap posixGroups objectclass (just uid)
# SSelf->{'Customer: :AuthModule: :LDAP: :UserAttr'} = 'UID';
# for non ldap posixGroups objectclass (full user dn)
# SSelf->{'Customer: :AuthModule: :LDAP: :UserAttr'} = 'DN';
# The following is valid but would only be necessary if the
# anonymous user do NOT have permission to read from the LDAP tree
# SSelf->{'Customer: :AuthModule: :LDAP: :SearchUserDN'} = '';
# SSelf->{'Customer: :AuthModule: :LDAP: :SearchUserPw'} = '';
# in case you want to add always one filter to each ldap query, use
# this option. e. g. AlwaysFilter => ' (mail=*)' or AlwaysFilter =>
— ' (objectclass=user) '
# SSelf->{'Customer: :AuthModule: :LDAP: :AlwaysFilter'} = "'';
# in case you want to add a suffix to each customer login name, then
# you can use this option. e. g. user just want to use user but
# in your ldap directory exists user@domain.
# SSelf->{'Customer: :AuthModule: :LDAP: :UserSuffix'} = '@domain.com';
# Net::LDAP new params (if needed - for more info see perldoc Net::LDAP)
# SSelf->{'Customer: :AuthModule: :LDAP: :Params'} = {
# port => 389,
# timeout => 120,
# async => 0,
# version => 3,
# b
# Die if backend can't work, e. g. can't connect to server.
# SSelf->{'Customer: :AuthModule: :LDAP::Die'} = 1;
The example below shows the configuration of a LDAP customer user back end.
# CustomerUser
# (customer user ldap backend and settings)
S5Self—->{CustomerUser} = {
Name => 'LDAP Backend',
Module => 'Kernel::System::CustomerUser::LDAP',
Params => {
# ldap host
Host => 'bay.csuhayward.edu',
# ldap base dn
BaseDN => 'ou=seas, o=csuh',
(FOUaRER)
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# search scope (one|sub)

SSCOPE => 'sub',

# The following is valid but would only be necessary if the

# anonymous user does NOT have permission to read from the LDAP,,

—tree

UserDN => '',

UserPw => '',

# in case you want to add always one filter to each ldap query, use

# this option. e. g. AlwaysFilter => '(mail=%*)' or AlwaysFilter =>
— '(objectclass=user) '’

AlwaysFilter => '',

# if the charset of your ldap server is iso-8859-1, use this:

# # SourceCharset => 'iso—-8859-1",
# die if backend can't work, e. g. can't connect to server
Die => O,

# Net::LDAP new params (if needed - for more info see perldocy

—Net : : LDAP)
Params => {

port => 389,
timeout => 120,
async => 0,

version => 3,
}I
}!
# customer unique id
CustomerKey => 'uid',
# customer #
CustomerID => 'mail',
CustomerUserListFields => ['cn', 'mail'],
CustomerUserSearchFields => ['uid', 'cn', 'mail'],
CustomerUserSearchPrefix => '"',
CustomerUserSearchSuffix => '*',
CustomerUserSearchListLimit => 250,
CustomerUserPostMasterSearchFields => ['mail'],
CustomerUserNameFields => ['givenname', 'sn'],
# Configures the character for joining customer user name parts. Joing
—~single space 1if it 1is not defined.
CustomerUserNameFieldsJoin => '',
# show customer user and customer tickets in the external interface
CustomerUserExcludePrimaryCustomerID => O,
# add a ldap filter for valid users (expert setting)
# # CustomerUserValidFilter => '(!(description=gesperrt)) ',

# admin can't change customer preferences
AdminSetPreferences => 0,

# cache time to live in sec. — cache any ldap queries
# CacheTTL => 0,
Map => [

# note: Login, Email and CustomerID needed!
# var, frontend, storage, shown (l=always,Z2=1ite), required, .
—storage-type, http-link, readonly, http-link-target, link class(es)

[ 'UserTitle', Translatable('Title or salutation'), 'title',
. 1, 0, 'wvar', '', 1, undef, undef ],
(FIUaREE)
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[ 'UserFirstname', Translatable('Firstname'),
—'givenname', 1, 1, 'var', '', 1, undef, undef ],

[ 'UserLastname', Translatable ('Lastname'), 'sn', u
. 1, 1, 'var', '', 1, undef, undef 7,

[ 'UserLogin', Translatable ('Username'), 'uid', o
. 1, 1, 'var', '', 1, undef, undef ],

[ 'UserEmail', Translatable ('Email'), 'mail', o
. 1, 1, 'var', '', 1, undef, undef 7,

[ 'UserCustomerID', Translatable ('CustomerID'), 'mail', o
. o, 1, 'var', '', 1, undef, undef 17,

# [ 'UserCustomerIDs', Translatable('CustomerIDs'),
— 'second_customer_ids', 1, 0, 'var', '', 1, undef, undef ],

[ 'UserPhone', Translatable ('Phone'),
—'telephonenumber', 1, 0, 'var', '', 1, undef, undef 7,

[ 'UserAddress', Translatable ('Address'),
— 'postaladdress', 1, 0, 'wvar', '', 1, undef, undef ],

[ 'UserComment', Translatable ('Comment'),
- 'description', 1, 0, 'var', '', 1, undef, undef ],

# this is needed, 1if "SMIME::FetchFromCustomer" is active

# [ 'UserSMIMECertificate', 'SMIMECertificate', 'userSMIMECertificate
', 0, 1, 'var', '', 1, undef, undef ],

# Dynamic field example

# [ 'DynamicField Name_X', undef, 'Name_X', 0, 0, 'dynamic_field', .
—undef, 0, undef, undef ],

1y
bi

FEWIEFINCE LDAP J5 i

1. ¥ $Self->{CustomerUser} 4 M Kernel/Config/Defaults.pm E#|F| Kernel/Config.pm

S
2. MATHITT SRMMBRERE C # FFF D

W RAE LDAP H b Ae 3 Hodh % o HI 7 JE k> G B s 448K AL S A eae Ty e s SonT LS oA

OTRS ' .
A7 L LDAP H S oAb ) P JE -

1. F X EM 2 HP i Kernel/Config.pm ) Map $4 .

[ 'UserMobilePhone',
—undef, undef ],

'Mobile Phone', 'mobilephone', 1, O,

M SR AT S SR A K

Z:

Names can be translated into other languages with custom language files. For more information, see
the Custom Language File chapter.
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Customer User Back End - HTTPBasicAuth

If you want to implement a single sign on solution for all your customer users, you can use HTTPBasic
authentication (for all your systems) and use the HTTPBasicAuth module with OTRS. No login is needed
with OTRS any more.

# This is an example configuration for an apache (SENV{REMOTE_USER})
# auth. backend. Use it if you want to have a singe login through
# apache http-basic-auth

# S$Self->{'Customer: :AuthModule'} =

— 'Kernel::System: :CustomerAuth: :HTTPBasicAuth';

# In case there is a leading domain in the REMOTE_USER, you can
# replace it by the next config option.

# SSelf->{'Customer::AuthModule: :HTTPBasicAuth::Replace'} = 'example_
—domain\\';
# Note:

# In case you need to replace some part of the REMOTE_USER, you can
# use the following RegExp ($1 will be new login).

# $Self->{'Customer::AuthModule: :HTTPBasicAuth: :ReplaceRegExp'} = '~(.+?)@.
25

# Defines a header name, that has to be present for customers to authenticate.
# SSelf->{'Customer::AuthModule: :HTTPBasicAuth: :RequiredLoginHeader'} =

— 'RequiredHeader’';

# Defines a header value, that has to be present in the required header fory
—customers to authenticate.

# SSelf->{'Customer: :AuthModule: :HTTPBasicAuth: :RequiredLoginHeaderValue'},
—= 'RequiredHeaderValue';

# Defines a header value regular expression, that has to be present in the,
—required header for customers to authenticate.

# SSelf—>{

— '"Customer: :AuthModule: :HTTPBasicAuth: :RequiredLoginHeaderValueRegExp'} = '"
—RequiredHeaderRegExp$S';

# If you use this module, you should use as fallback the following

# config settings if user isn't login through apache (SENV{REMOTE_USER})

# S$Self->{CustomerPanelLoginURL} = 'http://host.example.com/not—-authorised-
—~for-otrs.html';
# SSelf->{CustomerPanellLogoutURL} = 'http://host.example.com/thanks-for—

—using-otrs.html';

Customer User Back End - Radius

The settings shown in example below can be used to authenticate your customer users against a Radius
server.

# This is example configuration to auth. agents against a radius server
# SSelf->{'Customer: :AuthModule'} = 'Kernel::System::Auth::Radius';

# SSelf->{'Customer: :AuthModule: :Radius::Host'} = 'radiushost';

# SSelf->{'Customer::AuthModule: :Radius: :Password'} = 'radiussecret';
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4.6.4 A% )

WA HZ AR H PG, WNAE BTV B customerUser MLE S48, W CustomerUserl fll

CustomerUser?2 .

DA BCE s B s T (RIS P i 122 R LDAP 2 i Ji i (1 9

# Data source 1: customer user database back end and settings.
SSelf->{CustomerUserl} = {
Name => 'Database Backend',
Module => 'Kernel::System::CustomerUser::DB',
Params => {
DSN => 'DBI:odbc:yourdsn',
DSN => 'DBI:mysqgl:database=customerdb;host=customerdbhost’,
User => '"',
Password => '',
Table => 'customer_user',
}!
# Other setting here.
bi

# Data source 2: customer user LDAP back end and settings.
SSelf—->{CustomerUser2} = {
Name => 'LDAP Backend',
Module => 'Kernel::System::CustomerUser: :LDAP',
Params => {
Host => 'bay.csuhayward.edu',
BaseDN => 'ou=seas, o=csuh',
SSCOPE => 'sub',
UserDN => '',
UserPw => "',
AlwaysFilter => '',
Die => 0,
Params => {

port => 389,
timeout => 120,
async => 0,

version => 3,
b
I
# Other setting here.
}i

LA 235 10 SN % 77 i o A% )7 1) D ol LR sl C BB R SRR D pr & 1
FEE

4.6.5 ZE T BUH I T s
ATIN > R % P Sl B A AE TR R Bh a7 B i ARAT L Bl mT DLBIAT R S Kot 1R s R 4 oA
B

L0 AT RSB T TR B E ST B - S TFEIECRIE T2 80 &M TIra
VRS, {E LDAP S A .

A EPAR XA AL I DI RE |
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1. ¥IS A Ticket : :EventModulePost###4100-DynamicFieldFromCustomerUser o

2. BRI E DynamicFieldFromCustomerUser: :Mapping o B B AL ORI AN & P B gk H
AL TR T B IR .

3. WL RG T MRS TR, WA TR .

4. fE¥%'E Ticket: :Frontend: :AgentTicketFreeText###DynamicField FAHBIESFE, IXF:
T AFhicE el .

Tl ARAECUT SR P R B a7 B
* Ticket::Frontend: :AgentTicketPhone###DynamicField
* Ticket::Frontend: :AgentTicketEmail###DynamicField

* Ticket::Frontend: :AgentTicketCustomer###DynamicField

W T e, WeEnRsIte T A st &

4.7 ZJHP &

B, ZE— AN RS ER TR A AR, & P TR Re B0y ) 2 AN 7 LR DLk AT - i RGE
JLMREARR AT EIKN , B — A FEEEMANTTAF A RS ER .

KT E RGO, OTRS #4244 T Ak o BT EER 240, IR 1 P E ey LUy m s e L2 A% T
B

RS AW EANE T H I NNE—AEENE T B IEE, 2O0FEE —ANE S H—A
HPWINBIREG T SR REAMT 5 ANAaAR 27 &8

L] Manage Customer User-Customer Relations
Actions Search Results:
| Q | CUSTOMER USERS (1) CUSTOMERS (1)
cards like are allowed. Wyle Coyote <we@acme.example.com= (acme.co) acme.co Acme Inc.

25: A EA AN IR ORIk

4.7 FEERT F)OREK

MR AZBHUH TR — A% T BRIV R R ) Al o BRI ) )R AT .

HENG L e N T
1. widde Z PP PRI T
2. EFE IS T R
3. wili TRAFEL PRAFIF5E AL

AL LR R s AR
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Change Customer Relations for Customer User Wyle Coyote (we)

CUSTOMER (0) = | ACTIVE
No data found.

Save or Saveand finish or Cancel
26: B0 P AR R OCER

R B PPN .
2. WHEENTEZ % s S P
3. wiili TRAFEL PRAFIF 58 AL

Change Customer User Relations for Customer Acme Inc.

CUSTOMER USER (0) = L AcTvVE
Mo data found.

Save or Saveand finish or Cancel

Kl 27: B ORI

OTRS 7.0.14 2 i [f il At 2R A 9F )5 8% W % /o] T A
“CustomerUserExcludePrimaryCustomerD” 2 % Xk 4 B & — A~ % /P H /. %
ID(primary customerID) nJ fit ik #%, Jp G BROINAF A s [EOFE R Ch X A R,
“CustomerUserExcludePrimaryCustomerID” X} 5% /- H P Ab TR HPIRAS » AT -

N VAL Al (g 7 P AR 73 B A AT RE > BT LIRS BR HERHZ A 7] A /e AR > JF B 2
(K P IS NI A et 25 o IXRRt T DL S8 5 2 7 F P AT B N A W) T AL (HOZ S A
B HEANEE
T AR IRl 7 A w25 7 P BORLR 23 B 1 mT

1. B3 RGN E b4

2. #2 “CustomerDisableCompanyTicketAccess” ¥ & I IT ) » LUFREC & Se e mr e % 7 i
AT H] LA .

3. ¥ $self->{CustomerUser} i} M Kernel/Config/Defaults.pm Eifi|#| Kernel/Config.pm
l:':l o

4. WLBEALE “CustomerUserExcludePrimaryCustomerID” A—AT R C # Jaimm ) JF Hi% & H
HHR “17.

7?‘3

=
o o
¥ =

CustomerUserExcludePrimaryCustomerID => 1,

5. 7¢ *Customer Users Customers* #u] DL & % ) J AT 2 7 T AR & o
6. H:H| RYHEFEAE

7. #% “CustomerDisableCompanyTicketAccess” ¥ B IiJf Il » LME R FLiFES 5 0 hECE & H P
AT 2> w] TR I AURR
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W AR PP EE P IRINEI RS, S REA R R S BES  BRATEDL R AL
S HT 1000 N2 F PRI .

ATELAEPIAS B g b [ I 2 e 2 AN 2 7 P sl 7 o BeAh s A2 SGIDR 5 e v Bl 2 7 HD ) sl o K A R M T T
SR T B G A T DR

Bty ViR AR ORI IR A (KR [P BERE

VEAR: RLAESIAR ST B B NE R B E P IE S T P R EHE .

4.8 XM A

TP AR R SS B S TAE o FLRIBCR TSR] DU AN I 2 NRE > BITAT SRE AR N 1 %5 7
FUEES FFHXE P

OTRS etz /7 oy Feal AR o L5 k55 A G 5 1n) 7 sCAH ) mT B 1% B oM & — MK
Ub, eVFR LT RMGIEAA E R Il sk TR .

Z L
ERE T 4B A THIEANES .

B RER — A A% PR — A s A o AR RE s RTINS —AL
WINBIRG D EHEBRAT H L ARmEAEN R AR .

A Manage Customer User-Group Relations
Actions Search Results:
| Q | CUSTOMER USERS (1) GROUPS
Wyle Coyote <we@acme.example.com= (acme.co) admin
faq
[ Edit Customer User Default Groups faq_admin
faq_approval

1 ige these stats

Customer User Default Groups:

Filter for Groups GROUPS
users
Just start typing to filter...

No changes can be made to these groups

Pl 28: B - AL IR ORI

i SR A D ANE T P R R SR A R BT BE o X T ERINI) OTRS Jiidii» w] LU I AE R 4¢
Bl s AR ELR T LR TE .

TEff: SRR H R IR S5 25 02 N BN G I () R Ge b 8 D g 75 200 B L E SCAT Y Kernel/
Config/Files " ( #lU# N 222_CustomerBackend.pm ). wi% )5 » MG B TA % 7 H P87 B4
4 .
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Motice

& Enable it hare!

29: JA % A ThhE

it EEURHT . SRR AR . KT A S B AT TR

4.8.1 EHEFHP 4k

A B e — AR
1. mie Z PP PRI
2. EFE T I R B IBUR
3. niili PRAFEL PRAF IS8 At

Change Group Relations for Customer User Wyle Coyote (we)

)
=

GROUP Ll ro

admin

faqg

faq_admin

faq_approval

stats

Save or Saveand finish or Cancel

30: B T ORI 2
AR R P L S iy — AN
1. i AP P4 .
2. IEPFELRALER IR IR -
3. siilt PRAFE PRAF IS8 it
A EAEN S T BOAA -
1. Bl ZE R 1 G P IR %

142

Chapter 4. Jil /"

L HRfAE




OTRS Administration Manual, % i 7.0

Change Customer User Relations for Group admin

CUSTOMER USER (1) LJro L) Rw

Wyle Coyote swe@acme.example.com> (acme.cao) J ]

Save or Saveand finish or Cancel

31: BRI L

2. Add or modify groups in setting CustomerGroupAlwaysGroups.
3. WEE BRI RGENE

CustomerGroupAlwaysGroups

users Defines the groups every
customer user will be in (if
CustomerGroupSupport is
enable 1 you don’t want to

¥y customer user for

these groups).

32: CustomerGroupAlwaysGroups RGN E FiHe

XS BB RCE A R .

FEMR: WRCK 2 A2 I SR MBI R G WA R e A S e & ) B A L e g A 1 B A
LR IR AR A R e A .

W LAAE AN B e [l I 2 e 22 AN 20 7 TP BRAL o AN, AESC AR B b i i e 7 L sAUREAR N AT T 948
R B el g AL R

Bty Yl P A AN B SIS A8 IR [P L

4.8.2 %)) AKRIKSH%

K P B I C [RZ MR Dy ol UK 2 AR BB & P S 2 &S « BRAEBL R > LAF
R TT -

roC Hiz ) RHZ BRI B2 05 MIAE .

rw( 5 ) AR 58 A S U5 AR

Z:

Not all available permissions are shown by default. See System::Customer::Permission setting for permis-
sions that can be added. This additional permission can be added:

create( fiJ7 ) Permission to create a ticket.
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VEAR: Gl BCE SIAR U R A, S BB TS A A AE o SR E S A rw S S AE
B B B TR AT P I T AT S AE

4.9 =JHT Mg

IR — A BN P s — A s A RS - B IEIRE . B E R RGN H
FORI—MRSS o BB T R AR Edn B RS

a« Manage Customer User-Services Relations
Actions Search Results:
| Q | CUSTOMER USERS (1) SERVICES
Wyle Coyote <we@acme.example.com= (acme.co) Test service
= Edit default services

Filter for Services

Just start typing to filter...

P 33: P HLA - 55 Z IR Rk

4.9.1 EHE A RS OHL

AN AR OBl LR 55
1w B AR AR .
2. PG % LT RS
3. wiih PRAFE PRATIF S8 it

Allocate Services to Customer User Wyle Coyote (we)

SERVICE L acTive

Test service ||

Save or Saveand finish or Cancel

34 U ORI IR 55

LN — ARG
1. il RSIH I — AR5 -
2. EFE NGRS R
3. niili PRAFEL PRAF IS8 At
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Allocate Customer Users to Service Test service

CUSTOMER (1) L ACTIVE

Wyle Coyote swe@acme.example.com> (acme.cao) [

Save or Saveand finish or Cancel

K 35: k% ) I ORI IR 55

VAR AR A% P SRS IN B AR SE T, AR R SR € 5 T S o s A o
NEL YER A4 R R A RS 2 IR ST .

AT LUAE A B o TR I 2 BE 22 A %50 7 P B SS o Fa s AR SRR 4 b i ol 27 P sl 55 K A1 N b 3T T
Tk ORNEVRVIE (I T T

B Yl A P Bk 55 AN PR R SCIR B KR (el

VEME: ARSI bR BCE R EAE R U E IR S ) BT R AE

4.9.2 FHEIRS

A AAS BRI R 55 > LM BT %7 P #80T LAUG ) EATT o IR ARl G 1 e A0 ) A2 7 L 3 A 55
A LGB IRSS -

1. w22 A A ) G BR A IR 55444 -

2. IEFEPTA T P AT LS PR R 55

3. siilt PRAFEL PRAF IS8 Al

e RAEHIERN RS A 7 R R BRSSP RE S NIRVE o WA P 20 e 1 € BIR S5 > AR,
I 55

4.10 4

B AR AR B RS - BH) OTRS et & —S8BAA AU BERRAAL T I« 4UANAA (gl i 41ps
Perpr o

4.10.1 EH4H

LA AN
1. R ZEMEORE ) S di 424 .
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_ Manage Customer User-Service Relations Allocate Services to Customer User

Actions Allocate Services to Custorner User

4 Goto overview
SERVICE ACTIVE

Backup and Archiving

Filter for Services Communication
Just start typing to filter... Deskiop Management

Desktop Productivity Tools

File / Print

Helpdesk

Identity and Access Management

Internet

IT Operations

Network Access

Remote Access

Standard Desktop

Save or Save and Finish or Cancel

Kl 36: 7Lk 55 2% ) T B

# Group Management
Actions List (3 total)
[+] Add Group NAME COMMENT VALIDITY CHANGED CREATED
admin Group of all administrators. valid 11/16/2018 0B:26 11/16/2018 08:26
stats Group for statistics access. valid 11/16/2018 08:26 11/16/2018 08:26
Filter for Groups . .
Us€ers Group for default access. valid 1V16/2018 08:26 11/16/2018 08:26

Just start typing to fiter...

Hint

Th min group is to get in the admin area
and the stats group to get stats area

t, support
ment, ...).

It's useful for ASP solutions.

37 HE B biH
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2. WELIHTE .
3. sl PRAFfEHL -

Add Group

* MName:
* Validity: | valid

Save or Cancel

Kl 38: s N4l bt s

ity LIENRGTH MR o RAEMERERE A7 RV E T e B o TRk i I ok s e -

A G
1. m PR A .
2. BB
3. wiili RAFEL RAFIF 58 AL
Edit Group
® MName: users
* Validity: | valid

Comment: | Group for default access.

Save or Saveand finish or Cancel

Kl 39: YntEd i 4

VEME WER I ARGERIN T 2 AN SR DE AR A B\ B S A4 AR R AR E AL .

4.10.2 HHE

ARG AL BRI T DME ] DU IR o T LS P BUR I BL
FRR* BEBHI AR o AT DA BOR i AMEAT R 74T GRS PR o SRR R e MR
s

W EaAHARSEWAL IS B IRR « 24 groupt BLLEREFR K group2 I, X T % 2 4k 43 i 51
group? W FTABRAEAH R o XA OTRS /A ID kRN KR, MAZLLIK
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AR BEE LB IAT R o W R BUs BN AT AR BRI RIATAAE OTRS i ] « H5ut3 Beist
By To R I AR AR L BRI A

T A ERA S W R AR s (R R A e AT Ie R R Hrisas b B AR R 4 P
PR A2

VERE VR IIUE (8 . b TN UK I B A S T R R PR
Ul R A

4.10.3 ERil4

R IRSS N DL N 2 /D J T AN 1 o AR edkerh, 47— 28 3iE LA mT A
admin AVFHAT R E FAES .

stats % Vs i OTRS HIGTHELEIFAE gt k% -

users k55 N DIVAZJE T XA HA B GHIR » IXFEARATTA REVS 0] T RGP A DIE .

4.11 Mt

A0 HI R e 5 T ) RGeS A€ o BRIAIE IR > B0 OTRS e AN SARAT f (4 o A (OB BB REAL T P
A AL f it

L] Role Management

Actions List (1 total)

[+] Add Role NAME COMMENT MALIDITY CHANGED CREATED
Supervisor A role for quality insu... valid 10/24/2018 09:45 10/24/2018 09:45

Filter for Roles

Just start typing to filter...

Hint

Create a role and put groups in it. Then add

the role to the users

40: ff {05 BT 4

4.11.1 EHM0

AN
1. Rl ZEMELRE R SN e
2. HEBIHTB
3. sl PRAFFEHL -
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Add Role

* NMame:
# Validity: | valid

Save or Cancel

41 AN b A

B EEARGTMERAE o AR AR IR A TR N e ROk I R EATT .

A B — M A
1. fiamEsRp ) —A A .
2. BSTE .
3. sl RAFEL CRAFIF I8 AR .
Edit Role
% MName: Supervisor
= Validity: | valid

Comment: | A role for guality insurance.

Save or Save and finish or Cancel

42: Yl A0 b

Ef WRRG RN T 20, A ZEIRM AR, i s dsie & sk e e .

4.11.2 O E

ARG AL BEUIS T LME T DU IR o AT A S T BUR U BL

FRR* BEBEEI AR o AT DR BT BRI AMET R A 74T SRS P RS o SRR s R
T

AL BEEIEBEUEIAT RN - R T BOR EON A% WA BRI RTATAAE OTRS AR ] o by Brist
B JCRE I TR AR L SRR KA

FERE IR BHEAS I AR o O T M, U SOR I BORTE i A S BRI B IE . DDA TR
W Bos LR
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412 Mt A

LB AR ORI ARE A - B IR, HER DA ORI

R o EELDREALT AP AR A A .

# Manage Role-Group Relations
Actions Overview
[ +] Add Role ROLES
Supervisor
[+] Add Group

Filter for Roles

Just start typing to filtter.

Filter for Groups

Just start typing to filtter....

] 43: & B -4 IR

4121 FHME HKR

AR LA S s — M
1. mii st .
2. TEFEELR A (ORI A BUR .
3. siili PRAFEL PRAF IS Al

Change Group Relations for Role Supervisor

CREATE NOTE

en
(=]

GROUP MOWVE_INTO

admin

stats

USErs

Save or Saveand finish  or Cancel

Kl 44 B ORI A

AR B RN
1. mdi AP P — A4 .
2. WP AER B O IIBR -
3. siiht PRAFE PRAF IS it

OWNER

GROUPS
admin
stats

users

FRIORITY

CHAT_OBSERVER

VEME WERB RGN T 2 MO A AL US4 AR BIURT A R DRSS A A e i il .

AT LAAE AN B () I 23 L 22 AN A E B o Sa b AR SRIBBE S v A (0 B R A N AT T 2 4 A0 0 5

o G2 bR
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Change Role Relations for Group users

ROLE RO MOVE_INTO CREATE NOTE OWNER PRIORITY CHAT

Supervisor

Save or Saveand finish or Cancel

K 45: & S ORIk F 0

Bty Vi s PR ARSI e (1R P R

4.12.2 fth HKESH

K O A C [ MR DI W LUK 2 MR BCE ) (0 B AL TR R o BRIAIE LT > LU AU AT
H:

ro( Hi% ) Read-only access to tickets in this group/queue.

%) Permission to move tickets in this group/queue and move existing tickets into this group/queue.
create( & ) Permission to create tickets in this group/queue.

note( #%J¥ ) Permission to add notes to tickets and inform agents in this group/queue.

owner( J)ifi# ) Permission to set the owner of new tickets or change the owner of existing tickets in this
group/queue.

4 2% Permission to change the ticket priority in this group/queue.
IR M EZ S A BRI IR P AEgs i BE NI R385 > ] LOW SR 5L i i iR
WMRZ 5% WA EBEEEM A, Ja] DA isiE gk NIREE 52 500K .

IR P FAT BRI W ] ok BEME R 52 2 7 /A 3CH P IO 3K JFAEINR ih AT #4568 A1 S
SRR S (B

rw( 25 ) XHFA/BA R ) TR EAE AR B AR .
Z L

Not all available permissions are shown by default. See System::Permission setting for permissions that can
be added. These additional permissions can be added:

JE[A] Permission to redirect an email.

close Permission to close a ticket.

#'H Permission to compose an answer for a ticket.
% ' Permission to change the customer of a ticket.
¥ % Permission to forward an article.

2 Permission to set a ticket to pending.

Fi1iF Permission to add a phone call to a ticket.

155 N Permission to set the responsible agent of new tickets or change the responsible agent of existing
tickets in this group/queue.

412. . 4 151
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VEAR: Gl BCE SIAR U R A, S BB TS A A AE o SR E S A rw S S AE
B B B TR AT P I T AT S AE
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CHAPTER D

R A 31k

AT AR B T AN P B RS IR R 5 LA AT DUt 285G P T X el ek o
FEN A I 55 N 53 INEE R ATARE I (AT 55 OB RSO oK SR VAT G T 5 BRI B)
TR PR 35 MRS N S T QU 2G> i PR TS AEAT A IR R SO TARAL

OTRS Lk T ¥F LT . 1] « 413 SORI5E SRR B0 LAT 407 . OTRS AL b T 8
MM B T AR SRR IR A TR RS SR 2 RIS A B AL 1 LI G it
%

5.1 vj ) #xl%1% (ACL)

A8 AT RESS A — T NINRRIOAESS « A VF 23 I0UH] T Ab B e G A TR, RV AE T8 2 HipIR S sl
TR SS N G AT ZE A o BN B2 A0S RIS B A, AT S A - BEh AT B
2R AN AS B 2 FEAR A B R T RERE

OTRS iUy il il 1134 ¢ ACL D R FRBIR 55 A BAIRIE ™ ™ (0 Tk 1, AR VRA ] T b AT 1R A HLAT R
SIS o OTRS 8 Bl 63 ] DALE BB S it B AA 2L e ACL, BABIS 1E A8 W AL 58 SR 2 HiT R M A, B ik AE
A INE G B2 ik TR sh 211, 245 .

8 B R B R G VT I 1B R o BROATS UL > Bl OTRS A 3 Uy | #5HI51 5K o Uy il #5571
R PLSE AT TR B SR Vi #1512 C ACL DB nl 1] .

5.1.1 LYy i Pl 21k

VEMR: QU LE T RIS TS A e AT AL T 42 A M N P R s i BRI AT

ety B K UserlD 1 )4 2% ACL PR «
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_ ACL Management
Actions ACLs
[+] Create New ACL Please note: This table represents the execution order of the ACLs. If you need to change the order in which ACLs are executed,
please change the names of the affected ACLs.
+ DeployACLs
ACL NAME COMMEMNT VALIDITY
E3 Export ACLs

EXPORT COPY
No data found.

Filter for ACLs

Just start typing to filter...

K 1: ACL &3 i %%

A NH ACL :
1. i ZE AR Gl ACL 241 .
2. B LIATEL
3. wiili fRAFFEHL .
4. TR o bl d e B Yt ACL B kg ACL &1

Create Mew ACL

* Name:

]
* Validity: ~ invalid

Save or Cancel

K 2: g ACL hi#+
A 294> ACL:
1. midi ACL I i)—/~ ACL, B &M e ACL bt 4% H5E 0] B AL .
2. BB ACL 45t .
3. wiili RAFEL RAFIF 58 AL
4. HEITHT ACL .
A MIER—> ACL :
1. xiifi ACL #IZHi)—4 ACL .
2. Ff A RN O TR I TERK -
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w Edit ACL Information

* Name: 00 Remove Note
nment: | This ACL removes the note menuitem.

The agents have to write emails,
not internal notes.

* Validity:  invalid

* Edit ACL Structure
Match settings
¥ [3 Properties
* [ Queue
B Rraw:

Exactmatch w

Change settings
* [ Possible
* [& Ticket
Ticket

Possible

Save ACL

Save or Saveand finish or Cancel

Kl 3: ke ACL 454 b 4t
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3. mirh PRAAIREL o AE2CIAS o I — AN BT I8 IBR JC 24 ACL 241 -
4. gl MIERICE ) ACL #%4
5. sl A b iy R
6. fE T ACL .
5 ACL UL Perl # X5 N zzzacl.pm XM o FEANEEWIELL T BEMIER T ACL B0k ARkt
RIS Ky ok WG R, Brfs ACL A {ESL A7 SO o« ANEGICAEIE UG 358 Frf ACL !
FEE T ACL
1. R A MAAE ) 528 ACL #5641 -

8 ACL

M 0 TS8R GEAT > A B I s B SO ¥ ACL o K A MBI e B A A3 U 37s NA% B 5 Wk
A EFHPT ACL:
1. R ZE MR i ACL 424

1.

2. fEHHENL RS — ML E MRTF Export_ACL.yml X o
FHES N ACL:
s 2L - e

2. WFE AT L yml SCfF .

3. R S I ) ACL, sl B BLA ) ACL 0?7 SIIEAE .
4. piili SN ACL BCE LM .
5.

sl 3 ACL 2 i# 3 A ACL .

the system performance.

VEMR: WARARGEEIN T 2 A ACL, i i i DEAR A 1 B\ By ) 44 ok Bk € ACL

.
et

5 The maximum number of 80 valid ACLs should not be exceeded. Exceeding this limit may affect

R

W T SO R PR A AR I S B B UG I RIS TSR RAE AR N R o 2t
B ARG IE RS + Ui 4RSI 512 C ACL D FIREE C FFHIRERAE Do B BEE SO 44 R s A2 A7

5.1.2 Possible Data Loss

P25
i

If a drop-down field has a value that is forbidden by ACL, the stored value in a ticket will be
changed or removed after the form is submitted. This can cause possible data loss!
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Here is an example to explain the possible problems:

A drop-down dynamic field is created with four possible values: BRONZE, SILVER, GOLD and VIP. Empty
value also allowed. The agent can select BRONZE, SILVER and GOLD only. The VIP value can be set only
by the generic agent. This is restricted by an ACL. The dynamic field is added to some ticket screens. In
a screen the field is set as mandatory but in another screen the field is not mandatory and empty value is
allowed.

1. The agent creates a new ticket. The agent can select only the allowed values, the VIP value is not
displayed. SILVER is selected and the ticket is created.

2. The generic agent changes the value to VIP.

3. The agent opens a ticket action where the field is added as mandatory. Since the field is mandatory the
agent has to select an other value instead of VIP which is not visible to the agent due to an ACL rule.
The form is submitted and the dynamic field value is changed. This can be an unintended change.

4. The generic agent changes the value to VIP again.

5. The agent opens a ticket action where the field is added as optional. The field shows an empty value
because the current VIP value is not visible to the agent. Since the field is not mandatory the agent
does not change the value and leaves it empty. The form is submitted and the dynamic field value is
changed to empty value. This can be a possible data loss.

Be careful of unintended data change! The same situation can happen with dynamic fields, priorities,
queues, states, types and any other drop-down fields that are forbidden by ACLs.

5.1.3 ACL & &

AN el AL DU T DME T DU IR o AT A S T BUZ BT BL

ARR* SRR AR o AT LR B A AR 74T WA RS TR o SRR s fERE N
e

VERE IR BEAS I TR R o T IR LR T B S i A e B R T R B IE . DA TR
(ERERTAZI R N L

FlE SRR HA] DR AR B I SOA .
VLfcE {51k ACL 4% 7RI -EAT VP AL o i B AR IR 8200 ACL PHli .

ARNE > BCEIE BRI AR o WRIE T BORED ARG WA BEE BT AT AE OTRS HAEH] « Kt 7 Bris
BN JCARE W SRR 25 BB RIS A

5.1.4 4t ACL £ f

The ACL definition can be split into two big parts, Match settings and Change settings.

Match Settings

In the match settings the ACLs contain attributes that has to be met in order to use the ACL. If an ACL
contains more than one attribute then all attributes have to be met. If the attributes defined in the ACL do
not match with the attributes that are sent, then the ACL does not take any affect, but any other match ACL
will.

Properties( J&VE ) AFN S W ZhAESMILHEIN o B0 : 7 A TG BEA s A R BCE T

FLAE R B AE ST A o R — 4% ACL LS T — A T, A UL E ) AL FE R ACL
B WARIF AT RERAD IV E T m v, HR B T 00— M, ACL AN ™ AR5 .
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PropertiesDatabase( ZEFIRFEH BN ) K2 FRMLLT Properties( EM )y HASE SRR
PR A TR, X R T SOREEAS F B M EA 2 7 AT R o AT AN 1 R
C RA M AR AR e R B T Do

Change Settings

The change settings contain the rules to reduce the possible options for a ticket.
Possible( FIHEMS ) AT 1K Sy b i) B0 T B WA AEAHR 73 h BEE K TR .

PossibleAdd( H[HNf) ) A H T Inge Hofls ACL i/ Dbk e 5 « A5 B Possible
( TREM) DBk PossibleNot ( AATREM) D0  HAth ACL —&A#H

PossibleNot ( ANA[REN ) AFH T AL Eds - MBrEr etz - ©rl DU A, dnr DS HAh B
i Possible( AJfiEfH) DBE PossibleNot ( ANAJHER) )B4 ACL —EfHH .

AT

N TAE ACL ITT R E AR o) HA 9K, BRSO IEAT Ll st By o IXAMBAT R T

[Not] BLAEMETFH Tl #lln (Not] 2 low o HFAREHI HIX LI EAHIFI : 1 very low . 3 normal
4 high . 5 very high .

[RegExp] ‘& T3 XILEZ/MERIENZRIALL , FlUl [RegExp] low o EXFEM T » FHFALLHN S 1
very low . 2 low [ .

[regexp] ‘B4 “[RegExp]“ dEH AL, HAX KNG .

[NotRegExp] /& IENFKIARK , HlUl [NotRegExp] low . HITALSEL N5 3 normal . 4 high « 5 very high
A

[Notregexp] ‘B'5 [NotRegExp] JEHAHEL, HAX KNG

5.1.5 ACL iufsl
MRS Gk T A% 5 2 A5

XA R T T SE VRS S SE 42 5 very high 1) T RIS A

B, ERER NET . £XH, U 100-Example-ACL . 571 » ACL B EHAT R A T8 7 HE
WA R AZAF A X S 44 B o S BRI AR - B Tk .

T A —A JBIERY » ERARI TR RS o AL TE R BT 2 P10 B ] T 0 DA 2 2 15 0 20
I H] ACL o 7EFRATII A s Wi T8 T-BAF Raw I HARSE44h 5 very high, WIKGULES o X832 271
B R C Bl WeRGESEBAS ) Raw JF BALSEZh 3 normal Ity ACL 5 ANULHES » (H 2R Ja ik #40
e RPN RISk 5 very high, K5 BAFILEC ).

)i » PossibleC WIHEM ) HEo3E SCT R FERIVEN o FEASGI . TS AR I BA S K BEIL#F Alert
BAS

M ANESICR ARk E N AROFEE B e ACL .
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Create New ACL

% Name: |100-Example-ACL
Move Ticket to Queue Based on Priority
This example shows you how to
allow movement into a queue of
only those tickets with ticket
priority "5 wery high".
# Validity: = invalid
Save | or Cancel
Kl 4: 100-Example-ACL - JEA &
w Edit ACL Structure
Match settings
¥ [ Properties
* [ Ticket
B Queue
Raw Exactmatch v
& Priority:
Svery high Exact match v

Change settings

5: 100-Example-ACL - VL 3

5.1. Vi 4EHl%1#% (ACL)
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w Edit ACL Structure
Match settings

¥ =& Properties

v [ Ticket
=2 Queus
Raw Exact match v
B Priority:
Svery high Exact match v

Change settings
¥ [ Possible
* = Ticket
E Queue

Alert Exact match b

6: 100-Example-ACL - i i3 &
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AR A7t A 2 128 P (K DL 5B 0k TR A2 3 21 BA 3

ATRB 5 S — AR IARFE AL, AR A, G Raw BAAIh HARSE N 5 very high (T8, P&
A AERC PP P N A S VUIE o A8 Bl S BB T2 i s RS ACL AN I8 AE R AP K BEE

w Edit ACL Structure
Match settings

* & PropertiesDatabase

* [ Ticket
B Queus
Raw Exact match v
B Priority:
5very high Exact match hd

Change settings
* [ Possible
* [ Ticket

B Queue
Alert

¥ 7: 101-Example-ACL

FEBAF AR O P T B R B s ok P e

AT B7s g 2R A2 Raw R K5G8, JFBHMOG LA o AT AR 9E BAT 2 A TR A T 7 B C AR
A& DMEIERE o M n] DURBIBENE X € TR AT a1 o AEATRBIF , Tk T .

AT s T ] s SO e I B CRES Eh o PR IER Do SBOERT AR 215 A2 SCT L DL s PR DL
FCAEAT T o, RIS A28 AT ACL o Ui R A SRER N BROBCRE LS 8, JF HAAERP BRI OL TR EA1C fldn, ik
M g5 N AL T—ANEE s ) BT REARAT ] -
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w Edit ACL Structure
Match settings
¥ [ Properties
* [ Ticket
BH Queus

Raw Exact maktch b

Change settings
¥ & Possible
* [ Ticket
B State

new open pending reminder

Exact maktch v

* [ PossibleNot

* [ Action

AgentTicketClose Exact match v

[¥] 8: 102-Example-ACL

 Edit ACL Structure

Match settings

| 9: 103-Example-ACL

Chapter 5. JifEF [ 301k



OTRS Administration Manual, % i 7.0

LOENNIE S Sy

AR Sk T AR AR A T 02 i QIR S T A Al g T IR I » 1tk ACL A S s qE L HW JT Sk KB A1 b 81t )
TH ) Hardware JIz%
w Edit ACL Structure
Match settings
* B Properties
¥ B Ticket
B Queue:

[RegExp]*HW Regular expressv

Change settings
* B Possible
v B Ticket
B Service:

[regexp]Hardware Regular express»

¥l 10: 104-Example-ACL

I R

It ACL 1% /7 ID TheCustomerlD BEHI 4N EE N G S v e P14 o

5.1.6 ACL &%

AIAE ACL W T« SERMEAEAR KR RE IR T OTRS 2k o i, ) LUl 2y ek y i vl
BEFRIME, JF He T ELIGRT-7E Config . pm FHBCE IR I WU o Rk, JoiEie it & P BeE I se 10
ACL &% .

A ICHAE ACL F G B PE « BEAIME , WS LT YAML #30H) ACL 749 .

— ChangeBy: root@localhost
ChangeTime: 2019-01-07 10:42:59

(M ITgREE)

5.1. Uil iil%1% (ACL) 163




OTRS Administration Manual, % i 7.0

w Edit ACL Structure
Match settings
¥ [ Properties
* [ CustomerUser
B UserCustomer|D:

TheCustomerlD Exact match v

Change settings
¥ & PossibleNot

* [ Process

P14 Exact match b

11: 105-Example-ACL
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(£ k1)

Comment: ACL Reference.
ConfigMatch:
Properties:

# Match properties (current values from the form).

CustomerUser:
UserLogin:
- some login
UserCustomerID:
— some customer ID
Group_rw:
— some group
DynamicField:

# Names must be in DynamicField <field name> format.

Values for dynamic fields must always be the untranslated internal

data keys specified in the dynamic field definition and not the

Using the key is also mandatory for dynamic field of type database

#
#
# data values shown to the user.
#
#

and dynamic field of type web service.
DynamicField Fieldl:
- some value
DynamicField OtherField:
- some value
DynamicField TicketFreeText2:
- some value
# more dynamic fields
Frontend:
Action:
— AgentTicketPhone
- AgentTicketEmail
Endpoint:
- ExternalFrontend: :PersonalPreferences
- ExternalFrontend: :ProcessTicketCreate
- ExternalFrontend: :ProcessTicketNextStep
- ExternalFrontend::TicketCreate
- ExternalFrontend::TicketDetailView
Owner:
UserLogin:
- some login
Group_rw:
- some group
Role:
- admin
# more owner attributes
Priority:
ID:
- some ID
Name:
- some name
# more priority attributes

Process:
(329
5.1. Ui bl (ACL) 165
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(£ k1)

ProcessEntityID:
# the process that the current ticket is part of
— Process—-9c378d7cc59f0fcedcee’/bb9995ee3eb
ActivityEntityID:
# the current activity of the ticket
— Activity-f8b2fdebebdeeb7bl47a5f8eldabe35¢c
ActivityDialogEntityID:
# the current activity dialog that the agent/customer is using
— ActivityDialog-aff0ae05fe6803£38de8fff6cf33b7ce
Queue:
Name:
- Raw
QueuelD:
- some ID
GroupID:
— some ID
Email:
- some email
RealName:
— OTRS System
# more queue attributes
Responsible:
UserLogin:
- some login
Group_rw:
— some group
Role:
- admin
# more responsible attributes
Service:
ServicelD:
— some ID
Name:
- some name
ParentID:
— some ID
# more service attributes
SLA:
SLAID:
- some ID
Name:
— some name
Calendar:
- some calendar
# more SLA attributes
State:
ID:
— some ID
Name:
— some name
TypeName :
— some state type name

(M ITgREE)
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(£ 130)

TypelD:
— some state type ID
# more state attributes
Ticket:
Queue:
- Raw
State:
- new
- open
Priority:
— some priority
Lock:
- lock
CustomerID:
- some ID
CustomerUserID:
— some ID
Owner:
- some owner
DynamicField Fieldl:
- some value
DynamicField MyField:
- some value
# more ticket attributes
Type:
ID:
- some ID
Name:
— some name
# more type attributes
User:
UserLogin:
— some_login
Group_rw:
- some group
Role:
— admin
PropertiesDatabase:
# Match properties (existing values from the database).
# Please note that Frontend is not in the database, but in the,
—framework.

# See section "Properties'", the same configuration can be used here.

ConfigChange:
Possible:
# Reset possible options (white 1ist).
Action:
# Possible action options (white 1list).
— AgentTicketBounce
AgentTicketPhone # only used to show/hide the Split action
— AgentLinkObject # only used to show/hide the Link action

ActivityDialog:

(R T2kEE)

5.1. Vi 4EHl%1#% (ACL)
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(£ k1)

—use

# Limit the number of possible activity dialogs the agent/customer can,
in a process ticket.
— ActivityDialog-aff0ae05fe6803£38de8fff6cf33b7ce

— ActivityDialog—-429d61180a593414789a8087cc4b3c6f

Endpoint:
Limit the functions on external interface.

ExternalFrontend: :PersonalPreferences
ExternalFrontend: :ProcessTicketCreate
ExternalFrontend: :ProcessTicketNextStep
ExternalFrontend: :TicketCreate
ExternalFrontend: :TicketDetailView

Process:
Limit the number of possible processes that can be started.
Process—-9c378d7cc59f0fcedcee’bb9995ee3eb
Process-12345678901234567890123456789012

#

Ticket:
# Possible ticket options (white 1list).

DynamicField Fieldl:

- some value
DynamicField MyField:

- some value

# more dynamic fields
NewOwner:

# For ticket action screens,
- some owner

OldOwner:

# For ticket action screens,
— some owner

Owner:

# For ticket create screens,
- some owner

Priority:

- 5 very high

Queue:

- Raw

— some other queue
Service:

- some service
ServicelID:

- some service ID

SLA:

— some SLA

SLAID:

- some SLA ID

State:

- some state

StatelID:

— some state ID

# more ticket attributes

where the Owner is already set.

where the Owner 1s already set.

because Owner 1is not set yet.

(M ITgREE)
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(£ 130)

PossibleAdd:
# Add options (white 1ist).
# See section "Possible'", the same configuration can be used here.
PossibleNot:
# Remove options (black 1list).
# See section "Possible'”, the same configuration can be used here.
CreateBy: root@localhost
CreateTime: 2019-01-07 10:42:59
Description: This is the long description of the ACL to explain its usage.
ID: 1
Name: 200-ACL-Reference
StopAfterMatch: 0
ValidiID: 3

5.2 AT E

BT T T B B AL SV T B I TR R IR E KA o PR IR SR A A 2 e
FNINE %GNS B GlIE A1

OTRS SCHFA NPT HA0 4 7 Be RACBESCA L H8  FHuaR  ZaEFE 7B 0 a) L Rk HESS
OTRS /& B 53 ] UE SCWIRLS 7 BN %2 i LI sn] ) 9% Gevh Al Andi o bt nl A I 3h & 7 B
R BEAR P MBS B« BRI UL, —ANBTH OTRS 2 = A ah& 7B« s v BUT #
B alAE VA B AL Sha 7 B p AT

A« Dynamic Fields Management

Actions Dynamic Fields List

Ticket Ll4ofl4
NAME LABEL ORDER TYPE OBJECT VALIDITY DELETE

T e — - ProcessManagementProcessiD Process 1 ProcessiD Ticket valid
ProcessManagementActivitylD Activity 2 ActivitylD Ticket valid

Article ProcessManagementActivityStatus Activity Status 3 Dropdown  Ticket valid
PreProcApplicationRecorded Application Recorded 4 Dropdown  Ticket valid &

Add new field for object: Article PreProcDaysRemaining Days Remaining 5 Text Ticket valid ]

Ciatamer PreProcVacationStart Vacation Start 6 Date Ticket valid &
PreProcVacationEnd Vacation End 7 Date Ticket valid ]

- T - PreProcDaysUsed Days Used 8 Text Ticket valid &

B PreProcEmergencyTelephone Emergency Telephone 9 Text Ticket valid &

Customer User PreProcRepresentationBy Representation By 10 Textarea Ticket valid )
PreProcProcessStatus Process Status 11 Text Ticket valid 10}

Add new field for I allors PreProcApprovedSuperior Approved Superior 12 Dropdown Ticket valid @}

FAQ PreProcVacationinfo Vacation Info 13 Textarea Ticket valid @
CallerReachable Caller reached 14 Dropdown  Article valid ]

12: BT B 4

5.2.1 HHIKTE

A A& T B
10 WA RS N5, JF ML MR ik — D ah R T B .
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2. HEBITB
3. wiili fRAFHEHL .

General

* Mame: Validity: | [walid
Must be unique and only accept alphabetic
and numeric characters. Field type: | Checkbox
* Label:

This is the name to be shown on the screens
where the field is active.

Object type: | Ticket

* Field order; 15

This is the order in which this field will be
shown on the screens where is active.

K 13: BIEBr s &7 B

BB BAE TR
1. RS T BRI AT B .
2. BHTB .
3. siiht PRAFE PRAT IS8 it

General

* Mame:  PreProcVacationStart Validity: | walid
Must be unique and only accept alphabetic
and numeric characters. Field type: | Date
# Label: |Vacation Start
- Object type: | Ticket
This is the name to be shown on the screens )
where the field is active.
# Field order: B

This is the order in which this field will be
shown on the screens where is active.

Kl 14: i sh &7 Bobife

A EMBR A shas 7B
1. RGBSR RS — SRR A
2. wili #IAFEHL .

VMR WER T RGN T 2808 7B AT R D8 S A L B\ S IR 0 AR OR B R 2 (M Bh A T B
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Dynamic Fields List

I-140f 14

MAME LABEL ORDER TYPE OBJECT VALIDITY DELETE
ProcessManagementProcessiD Process 1 ProcessiD Ticket valid
ProcessManagementActivitylD Activity 2 ActivitylD Ticket valid
ProcessManagementActivityStatus Activity Status 3 Dropdown  Ticket valid
PreProcApplicationRecorded Application Recorded 4 Dropdown  Ticket valid T}
PreProcDaysRemaining Days Remaining 5 Text Ticket valid i
PreProcVacationStart Vacation Start 6 Date Ticket valid i
PreProcVacationeEnd Vacation End 7 Date Ticket valid )
PreProcDaysUsed Days Used 8 Text Ticket valid )
PreProcEmergencyTelephone Emergency Telephone 9 Text Ticket valid w
PreProcRepresentationBy Representation By 10 Textarea Ticket valid i
PreProcProcessStatus Process Status 1 Text Ticket valid i
PreProcApprovedSuperior Approved Superior 12 Dropdown  Ticket valid )
PreProcVacationinfo Vacation Info 13 Textarea Ticket valid T}
CallerReachable Caller reached 14 Dropdown  Article valid T}

Kl 15: MIBREh 5 B bt

#4: The maximum number of 300 valid dynamic fields should not be exceeded. Exceeding this limit
may affect the system performance.

5.2.2 FIATBOE

ARG A UL DU T DME I DU IR o AT AL S T BUR BT BL

FAT-BOE R E
P KRR S 7 B IX Le v B AR AR ]
General

* Mame: Validity: | [walid
Must be unique and only accept alphabetic
and numeric characters. Field type: | Checkbox
* Label:
This is the name to be shown on the screens
where the field is active.
# Field order; 15

This is the order in which this field will be
shown on the screens where is active.

16: Bl 7 BOl B & 4
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DR BB ARR o W LAE L T BU R A AME RSB P AT WA RS TR o SRR R AR
T

FRES * IR AERE T % B R E BRI .

Z

A LUK BhA&S T B BN IR o AT B AR S R B N BE 5 B S .
FBF * X AEEWEE T B b BRI

AL BRI RN - W R T BOR BN A% WA BRI RITATAAE OTRS AR o by Brist
BN JCRE W SR R LR BRI A

TR MR OAE B TR IE RS ANFREIRAR S . OB B .
XTGRMY JESRM O b — TR IS, A PRI o I — AR BE .

VM BRI E T LUE I BhaS v BUWALE o Bl XAy T8 &7 BOLREAE T Af
s ANREAEAE AL -

PR B BAL S 45 R M3 A7 B

ST HER A BOUE
SEHER &7 B 1474k true ol false {H .
Checkbox Field Settings

Unchecked

This is the default value for this field

K17 SiEHeah & 7 Bk E

BROAME * IEHERBOAE -
Cikr BOAOL T, RIEHE Dkt .
Rk BOAROLT » BIEHERLES .

KRN LB TBWE

UEEh &7 BAVFR IR A B2 T8 .

WA T Name JRIEUGEZ W, I HAS BaidsIn . DI FAREASH R, BT shis it sk
FERHRE X C BB E D, BRI H#E Name R0, AT L Name 22K .

ValidID 7Bt * validiD EIEMLRELTER, I HAZ A, B TR 8, 20 F3hisinit
JEYE o AEEEEE O B TTBIE DO, e validip Fox, W UL Validity 228

e B RERI AR AN BRI AR B L o sl BN Boh i) S U A A8 v B T LU R
C WHEBE DA AEC oAl Do SEAZAZHL fEn] LIS I Z AN AE R .

i Name Ml validID B UL W44 7 BORI ValidID “7BUSH] o ANEEFRAE AT w4 !
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Contact with data Field Settings

* Name Field:
# ValidiD Field:
Dther Fields:

Add Field:

Mandatory fields:

Sorted fields:

Searchable fields:

Translatable values:

These are the possible data attributes for contacts.

Comma separated list of mandatory keys (optional). Keys 'Name' and "ValidID' are always
mandatory and doesn't have to be listed here.

Comma separated list of keys in sort order (optional). Keys listed here come first, all
remaining fields afterwards and sorted alphabetically.

Comma separated list of searchable keys (optional). Key 'Name' is always searchable and
doesn't have to be listed here.

If you activate this option the values will be translated to the user defined language.
Note: You need to add the translations manually into the language translation files.

K18 KA NE Bl & 7B E

5.2. Bh&TE
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A B AL B AT PAA 28 7 BaAS I 2 7 BL
WA B LA 73 B L ZUR BE AR

VEfif: Name Fl validID BBIGLIEWMII], ANUAEMIIH .

7 B LLZ 5 70 B I HE P U B 91 o ARSI B SR L, 2 e R BT R AR 7B IF H BRI
e o

AR T B LLZ S 70 MR i T R SR .

M Name BEUGZE PTHERIT, ABAEIAESIH .

ARV RE S RS e I, ISR e 3 o L 2 RS

TEAR: R R R T ah s I B0 5 s .

RAFENA T BUR » BT R FOR AR I T BN AR o B ITIT MRS 7B « 7> BN sdn IR
NAGHL 10 T — iR AR B LRI — 2850

Contact with data management

A« Contact with data
Actions List (Telephone)

Telephone NAME VALID

Internal Helpdesk valid
[a]
a Add contact with data
19: BE R A5 BV BT 4
BB IR ARG R

1. WZEMLRE R BN AER T L8R ik g — AN s & 7B -
2. ki ZE LA A B S IR AR AR e
3. WMELIFE .
4. riah ORAFEHL -
A B NRRE R
1. /RGBSR DMRRELE
2. BB -
3. wiilt PRAFEL PRAF IS8 Al
XA T B A LA T BOE R o BRAR NS SR B PERE W E
1. G MRARNE BRI P& 7B -
2. WEWRERKREMEC TR .
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Add contact with data (Telephone)

* Name:

* Validity: | wvalid

Save or Cancel

20: VN IR RS B 5
Edit contact with data (Telephone)

« Name: | Internal Helpdesk
555123

* Validity: | wvalid

Save or Save and Finish or Cancel

21 GBI AR AE BT 4

« fE WA BRI Name .

« {& ValidID Bt X\ Validity

o R 75N T Boms I oA J@ > B Telephone @PE(C 8 : Telephone, {H: Phone ).
VS IM LA 5 73 B 6 20 ) R P B 21 36 ( AN 2E Name Ml validID D.
¥ PRI 5 R 5 /3 B8N : Name, Telephone, ValidID .
IR R MRS R (AT Name ) LUE 5400 o

M AE PO T — GRS B R AR B B (R I b AN A A N RAR AR

PR T ) S 2 7/ A T N BT S Ve S EPS 1 [(1 O 11 RS I S T <
fic ®# O x H Ticket::Frontend: :AgentTicketPhone###DynamicField F
Ticket::Frontend: :AgentTicketZoom###DynamicField, ¥ N 3 ) & # iF T 5 5 %5
I

8. HeE QU Hh TSGR , JERCH T BUHBL T o KT R AR S B TR
9. WM ABEHOEFIATICARN » IFIEH DMKRAN .
10. ZPREAIIR R A S IL R PR 2 WondE T ey bi s

11, ATl St R NS RAERR AU O 2 7s 0 G 4 I 3 A SRR SR I R N R A C G R il
RGN E KA Frontend: :Module###AdminDynamicFieldContactWithData H13E L HIALH]
’&j"_\‘ )O

12, WRTE SO TR RICR A W AT LGB e E T S el A 7 B AT AT HoA TR AR ek .

o g M~
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H W ah a7 Bt &
HEh &7 BOH T4 — A H UM .

Date Field Settings

22: Hahas v Bt E

BOAR 125 TS AT 2508 C DR A 57 O SRk SEA 7 BU BRIAEL C 5141 3600 =-60 -

S8 S WO L D RE AT 8 SCEAE 7 BURIAEAD 315 70 b 7s (R 11 5 5 00 Y Tl CORpSRANIE 25 D0 WURBEE D 2, W
F LA PR T -

HERJUE G PP 3l T BRI, GEIEFEAN SR L IJLAE .
ARKIJLEE FEG R AL IX A B 7 BUNAEA I REEFEA S RERKIN LA

M If no years period is specified, the system uses the default value for the period: 10 years (5
years in the past and 5 years in the future).

W REEH: Here you can specify an optional HTTP link for the field value in overviews and zoom screens.
Examples:

* The value of dynamic field named Fieldl is part of the link:

https://some.example.com/handle?query=[% Data.Fieldl | uri %]

* The value of dynamic field named Fieldl is the complete link with and without protocol:

[$ Data.Fieldl | uri %]
https://[% Data.Fieldl | uri %]

» The value of dynamic field named 100Field needs special handling, because the name of the
dynamic field starts with a number:
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https://some.example.com/handle?query=[% Data.item("100Field") .
| uri %]

» The value of dynamic field named Fieldl contains the link, the value of dynamic field named
Field2 contains an important value for a parameter:

https://[% Data.Fieldl | uri %]?query=[% Data.DynamicField_
~Field2 | uri %]

If special characters (&, @, :, /, etc.) should not be encoded, use url instead of uri filter.

TS HER WARHS T AR 72 TRPEN Jids b 2 AR 8l 24~ URL B I s URL BTN o T
FAFIXADIREERL, b2 i H M URL 7 B S 4 T

PR AR A 30 AR I B AT ARl A T8 A
B BRI H 4 H 3P 0K BEL L A 5 i F Y2 5 (0 38
ikt LA H W% H P S0 BRSNS i H 32 i H 39
H I 1) 30 & 5 Bost &
1/ 1) 3235 5 BOHORAEA# — A HIIN TR

Date / Time Field Settings

23: HY/m RlEh &7 Bk &
PEREN A T B e s b HIEh & 7T B st B
T HAHES ST BB

RS T B T AR A EPASIR  RAME
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Dropdown Field Settings

Possible values:

Add value:

Default value:

Add empty value:

Tree View:

Translatable values:

Show link:

Link for preview:

This is the default value for this field.

Activate this option to create an empty selectable value.

Activate this option to display values as a free.

If you activate this option the values will be translated to the user defined language.

Note: You need to add the translations manually into the language translation files.

Here you can specify an optional HTTP link for the field value in Overviews and Zoom
SCreens.
Example: http://some.example.com/handle?query=[% Data.Fieldl | uri %]

If filled in, this URL will be used for a preview which is shown when this link is hovered in
ticket zoom. Please note that for this to work, the regular URL field above needs to be
filled in, too.

K 24: THMESDA T BOR E
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FIREME IXLESEIRAR N W REIER Jm 1k o el SLHDREAS I A8 B, Foh T BosCE R C AR D) ANME
CSoRAE Do fETZ AR, BRI LA I 2 MR .

i3

.
=

The maximum number of 100 values should not be exceeded. Exceeding this limit may
affect the system performance.

ERME X2 B BRME » XK R g 4R bR RE L o
A W RO R I, W e g S ANEAME . DAFERTREESI LT Sl - o BRRIREAEN TN A .
WIEALIE Activate this option to display values as a tree. If you use a sub-value, specify it as Parent::Sub.

AITRHTERE A SR LR 0, X SRR A e 0 T P s SRRE 5

FEfR: T ZO R T s 2 = S .

TBoniE: Here you can specify an optional HTTP link for the field value in overviews and zoom screens.
Examples:

+ The value of dynamic field named Field1l is part of the link:

https://some.example.com/handle?query=[% Data.Fieldl

| uri %]

* The value of dynamic field named Fieldl is the complete link with and without protocol:
[% Data.Fieldl

°

https://[% Data.Fieldl

| uri %]

| uri %]

» The value of dynamic field named 100Field needs special handling, because the name of the
dynamic field starts with a number:

°

https://some.example.com/handle?query=[% Data.item("100Field") .
| uri %1

» The value of dynamic field named Fieldl contains the link, the value of dynamic field named
Field2 contains an important value for a parameter:

https://[% Data.Fieldl | uri %]?query=[% Data.DynamicField_
~Field2 | uri %]
If special characters (&, @, :, /, etc.) should not be encoded, use url instead of uri filter.

e Yy
W THIT A

TRHER: WIAUHS TR A2 T RUERS bR b 2 BUAR B 3 21X 4> URL _EJ5 I 7 URL T
T DIREERL, I/ 2 I3 URL 7B S 4 T WA

ZNER & T Bk B
TR XA N RE B R o Pl AR HDR R I AN ET B T DLBCE R C P EE D R
CSRoRfE Do fEHIZARHL, BRI LA I 2 N BEAER o

A
f 4o

The maximum number of 100 values should not be exceeded. Exceeding this limit may
affect the system performance.

5.2. ZhaT B
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Multiselect Field Settings

* Key: *Value: =

Note: You need to add the tra
Kl 25: ZIEHED AT B E

BRUE IR BOERIAME » 1K BoR e 4B hr%E b o

IINAEAE W RO R I, W e —NAME . DALERTREE AR P SRR - o URRIREAE N A 25 .
WIEALIE Activate this option to display values as a tree. If you use a sub-value, specify it as Parent::Sub.
FIRHPEIOME W RS BRI s X SRR A e o F e U .

TEAR: R R T ahis i 20 5 SO .

SCAKERN A B

AR A7 BOH T A — AN PAT AT s o
ERME X2 B BRME XK BonfE i bR L .

W REEHZ Here you can specify an optional HTTP link for the field value in overviews and zoom screens.
Examples:

» The value of dynamic field named Fieldl is part of the link:

[

https://some.example.com/handle?query=[% Data.Fieldl | uri %]

» The value of dynamic field named Fieldl is the complete link with and without protocol:

[$ Data.Fieldl | uri %]
https://[% Data.Fieldl | uri %]

» The value of dynamic field named 100Field needs special handling, because the name of the
dynamic field starts with a number:
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Text Field Settings

Kl 26: CAHER) A& 7 BUik

https://some.example.com/handle?query=[% Data.item("100Field") .
— | uri %]

» The value of dynamic field named Fieldl contains the link, the value of dynamic field named
Field2 contains an important value for a parameter:

https://[% Data.Fieldl | uri %]?query=[% Data.DynamicField_
~Field2 | uri %]

If special characters (&, @, :, /, etc.) should not be encoded, use ur1l instead of uri filter.

PUHER: WORSHS T 78 TR B b 4 b i 3h 2124 URL B D5 I H5 27n URL ITINE o 157
LA DIREERL, B2 I URL BS54 75

IEMFA A A 0] DX AR E — MIEWRIA AR A E IR xms BHRFHAT - B0

~[0-918

BINIENZRIES s HHRRS IS B 7B T ARSI — AN IE Rk U — 4R R .

ZATIAMES S T BB

AT AN T B Al D ZATHIFAF R

T8 ey BAE g AP IR B C AT .

PISE BT BUEG A R I ST C B s AT Do

BROME 207 BUERNEL X8 Bosfed 48 i 1 .

IENZRGE A A fn] DA IX AR — M IENRE AR A IENZEE KA xms BURRFAAT o Bl -
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Textarea Field Settings
Number of rows:
Specify the height (in lines) for this field in the edit mode.
Number of cols:

Specify the width (in characters) for this field in the edit mode.

...........

This is the default value for this field.
Check RegEx: Here you can specify a regular expression to check the value. The regex will be executed
with the modifiers xms.

Example: *[0-5]%

Add RegEx:

K 27: ZATSCARRESD S T BB E

~[0-91%

AIENRIAA fiy RIS 7 B T RAAS I A IE A A — 2 R

s e sh &7 B

VEfR BRI XMARANETR, FTE OTRS IR&HIA . iEELR sales@otrs.com #HATTH4 o

Web 255857357 Bl

VEfR BRI ETR, FTE OTRS IR . iIEBLR sales@otrs.com #HATTH4 -

5.2.3 7EpidH wonsh & T B

A EAE AP R AT B
1. iRl A& 7 B AR BB 3.
2. ERGEH I HITIT REFERIR .
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3. Navigate to Frontend — Agent — View or Frontend — External — View and select a view to add the
dynamic field to.

RFILL ##4 DynamicField ZiAAIBIE , MRJa Ml i N EALAHL -
st + FHIAS IS AT B .

FESCAREH AN T B A AR SR e ) e el

WP 1 - Ja ek 2 - A Han s .

st AT K 205 A OR A7 B

MEBRENRGEE -

© © N o g &

Ticket:Frontend:: AgentTicketZoom#E#EDynamicField

Dynamic fiekds shown in the vy x

sidebar of the ticket zoom screen

RedMinelD 1 - Enabled

f the agent interface.
BugzillalD 1 - Enabled

28: fEht 4 Bl & T B

VEMR: WTLARIR INZ A& TB . ik, EELE 57 .

5.2.4 Add Dynamic Fields to Search Engine
By default, the content of the dynamic fields cannot be searched using the document search functionality.
Each dynamic field has to be added manually.
To add a dynamic field to the document search functionality:
1. ¥ 3| RGRCEDFRE -

2. Navigate to Frontend — Agent — DocumentSearch and Frontend — External — DocumentSearch in
the navigation tree.

3. Search for the setting DocumentSearch: :Agent: :DynamicField and
DocumentSearch: :External: :DynamicField respectively.

Click on the Edit this setting button.

Mlt + RIS AF B .
FESCARET A BN T BURI SRR » AR5 B B 4%
Select 0 - Disabled or 1 - Enabled.

sl AT R ) A% EH AORAF I o
HEESUL M ATRE

© ©® N o g &

5.2.5 ifid T A SR B O

WRAZFBOC A W TFHEC flil TicketCreate ) uf BAUR HAFBUEBE .
1. FERGEHIHTHITIT RSB ERDR .
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2. Navigate to Core — Event — Ticket and  search for the  setting
Ticket::EventModulePost###9600-TicketDynamicFieldDefault.

3. wiily RIS VA FLA AR B A
4. s A 2 R LAOR A7 BEE o
5. #EBUUA N ARSKRE -

Ticket::EventModuleP ost#9600- TicketDynamicFieldDefault

- — Ewent module registration. For
Module Kernel:System::Ticket:: Event::TicketD : e =
mare performance you can
define a trigger event (e. g.
Transaction 1 Event == Tic ate

fields need the same event.

29: PE TR bR
Jufl: 7F TicketCreate (8% T H) AT Field? :
1. ERGEHE T IT KRR EARR

2. Navigate to Core — Ticket — DynamicFieldDefault and search for the setting
Ticket::TicketDynamicFieldDefault###Elementl.

3. siilt RIS VA F A LA A
4. sk AT 2 R AOR AP B o
5. MEBUUA M ARLRE

Ticket:TicketDynamicFeldDefaul #85Element 1

Event TicketCreate Configures a default
TicketDynamicFeld setting. "Name

Mame Field1 defines the dynamic field which

sed, "Value” is the data

et, and "Event” defines

Value Default

event. Please check the
I manua

s.github.io/docf), chapter

Kl 30: 7EQIEE T i s sh & 7B

R XAECE T LA 16 > Ticket: :TicketDynamicFieldDefault###Element W FJfFf]—/
—‘L)X-LE o

ZL:

WA T E R BB 16 NMFB WA Z0E H g XML SCAFE $OTRS_HOME /Kernel/Config/Files/XML
H kb Y b oifg o

5.2.6 IR IR EBOAME

] DA A7 RS N I (0 5 B i 3 2 7 BEER ML
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1. FERGEEIHITIT RSB ERR .

2. Navigate to Frontend — Agent — View — Preferences and search for

PreferencesGroups###DynamicField.
3. wiali G IS B E AL LR BUE
4. A PR 20k L DL AR AP B
5. MEFBUUA M ARLRE .

PreferencesGroups##DynamicField

Active 1

Block Input

Data [% Enw{"UserDynamicFigld_MameX")
Desc ption for DynamicField on Framework.,
Key Default value for NameX

Labe NameX

Module Kernel:Output: HTML::Preferences:G
Prefkey UserDynamicField_MameX

PreferenceGrou Miscellaneous

5

Prio 7000

Bl 310 AEAN N IR I P S 8l A 7 B

Defines the config parameters of

shown in the

Please note:

this itemn, to b
preferen
setting A onhy
prevent agents from editing

settings of another use

Use "Preferenc

Group' to contro

n which area t ettings
should be shown in the user
nterface.

e EARSRAR  RJA IR NN IEI — ZITIAAS NSl T B BOAE .

MNamex

Default value for NameX:

Bl 32: AN E LI 13h A7 B

This is a Description for

DynamicHeld on Framework.

the setting

v x

SRR B SR T R I e R G S A U D s P BB B A T B Name_x IERIME 7R
Bl o BRI RS S R AVHER — el 7B RN AT BOR AT i g, W 2AUEE A E X

XML P B3 DA 0 5 SR SRALL R B 2 i E

VEMR WORAER XML RN T 2 B, WA BEE AR R G e AU ME 1, R T

PreferencesGroups###DynamicField . {4l :
* PreferencesGroups###101l-DynamicField-Fieldl
* PreferencesGroups###102-DynamicField-Field2
* PreferencesGroups###My-Fieldl

e PreferencesGroups###My-Field2

5.2. ZhaT B
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5.3 HaML5%

U TR R TARORE . A2 H “if-then” 53 .
1 JEILR A, Ho
o THORE SRR
o THRLE]—ANE YIRS
o THAT—AiE LA
o AT A R S
WTANAT— B MR TR U 5T AR S 4 T R B AR AL | S TR A e IR 2
BEAN s ST AT ST N IR 030+ {50 IS — U S B

OTRS i H] ABIESS SCHFILIIfE « nTLALE OTRS i i fic B L8 1R HLAT 55 st T I A R AR A AE55 i
Toma o A ATE S o ISR I brdE . A B0 TR T A

LR B T BLAR G P (1 A SIS AL o BRIAEOL T BT OTRS A& AR/ A ES 1L -« H3h
ARV LB A T AR A S AL BTt .

_ Generic Agent

Actions List

[ +] Add job NAME LAST RUN VALIDITY DELETE RUMN NOW!
Mo data found.

Filter for Generic Agent Jobs

Just start typing to filter...

K 33: AzhMESSE B bR 4

5.3.1 &1 HEMT45%

AR ASE B SIS
1. R ZEMEDRE ) B IAES5 42 -
2. HEMIHTB
3. wii fRAFIEHL
G A HEESS
1. mil BEES PRI — A A3ES
2. BB -
3. wiili PRAFEL PRAF IS8 Al
AR A~ H B S
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Job Settings

* Job name:
Validity: ||Yes
b Automatic Execution (Multiple Tickets)
» Event Based Execution (Single Ticket)
b Select Tickets
b Update/Add Ticket Attributes
b Add Mote
b Execute Ticket Commands
b Execute Custom Module

Save Changes

Save or Cancel

34: QUEET I H NS5 B4
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Job Settings

# Job name: Testjob
alidity: | Yes
b Automatic Execution (Multiple Tickets)
» Event Based Execution (Single Ticket)
b Select Tickets
b Update/Add Ticket Attributes
» Add Note
b Execute Ticket Commands
b Execute Custom Module

Save Changes

Save or| Save and finish or Cancel

35: Gl H AN IE55 b4
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1. MRS 4 2R B IR AR B AR o
2. miilr MR .
List
MNAME LAST RUN VALIDITY DELETE RUMN NOW!
Test job valid Delete Run this task
36: MR B BAT5%5 bt
W WA A ASES USSR GE > Vi AT I 126 HE T o B N S0 32 114 44 B ok A £ 52 1) B BIAE S5
5 The maximum number of 30 valid generic agent jobs should not be exceeded. Exceeding this
limit may affect the system performance.
5.3.2 HEEHWE

AN DU, AT LUE LR R o AR AR
] AR S5 BE

oy
=i

7 BUE LI

Job Settings

* Job name:

Yes

5544 7% * 2R I 44 R

K 37: AESSWE - T
WEF .

AR B BE i AR AT SRR 245, AR KRS - RER 8% o SRR o 7E AR
R EEBHBRI AT -

AR BRSO o R B E Y Yes/sg, LB T OTRS o Kb 7B ik & b No/f
EEIEARH]

yA
VAR

S LAY LA F1 9T £ 55 (O]
i 2

_M—»\O

SR FEATAESS OB o B, Rk dE 10, WMESSKEAE 00:10 « 01:10 « 02:10 &5EE/NRAAT

%% The automatic execution should not be performed more than one per hour. Exceeding this
limit may affect your system performance.
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* Automatic Execution (Multiple Tickets)

SCHEDULE MINUTES SCHEDULE HOURS SCHEDULE DAYS

38: fE55 I E - HEHAT

THEIEI/N Select the hours in which the job has to be executed. For example if 10 is selected for minutes
and 03 is selected for hours, the job will be executed in every day in 03:10.

THEIK Select the days in which the job has to be executed. For example if 10 is selected for minutes,
03 is selected for hours and Fri is selected for days, the job will be executed in every week in Friday

03:10.

1Ef#: Scheduled tasks are using the local system time provided by the operating system OTRS is running
on.

st Times scheduled during daylight saving time start and daylight saving time end can have unex-
pected effects. At daylight saving time start it can be skipped and at daylight saving time end it can be
executed twice. It is highly not recommended to schedule times when the daylight saving time starts or
ends according to the server timezone.

ST HEAT
S B OB E R PATAE 55 R A
¥ Event Based Execution (Single Ticket)

TYPE EVEMT DELETE

Ticket

EscalationResponseTimeMotifyBefore

P 39: (L55BEE - A TR FAT

il Ay XL I IMAYFAEIIEER o WER MR IR A, WHIRACEARM TR o« Bili)n— 2
B R E AR T LA BR T 3% -

IR Ay IR PR AAT S5 BN AR F AT .

190 Chapter 5. Jifef1 H stk



OTRS Administration Manual, % fii 7.0

HPE T

=il MR DS I £ %8 - AU | o S G
TBUT MR P LK BB IR
SR IN 1 1

TE B2y LSBT A/ A i T g i .

FBUT AR P LLZX BB IR
AN TE

S5 BB LA ) S AT 55 PAT RS WA IR T s i

w Add Note
From:
Subject:
Tex
F.
Visible for customer:
Tirmne units (work units):
40: L5 E - IS INA&
PAT T4

RS ARE AT S5 BT Ao e 4 THIRS A5 .
w Execute Ticket Commands
Send agent/customer notificationson | | Yes
changes:
CMD:
(This command will be executed. ARG[0] will be the ticket number. ARG[1] the ticket id.)

Delete tickets: | No

Warning: All affected tickets will be removed from the database and cannot be restored

41 AL IE - PUT TRIRS
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ZEMRGE N R P RGEIE RN WARIEFE T Yes/it s Mo A 55 N BRI )7 A3 AT S0 T SR i A o

#n4 Enter a command here, that will be executed. ARG[0] will be the ticket number. ARG[1] the ticket ID.
Use : : as directory separator, if the value contains a path.

Z

Commands to be run by OTRS are blocked by default due to security reasons. You have to add the
command to the allow list as described in Allow Program Safe to Run chapter.

M This feature is only available to On-Premise customers. If you are a Managed customer,
this feature is taken care of by the Customer Solutions Team in OTRS. Please contact us via sup-
port@otrs.com or in the OTRS Portal.

MBS T8 aRGEEE T Yes/fg» W HBNES K MIBR UL ACH) T 5

3

T PTAT 32 RSN AR MR A RS > TEik R !

AT E LR

vEfif: This feature is only available to On-Premise customers. If you are a Managed customer, this feature
is taken care of by the Customer Solutions Team in OTRS. Please contact us via support@otrs.com or in
the OTRS Portal.

WER AR 55 AT A8 SO IS IR AR )

w Execute Custom Module

42: AL55BEE - AT FE SOREER

REER RORREHPAT I 42

Vel WA S AR, A« A0 H R BRAT .

SHE M NAR ISR SR .
SR BN DAL S HUE .
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5.4 JifeE e

KB BE S PR RE 5 [R]I d KB PR Ml D A\ W B DR 25 PRI AL A 0 — TR oK o 68 T R AR 555 58 LI
PR AR AT O AL R — 55K o BORPTAT o5 A AR IE RO AL B nT > ORI IB AR BRI ST dnisin
B HEHEE RS .

OTRS Jil id iR BESCRFIX 5K o MR A FH s AT I8 7 B C 1§ S A2l 7 B )y RAFBYEAE G Tt
SAE R S TR A Bd IR 25 L o RS T80 T2 P AR S5 N Gk AR A Gy Ab B, PRI AN TG
SRAEI

JAEAE OTRS B N 58 A Bt vt LA 2 A ZUR K
M DR B AR e P RS o AR BE DR AL T VAR S A S 4L SR B

5.4.1 & PAE

ARSI -
1. i ZE AR i) QIR AR AL -
BHH BT B .
st GRAT L
AIES) - R ARSI S EHE DL S RAE -
e R VA EBW
T AR .

o g A~ 0D

Create Mew Process

+ Process Name:

# Description:

Inactive

Save or Cancel

43: QIR TR BE S

A B R—ANR

1. AR AR P AR

2. B BRI AS

3. sl PRAFEL DRAF I 58 it

4. FWEITHRE .
A BTN

1. s SRR 5 41 M S HIEAR
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2. midrH B IR R G -
AR AR
1. JbRRESIR T — AR
K R BE ARESIN .
i ORAFAZHEL o FE A MEAS AR B —ANBr i) IR AR IS Sh IR 1
st MIERARTR ST L L -
AR 0 I ER AL
BT RRE .

o g A~ w0 D

i WAL Perl M UG ASCHE o FEATRERINGOLN » P Ae 7 s AF b, RIMEE AT S48
B el IR AR B N ARSI E VIR o ANZERACAE B SR B A A !

FEMIBRIREZ T > 43 AR5 N B3 — S8 [A] S8 IO EAEIZAT (SRR AN B o T LOREAERE RS I 0 R » RIDRRIZ R
FEANANFHOET o WS LR

SR IR T DS e TR B

7H1E Agents and customer users cannot select this process for new tickets and neither can they assign this
process to an existing ticket, but tickets where this process was assigned to can still use the process.
For automation, other processes can still create new tickets with this process or assign this process to
existing tickets.

ARIGEN I FREAS ] ANBE BT R ST T
A BB PATTAE |
1. mki ZE (IR (Y 302 P A SR AL

f#: New or modified processes have to be deployed in order to affect the behavior of the system. Setting
the State option to Active just indicates, which processes should be deployed.

FEGH— AR
1. SHRFEYIREE 4 HI S B EF .
2. EHHEN LR — ML E DMREAF Export_ProcessEntityID_xxx.yml X .

L

STELE .

o+

IR

s SRR OEREAS , AMEREITHRAS] s D 3

&

G

SN AR
1. Rl ZE MR R BE B S AN 5 24 .
EFE NIRRT I Lyl SCPF
sl SAGURERC B %H
BB AE o

A 0D

VMR AR NURAE LT TR ZANE T N RTREN AR TR (BT A A S L RS N B AEl A B BLRGBE
BAGNE « G RERR T AT U7 515 (ACL) » XU MHETRE .
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VEMR: WORARGPEIN T 2R, AF A ZI BRI A FR, RV Rk aeAE A R E R .

%44 The maximum number of 50 deployed processes should not be exceeded. Exceeding this limit
may affect the system performance.

5.4.2 Hificx

The element names of the process modeler have been adapted to the Business Process Model and Notation
(BPMN) ISO naming convention.

Activities
The following task activities can be used as basic elements of the process.
JIAAE 555 BIAAE 5530 8 h R i PR AT, & T A B A28 7 BUKME B B 30 B T .

Edit Activity "Example task activity"

Cancel & close

w Activity

* Activity name: | Example task activity

* Activity type: | Script task activity

Agent Interface

= Script Settings

Please select the script which should be triggered immediately if this activity is set.

* Script: | DynamicFieldSet Configure

Kl 44: WAL 505 0 A 1

AN e AL BRI T DME T DU IR o AT S T BUR T BL
WBIAARR > BT AAK o Wl DRI 7 BOR i MBS R 24 A RS P RERT A #S
WA > ATLE L R AR 5595 3 «

o WAL ESN C ARETESE )

« IRESAESS TSN

o RS ES)
TWHENHE T BEIRAS I IS S o D T AN, IR 2K I BUERTR D AT S8 B R I B

AR B SO A T A BRI 55 A 55 s F AR R AR o e SRR IR L 00 IE 4L .
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FLURBRRE T 3 SOIRSS N G s )7 P AE AT AR SR e o vl LAAE UK Ftif b 5 shift e -
&Y NAE ]
& INAVIIE IS PN AR 1]
A NI

JRIAS * AR N AR, T DUERE QR B E TS WAL R A WA BAAS o Ay R A B
INZH (BAEXT) -

ZL:

Each module has its own and different parameters. Please refer to the Process Modules section
to learn all required and optional parameters.

W25 AT 555 8N A5 AR 5% s ] WEB R 35 K 58 55

Edit Activity ""Example task activity"

Cancel & close

w Activity

# Activity name: | Example task activity

* Activity type: | Service task activity

Agent Interface

w Service Settings

Please select the invoker which should be triggered immediately if this activity is set.

* Web Service:

% Invoker: Configure

45: RS- IE B

AN B TEPRIN AT LU LN R o AT R S 1 T BUR T B .
WBIAARR > BTN AAK o W AR T BOR i AERER R 74, B RS P RERTE S
WM > AT LUE A DL R 5505 30 «

o AL S5 3D

« IREALSSIESN C HRETESE D

« MRS IES
iﬁﬁ]fﬁiﬁi I6) AP B PSS N B N L o DA T IS I, AR 2R e T B TR A e B T ) B U

WA ERARS A SO A T A BRI S5 AR 55 s IR R AR o 8 SCRIAT AR 0N IE 4L .
FTRURZRRE T 5 SOIRSS N G sl - P AE AT A SR SR o vl LAAE U St b R shift e «
YNGR
o JRSF N BURIANEEN B3 5T
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 ARER AT
Web Jli55 MR sk #— A Web 55 o
W * ) Web IR52E£— N RITFRR: o s Bo EHZHU TR IS4
MRS s 2RSS RS N Bl = P R AT T LME A P AR 5535 30 -

Edit Activity ""Example task activity"
Cancel & close

w Activity

# Activity name: | Example task activity

* Activity type: | Usertaskactivity
w User Task Activity Dialogs
You can assign User Task Activity Dialogs to this Activity by dragging the elements with the mouse from the left list to the right list. Ordering the elements within the list is also
possible by drag 'n' drop.
Filter available User Task Activity Dialogs.

ASSIGNED USER TASK ACTIVITY DIALOGS

AVAILABLE USER TASK ACTIVITY DIALOGS
Request filed

A
Recording the Application for leave AE [
Approval A F

Create New User Task Activity Dialog

46: LSS B A 1
AN e AL BRI T DME T U N IR, - A RS P BUR B
B4R > BTN AAK o AT AR T BOR i AMEMER R P4, B RS FRERTE S
WM > AT LG LR R AR 5505 3 «
o AR SN
© IRSSAESS TSN
o PRSI SNC HRESE )

MRS TSN UEHE S0 BUAoR e R M LB IRAG R A F13  mT LURE P AT 55 8 Sl A 2y e 45 1230
) o MR AT LS S TR AT HERE

st QUEEHT P AT 2535 Bl TR RE AL A1 B LB T AE .

For each configured field in a user task activity dialog, the process modeler is able to choose the
following options for the fields:

* Do not show Field

» Show Field
» Show Field As Mandatory

If you use Show Field for a select field the empty value needs to be added to the possible values.
Otherwise without having an empty value available, this field will be always a mandatory field.
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S5 TG B 1 AE

A user task activity dialog contains the actual user interaction of the process and consists of fields that can
be displayed to the users in the Ticket Zoom screen or can be set automatically by them.

Click on the User Task Activity Dialogs item in the Available Process Elements widget in the left sidebar.
This action will expand the User Task Activity Dialogs options and will collapse all others doing an accordion
like effect.

Available Process Elements

w User Task Activity Dialogs

Fitter User Task Activity Dialogs...

Approval i (& (A
Recording the Application f... i (& AJE
Request filed i [ A

E3 Create New User Task Activity Dialog

K 47: HI ARSI a0 1 HE

Click on the Create New User Task Activity Dialog button.
AN DU, AT LU LR BEE o AR S T BUR T B .
Dialog Name * L35I FK « AT LAFE T B P AT SR 74 WA KE TR o
Available in It determines in which interface the dialog appears.
Possible values are:

& YN

* ANEEN LS

o JRSE N GIFNAREN 51 S

Description (short) * The dialog can be explained briefly here. The description is displayed in the user
task activity dialog in the Ticket Zoom screen.

Description (long) The dialog can be explained in more detail here. The description is displayed in the
user task activity dialog in the Ticket Zoom screen.
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w User Task Activity Dialog

* Dialog Name: | Recording the demand
Availablein: = Agentinterface

# Description (short): | New demand

<l 48: Add User Task Activity Dialog

Permission By means of this setting, the visibility of the process dialogs can be controlled, based on the
user’ s permissions on the queue in which the ticket is currently located. If a user does not have
the here configured permissions on the group which is associated to the queue in which the ticket is
currently located, the dialog will not be visible in the Ticket Zoom screen.

This permission setting does not affect the visibility of the first user task activity dialog while creating
a new process ticket.

Required Lock By means of this setting, it is achieved that the ticket is automatically locked to the executing
agent or not once an agent opens the user task activity dialog in the Ticket Zoom screen.

Possible values are:
+ yes: the ticket is locked to the executing agent while executing
* no: the ticket is not locked to the executing agent while executing

Submit Advice Text This text will be shown above the submit button and may contain an advice for the
user.

Submit Button Text With this text the button label can be changed from Submit to the text entered here.

BB Bees H PRS- G S TR RE » U nT Bt e T A B, R SRR O Bothh .
O 20 B - Bt P 1R3> 5 b e v - BB AR ) o S SO » TR A (= B K L E B HE 2 21 1
HISLE -

Available Fields All available fields of the system are shown here in an alphabetical order.

Assigned Fields The fields assigned to the dialog are displayed here.

As soon as the fields are dropped into the Assigned Fields pool another popup screen is shown with some
details about the field.

Description (short) A short explanatory text for the field can be specified here. The description will be
displayed underneath the field.

Description (long) A more detailed explanatory text for the field can be specified here. The description will
be displayed when hovering over the icon next to the label of the field.
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w Fields

You can assign Fields to this User Task Activity Dialog by dragging the elements with the mouse from the left list to the right list. Ordering the elements within the list is also possible
by drag 'n' drop.

Filter available fields... LTINS
Article =
AVAILABLE FIELDS DynamicField_Title =
CustomeriD DynamicField_Author =
DynamicField_DateOfReceipt DynamicField_ISBN =
DynamicField_DeliveryDate DynamicField_Status [

DynamicField_PreProcApplicationRecorded
DynamicField_PreProcApprovedSuperior
DynamicField_PreProcDaysRemaining
DynamicField_PreProcDaysUsed
DynamicField_PreProcEmergencyTelephone
DynamicField_PreProcProcessStatus
DynamicField_PreProcRepresentationBy
DynamicField_PreProcVacationEnd

DynamicField_PreProcVacationinfo

MamarmicCinld DraDraciiacatinn it

¥ 49: Add User Task Activity Dialog Fields

Edit Field Details: Article

Description (short

L esCrRTon long

Communication Channel OTRS

s visible for customer

Time units Do notshow Field

Display Show Field

Save Cancel

4 50: Edit User Task Activity Dialog Fields
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2RiMHE Defines a default value for that field.
Communication Channel Defines the communication channel.

Is visible to customer If this is checked, the customer user will be able to see the article created by the
process.

Time units For each configured field in a user task activity dialog, the process modeler is able to choose
the following options for the fields:

» Do not show Field
« Show Field
« Show Field As Mandatory

Display For each configured field in a user task activity dialog, the process modeler is able to choose the
following options for the fields:

* Do not show Field
» Show Field
» Show Field As Mandatory

The option Do not show Field offers the possibility to set a field automatically to a certain value configured
as a Default value.

If you use Show Field for a select field the empty value needs to be added to the possible values. Otherwise
without having an empty value available, this field will be always a mandatory field.

Sequence Flows
A sequence flow is used to connect objects of a process and to represent the flow. The sequence flow
controls the sequence of activities by checking whether certain defined conditions are met.

Click on the Sequence Flows item in the Available Process Elements widget in the left sidebar. This action
will expand the Sequence Flows options and will collapse all others doing an accordion like effect.

Click on the Create New Sequence Flow button.
I B AR B BRI, FTLMEI LU N RE - i A S T BOZ I .
Sequence Flow Name * JEZJR AR o i LFEIE FBOP B AT R 745, B3RS FRERIZH .

Type of Linking between Condition Expressions A sequence flow consists of one or many condition ex-
pressions. If the sequence flow has more than one condition expressions you can select the type of
linking between the condition expressions.

Possible logical operators:
+ and: the output is true if all inputs are true.
« or: the output is true if one or many of its inputs are true.
 xor: the output is true only if exactly one of its inputs is true.
A new condition expression can be added by clicking on the Add New Condition Expression button.

Type of Linking A condition expression can have one or many conditions. If your condition expression has
more than one condition you can select the type of linking between them.

Possible logical operators:

+ and: the output is true if all inputs are true.
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Available Process Elements

er Task Activity Dialog

w Sequence Flows

Fitter Sequence Flows...
ApprovedbySuperior mw =
NotApproved ITHES
Request was filed w
RequestSubmitted IS
Create New Sequence Flow

K 51: Sequence Flows

w Sequence Flow

# Sequence Flow Name:  Approval

w Condition Expressions

Condition Expressions can only operate on non-empty fields.
Type of Linking between Condition Expressions: | [and
Condition Expression 1 (=
Type of Linking: | |and

Fields

Mame: DynamicField Status Type: String Value: | Approval =

Add Mew Condition Expression

52: Add Sequence Flow
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« or: the output is true if one or many of its inputs are true.
 xor: the output is true only if exactly one of its inputs is true.
%% The name field contains the name of the attribute which shall be checked.

In case of dynamic fields the prefix DynamicField_ has to be used in front of its name. Make sure
that the spelling of the attribute name is correct.

241 Three types of condition checks can be selected here.
« String: checks for a fixed value.
» Regular Expression: checks for patterns using regular expressions.

* Validation Module: checks if a certain logic is met which is contained in the validation module.
Validation modules are custom made.

Value The value field can contain the following values:
* string,
* regular expression,
+ a combination of the above.

By means of the + symbol on the right side, a new condition consisting of name, type and value can be
added.

Examples:

Check if the ticket state is open.
* Name: state
* Type: String

» Value: open

Condition Expression 1 =]
and
Fields
Name:  State Type:  String Value: open =

53: Sequence Flow Example

Check if the dynamic field named NewFieldl contains the string full.
* Name: DynamicField_NewFieldl
* Type: String
* Value: full
Check if the dynamic field named NewFieldl contains something.
* Name: DynamicField_NewFieldl
* Type: Regular expression

* Value: .+
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Condition Expression 1 =
and

Fields

Name:  DynamicField_NewField1 Type:  String Value: full B

54: Sequence Flow Example

Condition Expression 1 =]
and

Fields

Mame: DynamicField_MewField1 Type: Regular expression Value: .+ =]

55: Sequence Flow Example

Sequence Flows Actions

With sequence flow actions ticket data can be changed or created, mails can be send from a ticket and data
can be pushed from one OTRS object to the other.

Sequence flow actions need to be associated to a sequence flow. A sequence flow action is executed if the
sequence flow is triggered and it gets executed after the following activity.

Click on the Sequence Flow Actions item in the Available Process Elements widget in the left sidebar. This
action will expand the Sequence Flow Actions options and will collapse all others doing an accordion like
effect.

Click on the Create New Sequence Flow Action button.
U I BB B BRI, FTLMEI LU N CE - i A S T BOZ IR .

Sequence Flow Action Name * ILZEUR A FR o AT LLTE UL - B b NAT A 2RI 1) 7457 » B8 K5 A REFI S
% o

Sequence Flow Action Module * In this drop-down field it can be selected which action module shall be
executed.

If both fields are filled in, click on the Save button. A new Configure button will appear next to the action
module field. Click on the Configure button and add the needed configuration parameter keys and values.

Z:

Each module has its own and different parameters. Please refer to the Process Modules section to learn all
required and optional parameters.

5.4.3 Process Modules

Process management modules can be used in sequence flow actions and script task activities. The modules
are scripts which can interact with other objects like tickets, knowledge base articles, configuration items or
appointments. Using these modules makes it possible to change the attributes of the process ticket or other
objects.

Some built-in modules are shipped with the framework.
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Available Process Elements

w Sequence Flow Actions

Fiter Sequence Flow Actions...

Change State to closed successful ICHES
Change State to closed unsuccessful ICHES
Set state= pending reminder (+24h) ICHES
Set state= pending reminder (+7d) ICHES
set Ticket lock=unlock m

Create New Sequence Flow Action

56: Sequence Flow Actions

= Sequence Flow Action

# Sequence Flow Action Name: | Move the process ticket into the "Management” gueue

# Sequence Flow Action Module: | TicketQueueSet Configure

57: Add Sequence Flow Action

w Config Parameters (Key/Value)

Key: Queue Value: Management

¥l 58: Sequence Flow Action Parameters
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DynamicFieldSet
A module to set the dynamic field values of a ticket.

Set the dynamic field values of a ticket.

w Config Parameters (Key/Value)

Key: Value:

%] 59: Process Management Module DynamicFieldSet

Configuration parameters section The dynamic field values of the process ticket can be set here. The
key is the attribute of the process ticket. The value can be a pre-defined text, an attribute from the
process ticket in form of an OTRS tag or a concatenation of both. The <OTRS_TICKET_*> OTRS tag
prefix can be used here.

Examples:
Key Value
Approved | 1
User_1ID 123
Z

See the DynamicFieldSet API reference.

TicketArticleCreate

A module to create an article for a ticket.
Create an article for a ticket.

w Config Parameters (Key/Value)

Key: Value:

60: Process Management Module TicketArticleCreate

Configuration parameters section Here can be set the article attributes of a ticket. The key is the attribute
of the article which will be created. The value can be a pre-defined text, an attribute from the process
ticket in form of an OTRS tag or a concatenation of both. The <OTRS_TICKET_*> OTRS tag prefix
can be used here.

Examples:
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Key

Value

Body

<table cellspacing="2",
—cellpadding="2" border="1">
<thead>
<tr>
<th>Field</th>
<th>Content</th>
</tr>
</thead>
<tbody>
<tr>
<td>Book Title</td>
<td><OTRS_TICKET_
—DynamicField Title></td>
</tr>
<tr>
<td>Book Author</td>
<td><OTRS_TICKET_
—DynamicField Author></td>
</tr>
<tr>
<td>ISBN</td>
<td><OTRS_TICKET
—DynamicField ISBN></td>
</tr>
</tbody>
</table>

CommunicationChannel

Internal

ContentType text/html;charset=UTF-8

HistoryComment Last man standing

HistoryType AddNote

IsVisibleForCustomer 1

SenderType agent

Subject Summarization of Former
Process Ticket Content:
<OTRS_TICKET_Title>

Z

See the TicketArticleCreate and the ArticleCreate() API reference.

TicketCreate

A module to create a ticket.

Configuration parameters section Here can be set the ticket attributes. The key is the attribute of the
ticket which will be created. The value can be a pre-defined text, an attribute from the process ticket
in form of an OTRS tag or a concatenation of both. The <0OTRS_TICKET_*> OTRS tag prefix can be

used here.

Examples:

5.4. iR

207


https://doc.otrs.com/doc/api/otrs/7.0/Perl/Kernel/System/ProcessManagement/Modules/TicketArticleCreate.pm.html
https://doc.otrs.com/doc/api/otrs/7.0/Perl/Kernel/System/Ticket/Article/Backend/MIMEBase.pm.html#ArticleCreate

OTRS Administration Manual, % i 7.0

Create a ticket.

w Config Parameters (Key/Value)

Key:

Value:

¥l 61: Process Management Module TicketCreate

Key Value

CustomerID <OTRS_TICKET_CustomerID>

CustomerUser <OTRS_TICKET_CustomerUserID>
DynamicField_ProcessManagementActivitAdbDivity-1al924ad9cla6b23£70£c58a80961760
DynamicField_ProcessManagementProcegsfocess—95a06ad4l4ct371lebcdb82c8c2a3¢389
LinkAs Child

Lock unlock

OwnerID 1

Priority 3 normal

Queue Postmaster

State open

Title Subtask of: <OTRS_TICKET_Title>
Z )

See the TicketCreate and the TicketCreate() API reference.

TicketCustomerSet

A module to set the customer of a ticket.

Set the customer of a ticket.

w Config Parameters (Key/Value)

Key:

Value:

] 62: Process Management Module TicketCustomerSet

Configuration parameters section Here can be set the customer of the ticket. The key is the attribute of
the process ticket. The value can be a pre-defined text, an attribute from the process ticket in form of
an OTRS tag or a concatenation of both. The <OTRS_TICKET_*> OTRS tag prefix can be used here.

Examples:

Z

Key Value
CustomerID clientl123
CustomerUserID | client-user-123

See the TicketCustomerSet and the TicketCustomerSet() API reference.
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TicketLockSet

A module to set the lock status of a ticket.
Set the lock status of a ticket.
w Config Parameters (Key/Value)

Key: Value:

B
¥l 63: Process Management Module TicketLockSet
Configuration parameters section Here can be set the lock status of a ticket.
Examples:
Key Value
Lock locked
LockID | 1
Z .
See the TicketLockSet and the TicketLockSet() API reference.
TicketOwnerSet
A module to set the owner of a ticket.
Set the owner of a ticket.
w Config Parameters (Key/Value)
Key: Value: (=]

64: Process Management Module TicketOwnerSet

Configuration parameters section Here can be set the owner of a ticket.

Examples:
Key Value
Owner root@localhost
OwnerID 1

Z:

See the TicketOwnerSet and the TicketOwnerSet() API reference.

TicketQueueSet

A module to move a ticket to a new queue.
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Move a ticket to a new queue.

w Config Parameters (Key/Value)

Key: Value: =]

65: Process Management Module TicketQueueSet

Configuration parameters section Here can be set the queue of a ticket.

Examples:
Key Value
Queue Misc
QueuelD 1

Z

See the TicketQueueSet and the TicketQueueSet() API reference.

TicketResponsibleSet
A module to set the responsible agent of a ticket.

Set the responsible agent of a ticket.

w Config Parameters (Key/Value)

Key: Value: =]

66: Process Management Module TicketResponsibleSet

Configuration parameters section Here can be set the responsible agent of a ticket.

Examples:
Key Value
Responsible root@localhost
ResponsiblelID | 1

Z

See the TicketResponsibleSet and the TicketResponsibleSet() API reference.

TicketSendEmail

A module to send an email from a ticket.

Configuration parameters for recipients section Here can be set the recipients of the email.
RILLIXIER 4 N 51 Select the agents who will receive the email.
FRAMEAT ARk Additional email addresses can be added here.

Configuration parameters for article section Here can be set if the article is visible to customer.
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Send an email from a ticket.

w Config Parameters (Recipients)

w Config Parameters (Article)

O
nill be create ifica
w Config Parameters (Multi Language RichText)
w English (United States)
* Subject:
+®E B J U S|E = i
Format ~ | Font ~ | Size

Ll

onal email address.

=
4
>
4
I~y

Q
[0 Source ) 9y 92

=X

LY.
(4]

K 67: Process Management Module TicketSendEmail
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Configuration parameters for email section Here can be set the subject and the body of the email. Mul-

tiple languages are supported.
Z

See the TicketSendEmail API reference.

TicketServiceSet

A module to set the service of a ticket.

Set the service of a ticket.

w Config Parameters (Key/Value)

Key:

Value:

68: Process Management Module TicketServiceSet

Configuration parameters section Here can be set the service of a ticket.

Value

MyService: :Subservice

123

Examples:
Key
Service
ServicelD
Z W,

See the TicketServiceSet and the TicketServiceSet() API reference.

TicketSLASet

A module to set the SLA of a ticket.

Setthe SLA of a ticket.

w Config Parameters (Key/Value)

Key:

69: Process Management Module TicketSLASet

Value:

Configuration parameters section Here can be set the service level agreement of a ticket.

Examples:

Key Value
SLA MySLA
SLAID | 123

Z.:

See the TicketSLASet and the TicketSLASet() API reference.
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TicketStateSet

A module to set the state of a ticket.
Set the state of a ticket.

w Config Parameters (Key/Value)

Key: Value: =]

¥l 70: Process Management Module TicketStateSet

Configuration parameters section Here can be set the state of a ticket.

Examples:
Key Value
State open
StateID | 1

Z )

See the TicketStateSet and the TicketStateSet() API reference.

TicketTitleSet

A module to set the title of a ticket.
Set the title of a ticket.

w Config Parameters (Key/Value)

Key: Value: (=]

71: Process Management Module TicketTitleSet

Configuration parameters section Here can be set the title of a ticket.

Examples:

Key Value

Title | Some ticket title
Z L

See the TicketTitleSet and the TicketTitleUpdate() API reference.

TicketTypeSet

A module to set the type of a ticket.
Configuration parameters section Here can be set the type of a ticket.

Examples:
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Set the type of a ticket.
w Config Parameters (Key/Value)
Key: Value: =]
K 72: Process Management Module TicketTypeSet

Key Value

Type Default

TypelID | 1

Z

See the TicketTypeSet and the TicketTypeSet() API reference.
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BUE, A TW8) P ALSIESRAE P NRAM SR TA T T B TR BOR ] i 254>

AU o VYIRERDIIE ST IO RS TAR R 2 0 B 1 X

IR

TERVE R S LB 2 1, AR T RS - AT

SIE WHE .

HE X EBpA

EIRATFRZ Ui AE

g5 N oy sl 7B a2 AR

B L RS
o P
. j'E‘\I
o WokE
(=S e YN
o &I
« T
B LA R AT
% S T o THEM
T PN Title Tt
TH A Author lE43
T A ISBN ISBN
T N e TAE Status RE .
o H
o HALIEAL
o ML HE
o SRIGE 4
o MEREIT
€
T &N Supplier FERY 1
T H WA Price Brig
TH H 8 DeliveryDate 57 HH
T HIH DateOfReceipt | WfFHI

BELL N AR RGNS KHE

+ Ticket::Responsible

EVELE

* Ticket::Frontend::AgentTicketZoom###ProcessWidgetDynamicField

Author — 1 - Enabled

DateOfReceipt — 1 - Enabled

DeliveryDate — 1 - Enabled

ISBN — 1 - Enabled
Price — 1 - Enabled

Status — 1 - Enabled
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— Supplier — 1 - Enabled
— Title — 1 - Enabled
« Ticket::Frontend::AgentTicketZoom###ProcessWidgetDynamicFieldGroups
— Book — Title, Author, ISBN
— General — Status
— Order — Price, Supplier,DeliveryDate

— Shipment — DateOfReceipt

T AESILHEBIURN ARG E R E -

DRAE > A [H12) RO BB AR OT iy AR R o IS PR B .
Create New Process

#+ Process Name: Book ordering

# Description: The process to order a book.

Active

Save or Cancel

K 73 BT - BRI
B CAIEE o DUE AT DA — LR 0 # o

G AT 535 B 5 1R AE
B 2R AR A ) R AR G 2 /NI A ) PR SSIE SRR o BERVER R TT PR S IE SRR AE
I, TS T E HAR LI, AT REERCR o s QU SIS sh 3 i HE R4 .

FEATIF R i B b TS IR HEAFRAT BT C R D) P B o X TRXARBI T R O B BT Hoft 7 B
BROAE -

EH%E’;MJ\EEQ/\%FE%éZﬁJXTlﬁE, Hifs N AT 5 Bt Pt s B il 5 B IR KR 2B v Botid .
CL 7 e - Bt Ry 5 o e o 5 B 'Iﬁhz)rﬁl_,l TSN, NGB i B R I HETHES 21 1
E‘Mﬁﬁ o

TEAM S BAT RS -
e Article FEHT&IE .

* DynamicField_Title s DynamicField_ Author . DynamicField_ISBN FEH T MIT B4
A

e DynamicField_Status RJIEHE #LAE .
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Available Process Elements

Nk o
UL TS

w User Task Activity Dialogs

Fitter User Task Activity Dialogs...

Approval ICHEQ
Recording the Applicationf... & AE
Request filed IDEq .

Create New User Task Activity Dialog

o ""'_l" -
SEqQUENCE FLOW

i - .—I o T -
SEeqQUENCE FLOW ACLIOT

K 74: BBHET - HP ARSI ST HE

w User Task Activity Dialog

* Dialog Name: | Recording the demand
Availablein: | AgentInterface
# Description (short):  MNew demand

Description (long):

Permission:
Required Lock: |[Ne
Submit Advice Text:

Submit Button Text:

75: BBTOT - B RS IE SR L AE
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KX ey BON W] 7 Brith rptish s 2ol v Bt .

VEff: AEIXANBREIEP, TS T BT DynamicField_ Wit tLHl DynamicField_Title « A 5T
FARE B Title WIF o

w Fields

You can assign Fields to this User Task Activity Dialog by dragging the elements with the mouse from the left list to the right list. Ordering the elements within the list is also possible
by drag 'n' drop.

Filter available fields... LTINS
Article =
AVAILABLE FIELDS DynamicField_Title [
CustomeriD DynamicField_Author =
DynamicField_DateOfReceipt DynamicField_ISBN =
DynamicField_DeliveryDate DynamicField_Status =

DynamicField_PreProcApplicationRecorded
DynamicField_PreProcApprovedSuperior
DynamicField_PreProcDaysRemaining
DynamicField_PreProcDaysUsed
DynamicField_PreProcEmergencyTelephone
DynamicField_PreProcProcessStatus
DynamicField_PreProcRepresentationBy
DynamicField_PreProcVacationEnd

DynamicField_PreProcVacationinfo

MamarmicCinld DraDracilacatinnCiark

K 76: AT - A8 AR S5 T SR T HE 7 B

— XS P B i s Oy Bat s mies W oA R, DR RS AT O T BU SRR ANE R
FA PR OR B BRIAIE DT, JF AL T Article FBG FRATINAAORKS A5 HE 7 BO E N OTRS, JF HARIEH
- IRLIBE

PGS T BUR > By ORA7 IS8 AL AL ORAT SE SO F R [P BIVR R B G 4
QU LL A 7 B AR 2530 s 1 HE -
o R ATRC AT AU )
— Article FEBHT&F .

— DynamicField_Title . DynamicField_Author \ DynamicField_ ISBN FERHTMNITH
WA B o

— DynamicField_Status AJi%EFE HLHE .
o HiflkiE 4

- Article FEBHT & .

— DynamicField_Status AJIEFF HHALIELE .
IR GiBUNEE i

— DynamicField_Status R HUHE
« RIBFEA

- Article FBHT & -

— DynamicField_Status AJIEFF KIWHL .
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Edit Field Details: Article

Description (short):

Description (long):

Default value:
Communication Channel. | OTRS
Is visible for customer:
Time units: | Do notshow Field

Display: | Show Field

Save Cancel

Bl 77 BRI - S L A 5530 S e 7 B

0
13'

H
m
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- R

— DynamicField_Supplier . DynamicField_Price . DynamicField_DeliveryDate

BT
— DynamicField_Status R[IEF ITH AR -
o DEacE
— DynamicField_DateOfReceipt HT R .

— DynamicField_Status AJIEFF T2 3 .

ol

P ZE RS ) T R T3 AN R ) RS o EERAERE YR R I, I S T He A )

T AT REERCR o il BB PR L L -

Available Process Elements

w Sequence Flows

Fiter Sequence Flows...

ApprovedbySuperior [ [
NotApproved IDHES
Request was filed [ [
ReqguestSubmitted RS
Create New Sequence Flow

K 78: KT - AR

FEATIT B e, TS P ANRARR o AEIXADREIHR T A RIE A TAT PR A — A S ik A

i
PG SEP A 7B > By ORAF IS8 AL AL ORAT SE SO Pl [P SRR BE B 5
QLR FHI -

o gt C RIS aUE

AT BC RTINSO BT BERSEAARET ) and/RT, JF HLIA PR 7 B ROR BB AT AT
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w Sequence Flow

# Sequence Flow Name:  Approval

w Condition Expressions

Condition Expressions can only operate on non-empty fields.

T E and
Condition Expression 1 =
T and
Fields
Mame: DynamicField _Status Type: String Value: | Approval =

Add Mew Condition Expression

K 79: BB - 3050

Ki# DynamicField_Status ;e BN fLHE .
o AR
& DynamicField_Status ;e G BE N ALY .
Pl BURECE 4
Ki#& DynamicField_Status & &R E N LA .
o« RIFHA
& DynamicField_Status ;B BHE N KIWHL .
o ERIT
Ki#& DynamicField_Status &HiX &N WO o
Bl

K DynamicField_Status &M BE N TTMMILE .

AN i 11
P 2 AR R R R AR TGN IR R I PR ST ERAE I o SRR RE AR AR, I BT
FCAb R IEIT, SRAT KEROR « ity BIEDET e IR LA

EFTFF B RS , 'S PRI ERAE SRR PRI ERER R, AR5 Wy CRAFILE « AER T BES5f H IR
— AN HCE AL

ok FE Y FHL NPT O E S R .

Z:

Each module has its own and different parameters. Please refer to the Process Modules section to learn all
required and optional parameters.
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Available Process Elements

er Task Activity Dialog

w Sequence Flow Actions

Fiter Sequence Flow Actions...

Change 5tate to closed successful i (&
Change State to closed unsuccessful i (&
Set state= pending reminder (+24h) TN ES
Set state= pending reminder (+7d) ICHES
set Ticket lock=unlock o (&

Create New Sequence Flow Action

K 80: KB - FP At AR

w Sequence Flow Action

* Sequence Flow Action Name: | Move the process ticket into the "Management” queus

# Sequence Flow Action Module: | TicketQueueSet Configure

81: BBTUT - BIPF A

w Config Parameters (Key/Value)

Key: Queue Value: | Management

82: EFTIT - PSR ERAF S 4
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— FPANRNHT T RIGHEL .
= JPHIGNH T B ahieE .
o P THHTIAN “Employee( i T. )
EBEED LU R 7K
= JPHIRNH T SR .
= JPHIRNH T RIGHEL .
- FPAIRNH T B s iR .
« TR T RAEERS )Y Purchasing ( K6 Y BAA
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Available Process Elements

w Activities

Filter Activities...

Aprroval of manager =
File Request ICHEd

Process complete =

Recording the Application ICHEd
Create New Activity

ser Task Activity Dialogs

83: KT - ihzh

w Activity

# Activity name: | Recording the demand

* Activity type: | Usertask activity

84: K IHAT - A INiE SN
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VAR BRPAE S — NSRRI B, DR T B I 55— AN AT S50 Bl A 2 SRR I 2 B i — H
WFTHHE o

FERXAG 7 BATTIR TG ZOBE 03 T KM AT S5 G S ATHE o Ry SO IERE N 7T S P A 553 Bl o0t G At
Tzl JRIRE S BCH AR S R SRR R .
w User Task Activity Dialogs

You can assign User Task Activity Dialogs to this Activity by dragging the elements with the mouse from the left list to the right list. Ordering the elements within the list is also
possible by drag 'n' drop.

Filter available User Task Activity Dialogs... ASSIGNED USER TASK ACTIVITY DIALOGS
Recording the demand A=

AVAILABLE USER TASK ACTIVITY DIALOGS

Approval denied A
Request filed A &
Recording the Application for leave AE (&
Shipment received A
Approval A
Order denied A&
Approved A &
Order placed A

Create New User Task Activity Dialog

85: BV - o3 P AT 555 alh 1At
S SEHT TBUG » Bl BRA7 IS8 AR R A7 S SO IR [ SR 5
BUHELL T ) -
* IR R C T Al O
3 HE AT 2595 B TR AR SR oK
kL
OYRCHH PT S5 IR B AEAE LA e
IR
PR PS5 SRR AE RIGHR LA 3T 50 R

S P AESHIE S EHE B iR .

R AN B ATRERI AL S SR HE RIS B o EREAE HbIEA | SRIGIE Ll B2 i E)
ZJEBE RS

PULEFRATRT LIS 2 E 2], 530 R T R i e SOIRZS o IR AR 2 )5 » IFE T8 N — AN sh i 5
B —NE) .
BT

AT A b R Ja — R I R G IA TR B AL — N shfid & o ERATE T, X
AT TARRRE o JEABRRE IT LU Ip A HY i T W 58 A AN AR -
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PR NIRRT S A AR R AR S5 A SRR HEZL B o 6 TAEAB 0 B 1T 5, 28— NS sl 5
— ARG IE SRR HE L LR R — AN BERE o AR MERAR SO RAE R GIEAAE T, JFn] DUZ R
AR ERAE

R R SR TR R R T R S U W] o BATTARZ AL IR AE o & HAIIEs) - — AP
C ATREAT PR SERAE D LA GBI .

R ) 2 A 7 T eI P AT S5 WG S R AE A2 A ()R] AR AR T 38 /N A o (R AH A7 4
NG, TR HTRE ARG BN 7 A A O R, WRFETTHR C BRI D 2RSS K A 5
JECE o IR — NS BRI ARSI S TR A R S IR R R A R

w Add and Edit Activities, User Task Activity Dialogs and Sequence Flows Show EntitylDs

&

Recording the
demand

K 86: KT - miAl E R EE— NGk
RS ARSI R E AT o AR BATAE AT AT PGB o B MERR B AL B T ANRAIER .
T LUK BUbR B A AE RS SN E . DU EATA CRITE SR IRHE .

ARG AL TR TR X B ANE 2l 2 ] B R B A C 3 Do Dhitl, BATPEAE P ZIR o i F KBS (7 5103
HEBN PP NI R RN — NS B o — FPFIRBIICT » P8 i Sk ) 2 nU R O8 BAE R R 5514 .
HBBh e ki s R R B IS s R DLEIEE B Z TR ES .

BEAR C 280 SCT 2 Z I URAR IR AR » A BRATTH 2R 7 PR ERAE 70 BO4S P H o Xk A v (8PP B bR 25
DAITIF R & 1 o

OB AT ERAT G St CRAF AR [P SR 4R B o Al R T 1K) R LR A T LAt S
AN AT ESD « PSR SRR AR S AR B A «
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w Add and Edit Activities, User Task Activity Dialogs and Sequence Flows Show EntitylDs
&
Recording the
demand
&
Approval

87: KBTI - miA B —ANESD
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w Add and Edit Activities, User Task Activity Dialogs and Sequence Flows Show EntitylDs
&
Recording the
dEnlBI‘IEIZI :>_ Approval
&
Approval

K 88: -5 TILT - HiAi LI EE — AN AR
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w Path

Recording the demand

Approval v Approval

Edit this sequence flow

w Sequence Flow Actions

You can assign Sequence Flow Actions to this Sequence Flow by dragging the elements with the mouse from the left list to the right list. Ordering the elements within the list is also
possible by drag 'n' drop.

Filter available Sequence Flow Actions... ASSIGNED SEQUENCE FLOW ACTIONS
Change ticket responsible to "Manager"” (SequenceFlowAction-ec2... [Eg
AVAILABLE SEQUENCEFLOW ACTIONS Move the process ticket into the "Management” queue (SequenceFl... =
Change ticket responsible to "Employee” (SequenceFlowAction-24f... =
Move process ticket into the "Purchasing” queue (SequenceFlowAc... =
Move process ticket into the "Employees” queue (SequenceFlowAct... =
Move process ticket into the "Post office” queue (SequenceFlowAct... =
set Ticket lock = unlock (SequenceFlowAction-5c40929cf9772929f84. .. =
Set state = pending reminder (+7d) (SequenceFlowAction-5fadl4be... F4
Close ticket successfully (SequenceFlowAction-bdfebb21561e268ed. .. [E4
Set state = pending reminder (+24h) (SequenceFlowAction-e6208f2... F4
Change State to closed successful (SequenceFlowAction-e8203eb4T... [E4
Close ticket unsuccessfully (SequenceFlowAction-efT93cf5d4a9dc02... =
Change State to closed unsuccessful (SequenceFlowAction-foeddaf... =

Create New Sequence Flow Action

89: KBTI - 7XHLEE AP AR
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Create Access Control Lists
With the help of 1j i1 #2 46|51 %% (ACL), the selectable values in process tickets can be limited. Some ACLs
have to be defined for the book ordering process to operate correctly.

In this section, all necessary ACLs are defined. Each ACL is added here in YAML format, so you can copy
them, save them as separate . ym1 files and import them in the ACL management screen.

Z & The exported ACLs contain the activity dialog IDs from the system, where they were exported
from. Do not forget to change the IDs based on your process. Otherwise the ACLs will not work.

Z

Use the Show EntityIDs link in the header of the process canvas to see the entity IDs. For the activity dialogs,
hover the mouse over the name in the list of activity dialogs in the left sidebar to see the ID.

001-ACL-BookOrderingStatus This ACL enables only the Approval value for the st atus dynamic field
in the Recording the demand activity dialog.
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w Add and Edit Activities, User Task Activity Dialogs and Sequence Flows

&

Recordingthe  [“>—— Approval

demand

Approval denied

Order

2

&

denied

Process complete

90: B THAT - ViR 5E Bk

Shipment received

Show EntitylDs

_<: Approval [ — Approved

Order :)— Order placed

&

Incoming
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— ChangeBy: root@localhost
ChangeTime: 2020-04-18 15:46:16
Comment: Approval
ConfigChange:

Possible:
Ticket:

DynamicField Status:

— Approval
ConfigMatch:

Properties:
Process:

ActivityDialogEntityID:

— ActivityDialog-bfa31751leed47£f8d8ec3albed4cflde732
CreateBy: root@localhost
CreateTime: 2020-04-18 15:42:06
Description: ''

ID: 1

Name: 001-ACL-BookOrderingStatus
StopAfterMatch: 0

ValidiD: 1

002-ACL-BookOrderingStatus This ACL enables only the Approval denied value for the Status dy-
namic field in the Approval denied activity dialog.

— ChangeBy: root@localhost
ChangeTime: 2020-04-18 15:46:08
Comment: Approval denied
ConfigChange:

Possible:
Ticket:

DynamicField Status:

— Approval denied
ConfigMatch:

Properties:
Process:

ActivityDialogEntityID:

— ActivityDialog-1ce810fd3668ce799£25cf968b139427
CreateBy: root@localhost
CreateTime: 2020-04-18 15:44:21
Description: ''

ID: 2

Name: 002-ACL-BookOrderingStatus
StopAfterMatch: 0

ValidiD: 1

003-ACL-BookOrderingStatus This ACL enables only the Approved value for the status dynamic
field in the Approved activity dialog.

— ChangeBy: root@localhost
ChangeTime: 2020-04-18 15:47:04
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(£ E0)

Comment: Approved
ConfigChange:
Possible:
Ticket:

DynamicField Status:

— Approved
ConfigMatch:

Properties:
Process:

ActivityDialogEntityID:

— ActivityDialog—-96b8e0d7£8a0e69el170£7871cbb83el5
CreateBy: root@localhost
CreateTime: 2020-04-18 15:46:22
Description: ''

ID: 3

Name: 003-ACL-BookOrderingStatus
StopAfterMatch: O

ValidiID: 1

004-ACL-BookOrderingStatus This ACL enables only the Order denied value for the status dynamic

field in the Order denied activity dialog.

— ChangeBy: root@localhost
ChangeTime: 2020-04-18 15:48:07
Comment: Order denied
ConfigChange:

Possible:
Ticket:

DynamicField Status:

— Order denied
ConfigMatch:

Properties:
Process:

ActivityDialogEntityID:

— ActivityDialog-5b60db9960a9cd488£448e3308cc8b4f
CreateBy: root@localhost
CreateTime: 2020-04-18 15:47:07
Description: ''

ID: 4

Name: 004-ACL-BookOrderingStatus
StopAfterMatch: O

ValidiD: 1

005-ACL-BookOrderingStatus This ACL enables only the Order placed value for the status dynamic

field in the Order placed activity dialog.

— ChangeBy: root@localhost
ChangeTime: 2020-04-18 15:48:51
Comment: Order placed
ConfigChange:

(N TakEE)
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Possible:
Ticket:

DynamicField_Status:

- Order placed
ConfigMatch:

Properties:
Process:

ActivityDialogEntityID:

— ActivityDialog—-a756ccae6ae83£f356£aa8333549a87£0
CreateBy: root@localhost
CreateTime: 2020-04-18 15:48:13
Description: ''

ID: 5

Name: 005-ACL-BookOrderingStatus
StopAfterMatch: 0

ValidiD: 1

006-ACL-BookOrderingStatus This ACL enables only the Shipment received value for the Status
dynamic field in the Shipment received activity dialog.

— ChangeBy: root@localhost
ChangeTime: 2020-04-18 15:49:41
Comment: Shipment received
ConfigChange:

Possible:
Ticket:

DynamicField_Status:

— Shipment received
ConfigMatch:

Properties:
Process:

ActivityDialogEntityID:

— ActivityDialog-885f547d9%9a0e07aa6e2703af5%c08ae
CreateBy: root@localhost
CreateTime: 2020-04-18 15:48:57
Description: ''

ID: 6

Name: 006-ACL-BookOrderingStatus
StopAfterMatch: 0

ValidiD: 1

Ef#: Don’ tforget to deploy the imported ACLs.

Create Process Ticket

The book ordering process is ready to use. Go to the New Process Ticket screen in the agent interface, and
find the book ordering process.
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5.5.1 Generic Interface
The generic interface consists of a multiple layer framework that lets OTRS communicate with other systems
via a web service. This communication could be bi-directional:

» OTRS as provider: OTRS acts as a server listening to requests from the external system, processing
the information, performing the requested action, and answering the request.

» OTRS as requester: OTRS acts as a client collecting information, sending the request to the remote
system, and waiting for the response.

Generic Interface Layers

The generic interface is build based on a layer model, to be flexible and easy to customize.

A layer is a set of files, which control how the generic interface performs different parts of a web service.
Using the right configuration, one can build different web services for different external systems without
creating new modules.

M4 If the remote system does not support the current bundled modules of the generic interface, special
modules need to be developed for that specific web service.

Network Transport This layer is responsible for the correct communication with the remote system. It
receives requests and generates responses when acting as provider, and generates requests and
receives responses when acting as requester.

Requester communication could be initiated during an event triggered by a generic interface module or
any other OTRS module. This event is caught by the event handler and depending on the configuration
the event will be processed directly by the requester object or delegated to the scheduler (a separated
daemon designed to process tasks asynchronously).
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Data Mapping This layer is responsible for translating data structures between OTRS and the remote sys-

tem (data internal and data external layers). Usually remote systems have different data structures
than OTRS (including different values and names for those values), and here resides the importance
of the layer to change the received information into something that OTRS can understand and on the
opposite way send the information to each remote system using their data dictionaries.

Example: Priority (OTRS) might be called Prio in a remote system and it could be that value 1 very
low (OTRS) should be mapped to Information in the remote system.

Controller Controllers are collections of similar operations or invokers. For example, a ticket controller

might contain several standard ticket operations. Custom controllers can be implemented, for example
a TicketExternalCompany controller which may contain similar functions as the standard ticket
controller, but with a different data interface, or function names (to adapt to the remote system function
names) or complete different code.

One application for generic interface could be to synchronize information with one remote system that
only can talk with another remote system of the same kind. In this case new controllers needs to be
developed and the operations and invokers has to emulate the remote system behavior in such way
that the interface that OTRS exposes is similar to the interface of the remote system.

Operation (OTRS as a provider) An operation is a single action that can be performed within OTRS. All

operations have the same programming interface, they receive the data into one specific parameter,
and return a data structure with a success status, potential error message and returning data.

Normally operations uses the already mapped data (internal) to call core modules and perform actions
in OTRS like: create a ticket, update a user, invalidate a queue, send a natification, etc. An operation
has full access to the OTRS API to perform the action.

Invoker (OTRS as a requester) An invoker is an action that OTRS performs against a remote system. In-

vokers use the OTRS core modules to process and collect the needed information to create the request.
When the information is ready it has to be mapped to the remote system format in order to be sent to
the remote system, that will process the information, execute the action and send the response back,
to either process the success or handle errors.

Generic Interface Communication Flow

The generic interface has a defined flow to perform actions as a provider and as a requester. These flows
are described below:

OTRS as Provider

Remote Request:

1.

2.

3.

HTTP request

* OTRS receives HTTP request and passes it through the layers.

» The provider module is in charge to execute and control these actions.
W 255 A2 %

» The network transport module decodes the data payload and separates the operation name from
the rest of the data.

» The operation name and the operation data are returned to the provider.
Data external

+ Data as sent from the remote system (this is not a module based layer).
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4. Wit

» The data is transformed from the external system format to the OTRS internal format as specified
in the mapping configuration for this operation (mapping for incoming request data).

» The already transformed data is returned to the provider.
5. Data internal

» Data as transformed and prepared to be passed to the operation (This is not a module based
layer).

6. ik
* Receives and validates data.
» Performs user access control.
» Executes the action.
OTRS Response:
1. #AE
» Returns result data to the provider.
2. Data internal
» Data as returned from operation.
3. Wt

+ The data is transformed back to the remote system format as specified in the mapping configu-
ration (mapping for outgoing response data).

» The already transformed data is returned to the provider.
4. Data external

+ Data as transformed and prepared to be passed to network transport as response.
5. M4 AL

* Receives the data already in the remote system format.

+ Constructs a valid response for this network transport type.
6. HTTP response

» The response is sent back to the web service client.

+ In the case of an error, an error response is sent to the remote system (e.g. SOAP fault, HTTP
error, etc).

OTRS as Requester

OTRS Request:
1. Event trigger handler

» Based on the web service configuration determines if the request will be synchronous or asyn-
chronous.

— Synchronous

* A direct call to the requester is made in order to create a new request and to pass it
through the layers.
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— Asynchronous

* Create a new generic interface (requester) task for the OTRS daemon (by delegating
the request execution to the scheduler daemon, the user experience could be highly
improved, otherwise all the time needed to prepare the request and the remote execution
will be added to the OTRS events that trigger those requests).

* In its next cycle the OTRS daemon process reads the new task and creates a call to the
requester that will create a new request and then passes it through the layers.

2. WM
* Receives data from the event.
+ Validates received data (if needed).
+ Call core modules to complement the data (if needed).

+ Return the request data structure or send a stop communication signal to the requester, to grace-
fully cancel the request.

3. Data internal
» Data as passed from the invoker (this is not a module based layer).
4. W

» The data is transformed to the remote system format as specified in the mapping configuration
(mapping for outgoing response data).

» The already transformed data is returned to the requester.
5. Data external

» Data as transformed and prepared for sending to the remote system.
6. MLtk

* Receives the remote operation name and the data already transformed to the remote system
format from the requester.

« Constructs a valid request for the network transport.
» Sends the request to the remote system and waits for the response.
Remote Response:
1. &AL 4
» Receives the response and decodes the data payload.
» Returns the data to the requester.
2. Data external
» Data as received from the remote system.
3. Wt

» The data is transformed from the external system format to the OTRS internal format as specified
in the mapping configuration for this operation (mapping for incoming response data).

» The already transformed data is returned to the requester.
4. Data internal

+ Data as transformed and ready to be passed back to the requester.
5. IR
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* Receives return data.
» Handles the data as needed specifically by each invoker (included error handling if any).
* Return the Invoker result and data to the Requester.

6. Event handler or OTRS daemon

* Receives the data from the requester. In the case of the OTRS daemon this data might contain
information to create a task in the future.

5.5.2 7 Web /%

A web service is a communication method between two systems, in our case OTRS and a remote system.

The heart of the web service is its configuration, where it is defined what actions the web service can perform
internally (operation), what actions the OTRS request can perform remote system (invokers), how data is
converted from one system to the other (mapping), and over which protocol the communication will take
place (transport).

HPHRE 2 —FEZE  mT DU ety i adt e ATE 7 50 OTRS @Jidt Web g%, X S8 B
vt VAL S ICTRETE /8

I LB A BE AR SE ) Web Jieds o BRIAEOLT > B OTRS e AL Web 55 - Web fik 554 I3
HAL T VRN A S 4L Web RSB .

A Web Service Management

Actions Web Service List

[+] Add Web Service NAME DESCRIPTION REMOTE SYSTEM PROVIDER TRANSPORT REQUESTER TRANSPORT VALIDITY
Mo data found.

92: Web Jlx 4545 i 5t %%

A O —A Web % -
1. gk 22 MR it 3 Web BR45 1541
2. WHLITEL .
3. i RAFHRH .
A E Y — A~ Web Jl %5 :
1. £ Web IR45514 ¥ —A Web fiR%5 .
2. BHUCFE .
3. i RAFEL LRAT I 58 AR
MR Web %5 :
1. £ Web fiRg5514 ¥ —A Web fiR%5 .
2. s e MR i R Web i i
3. sl HIAKHEAE A MIER T .
B B — > Web %5
1. £ Web kg5 513 hif—A Web fiR%s .

5.5. Web /5% 241



OTRS Administration Manual, % i 7.0

General

* Name: Debug threshold Debug

valid

» OTRS as provider

» OTRS as requester

Save
Save or Cancel
93: BIHEHT I Web il 45 i 4e
General
« Name: Ticket Connector Debue threshole Debug
This is a test web servi vallait valid

» OTRS as provider
p OTRS as requester

Save

Save or Save and finish or Cancel

94: %% Web IR %% 5 %
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Delete web service

Cancel Delete

&l 95: k% Web JIR 4% 5t 4%

2. mili ZEMARH ) sa e Web i ds #4241 -
3. XA~ Web RFFHIN —SFIATK -

Clone web service

# Mame: |Ticket Connector-1541423395710

Clone Cancel

96: 1il% Web JIR4 b5

T H A Web 55
1. sidhi Web JIR&5 41 1) —A Web JiRkR45 -
2. sk /ey i Web 55424 .
3. TEFEANL L — ML E RS Export _ACL.yml (1 .

et [FATAERE WEB [ 45 M (0 004 A SO AR 5

HEAF A Web RS IR E P 5L
1. riihi Web filR5512 i —4 Web filR55 .
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2. i A= ) e S .

Configuration History List

VERSION CREATE TIME
1 2018-11-05 12:30:56

97: Web I 55 [rIMC & Iy H B

H A Web ik 5518 H 11045 -
1. xiddi Web 5551124 1) — 4 Web A5 o
2. i ZE MR B R L .

Request List

TYPE TIME COMMUNICATION ID REMOTE IP

Mo data found.
11w | 14w || 2017 v

11~ ] 05v | 2018 v

10
descending

2 Refresh

98: Web 55 i il 4% b 4+

P N> Web Jik55

- T ZE AR RN Web 55 24

s ZE MR ) N Web [l d5 #24L -

SR HE R 0 4%

EFEANIERT P I L ymd SCPF

N FAH] Web RS INAFRC ATaE Do I, 1244 PR A BCE SO .
sy AL .

—

o g M 0D

5.5.3 Web k%% &

The web service configuration needs to be saved on each level. This means that if a setting is changed,
links to other, deeper parts of the configuration will be disabled forcing you to save the current configuration
level. After saving the disabled links will be re-enabled again allowing you to continue with the configuration.

AN e AL BRI T DME ] DU R o AT LS P BUR T BL
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Web Jiiz 553 1l e &

General

* Mame: [ ; Debug

valid

K 99: Web JIxs5 8 & - 1
AN e AR L DY T DME T U N RCE, o T RS T BO BT B

YRR SRR AR o AT DT BT R AT R B AT RS TR o MR B E M AR
S

IR LT ERE, H AT AR AL S I I SCAS
LHE RS This field can be used to add a description for the remote system.

WX IR E EREZ debug - 4 LLIX M7 AUBCE I > P75 S AR EA el o AN 22 10 U B
HBEE ARG v IS A B SR H AR R AR
PR ERAEZN C MBS
- iR
* InfoC /55 )
+ Notice( 7 )
o R
ARE BCE PRI A o R BORCE ) AR WA BHIE R R AE OTRS i H o Mt B &
R TGN I TGRSR A L BRI AT
AR Web 45 7% &

NS PR, TDMER LR R E o AR RS B S IE B .
M &AL EREEL S Web A4St H M 4L 4 o I REMI{E & HTTP::REST A1 HTTP::SOAP

M R E) S AU DAL ORAFIC . - A MO B HHDR e 7 B5 i .

ft'E The Configure button is visible only, after a network transport was selected and saved. See the con-
figuration for OTRS as Provider - HTTP::REST and OTRS as Provider - HTTP::SOAP below.

A HAEIERIFRAF A2 )5 > ETUA R o B #— MRAERHTIT— P B A bR 4

OTRS 1E A4t #E )7 - HTTP::REST

The configuration might be a bit more complicated, as it grows dynamically for each configured operation
by adding route mapping for each operation and valid request methods for each operation to the default
transport settings.

AN el AR L BEURIN T DME T DU IR o T S T BUZ T BL
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* OTRS as provider

In provider mode, OTRS offers web services which are used by remote systems.

Settings
Metwork transport: | HTTP:REST Configure

Error Handling Modules

Error handling medules are used to react in case of errors during the communication. Those modules are executed in a specific
order, which can be changed by drag and drop.

# NAME DESCRIPTION BACKEND
1 No data found.

Add error handling module:

Operations

Operations are individual system functions which remote systems can request.

NAME DESCRIPTION CONTROLLER INBOUND MAPPING OUTBOUND MAPPING
TicketGet - Ticket:TicketGet - -

Add Operation:

100: Web JIi45 8 E - OTRS 1E i /3

Operation Details
* Name:
The name is typically used to call up this web service operation from a remote system.
Description:
Operation backend: |Ticket:TicketGet

This OTRS operation backend module will be called internally to process the request,
generating data for the response.

Mapping for incoming request data:

The request data will be processed by this mapping, to transform it to the kind of data
OTRS expects.

Mapping for outgoing response data:
The response data will be processed by this mapping, to transform it to the kind of data
the remote system expects.

Save orCancel

101: Web k45 & - OTRS 1E W47 - #:4E
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MNetwork Transport
Properties

Type: HTTP:REST

* Route mapping for Operation
'TicketGet": Define the route that should get mapped to this operation. Variables marked by a ":' will
get mapped to the entered name and passed along with the others to the mapping. (e.g.
[Ticket/:TicketID).
Valid request methods for Operation

‘TicketGet": Limit this Operation to specific request methods. If no method is selected all requests will
be accepted.

* Maximum message length:
Here you can specify the maximum size (in bytes) of REST messages that OTRS will
process.
* Send Keep-Alive: | Mo
This configuration defines if incoming connections should get closed or kept alive.
Additional response headers (all
FREERT TR Common headers
These headers will be set in every response. Header value

variables marked by a ':' will get replaced by the
corresponding data value (e.g. ":TicketiD' becomes '1').

Add header

Additional response headers

(operation specific):

Save or Saveand Ffinish or Cancel

Kl 102: Web JIr45 % & - OTRS fE A4 )7 - HTTP:REST
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Route mapping for Operation ‘<OperationName>’ * Define the route that should get mapped to this

operation. Variables marked by a : will get mapped to the entered name and passed along with the
others to the mapping (e.9. /Ticket/:TicketID).

In this setting a resource path is set. This path must be defined according to the needs of the web
service considering that the path in conjunction with the HTTP request method determines the generic
interface operation to be executed.

Path can contain variables in the form of : <VariableName>. Each path string that fits on the position
of the variable name will be added to the request payload using the variable name defined in this setting.
Examples:

Valid requests for /Resource route mapping:

https://localhost/otrs/nph—-genericinterface.pl/Webservice/Test/Resource
https://localhost/otrs/nph—-genericinterface.pl/Webservice/Test/Resource?
—~Paraml=0ne

Invalid requests for /Resource route mapping:

https://localhost/otrs/nph-genericinterface.pl/Webservice/Test/Resource/

https://localhost/otrs/nph-genericinterface.pl/Webservice/Test/Resource/
—0OtherResource

https://localhost/otrs/nph—genericinterface.pl/Webservice/Test/Resource/
—0OtherResource?Paraml=0One

Valid requests for /Resource/ : ID route mapping:

https://localhost/otrs/nph-genericinterface.pl/Webservice/Test/Resource/1
https://localhost/otrs/nph-genericinterface.pl/Webservice/Test/Resource/1?
—~Paraml=0ne

In both cases 1D = 71 will be sent to the operation as part of the payload. In the second case also
Paraml = One will be added, depending on the HTTP request method other parameters will be added
if they come as a JSON string in the request header.

Invalid requests for /Resource/ : ID route mapping:

https://localhost/otrs/nph-genericinterface.pl/Webservice/Test/Resource
https://localhost/otrs/nph—genericinterface.pl/Webservice/Test/Resource?
—~Paraml=0ne

Valid requests for /Resource/OtherResource/: ID/:Color route mapping:

https://localhost/otrs/nph-genericinterface.pl/Webservice/Test/Resource/
—OtherResource/1/Red

https://localhost/otrs/nph—-genericinterface.pl/Webservice/Test/Resource/
—OtherReosurce/123/Blue?Paraml=0ne

In the first example 1D = 7 and Color = Red, while in the second 1D = 123 and Color = Blue.

Invalid requests for /Resource/OtherResource/:ID/:Color route mapping:

https://localhost/otrs/nph-genericinterface.pl/Webservice/Test/Resource/1

https://localhost/otrs/nph-genericinterface.pl/Webservice/Test/Resource/
—OtherResource/1

https://localhost/otrs/nph—genericinterface.pl/Webservice/Test/Resource/

In 12op
B
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In the first example the part of the path /OtherResource is missing as well as the : Color variable.
In the second example just the : Color variable is missing.

Valid request methods for Operation ‘<OperationName>’ Limit this operation to specific request
methods. If no method is selected all requests will be accepted.

The HTTP request methods to determine the operation to use together with the route mapping, possible
options: CONNECT, DELETE, GET, HEAD, OPTIONS, PATCH, POST, PUT and TRACE.

Totally different operations can share exactly the same mapping path, but the request method must be
unique for each operation, in order to determine correctly the operation to use on each request.

Maximum message length * Specifies the maximum size (in bytes) for REST messages that OTRS will
process.

Send Keep-Alive * This configuration defines if incoming connections should get closed or kept alive.

Additional response headers (all operations) Optionally, you may want to define additional response
headers for all operations. These may be used to add static header values to every response. Just
click on the Add header button and fill both header and value fields. There is no limit in number of
additional header lines.

Header value variables marked by a : will get replaced by the corresponding data value (e.g.
:TicketID becomes 1).

Additional response headers (operation specific) These headers will be set in responses for the se-
lected operation. The purpose of this setting is the same as above.

Header value variables marked by a : will get replaced by the corresponding data value (e.g.
:TicketID becomes 1).

OTRS 1E A #ltFE)7 - HTTP::SOAP

It is quite simple to configure the HTTP::SOAP protocol as provider.

AN L DU, AT LU LR B o AR R S I BOR I T .

Check SOAPAction * Set to Yes in order to check the received soAPAction header (if not empty). Set to
No in order to ignore the received SOAPAction header.

SOAPAction scheme * Select how sOAPAction should be constructed. Some web services send a spe-
cific construction.

SOAPAction separator * Character to use as separator between name space and SOAP operation. Usu-
ally .Net web services use / as separator.

Namespace * URI to give SOAP methods a context, reducing ambiguities.

Request name scheme * Select how SOAP request function wrapper should be constructed.
FunctionName is used as example for actual invoker or operation name. FreeText is used
as example for actual configured value.

Response name scheme * Select how SOAP response function wrapper should be constructed.
FunctionName is used as example for actual invoker or operation name. FreeText is used as
example for actual configured value.

Maximum message length * Specifies the maximum size (in bytes) for SOAP messages that OTRS will
process.
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Metwork Transport
Properties
Type:

# Check SDAPAction:

#* SOAPACtion scheme:

* SOAPAction separator:

» Namespace:

* Request name scheme:

» Response name scheme:

* Maximum message length:

Additional response headers (all

operations):

Additional response headers

(operation specific):

Additional response SOAP namespaces

|all operations):

Additional response SOAP namespaces

HTTP::SOAP

Yes

Set to "Yes" in order to check the received SOAPAction header (if not empty).
Setto "Mo" in order to ignore the received SOAPAction header.

<MameSpace><5eparator-<0peration>

Select how SOAPAction should be constructed.
Some web services send a specific construction.

#

Character to use as separator between name space and SOAP operation.

Usually .Met web services use "[" as separator.

URI to give SOAP methods a context, reducing ambiguities.
e.g urn:otrs-com:soap:functions or http://www.otrs.com/Genericinterface/actions

=<FunctionMame=DATA=/FunctionMame=

Select how SDOAP request function wrapper should be constructed.
'FunctionName' is used as example for actual invoker/operation name.
'FreeText' is used as example for actual configured value.

<FunctionMameResponse=DATA=</FunctionNameResponse>

Select how SOAP response function wrapper should be constructed.
'FunctionName' is used as example for actual invoker/operation name.
'FreeText' is used as example for actual configured value.

Here you can specify the maximum size (in bytes) of SOAP messages that OTRS will
process.

Common headers

These headers will be set in every response. Header value
variables marked by a ="' will get replaced by the
corresponding data value (e.g. ""TicketlD' becomes '1').

Add header

Common namespaces

These namespaces will be used in every response.

Add namespace

250 (operation specific):

Sort options:
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Additional response headers (all operations) Optionally, you may want to define additional response
headers for all operations. These may be used to add static header values to every response. Just
click on the Add header button and fill both header and value fields. There is no limit in number of
additional header lines.

Header value variables marked by a : will get replaced by the corresponding data value (e.g.
:Ticket ID becomes 1).

Additional response headers (operation specific) These headers will be set in responses for the se-
lected operation. The purpose of this setting is the same as above.

Header value variables marked by a : will get replaced by the corresponding data value (e.g.
:Ticket ID becomes 1).

Additional response SOAP namespaces (all operations) These namespaces will be used in every re-
sponse.

Additional response SOAP namespaces (operation specific) These namespaces will be used in re-
sponses for this specific operation.

vEf#: Some headers are blocked for safety purposes. If needed, the list of blocked headers can be changed
in the following system configuration using the settings:

* GenericInterface::Invoker::0utboundHeaderBlacklist

* GenericInterface: :0Operation: :0OutboundHeaderBlacklist

Sort options Outbound sort order for XML fields (structure starting below function name wrapper) - see
documentation for SOAP transport.

Web Service Operation

The actions that can be performed when you are using OTRS as a provider are called operations. Each
operation belongs to a controller. Controllers are collections of operations or invokers, normally operations
from the same controller need similar settings and share the same configuration dialog. But each operation
can have independent configuration dialogs if needed.

AN e AL BEURS T DME I DU IR o AT S T BUR BT BL

ARR* SEBHRII AR o AT LR B A AMEATR LK) P 4T SRS TR R o SRR s E RN
s

fiii& Add additional information to this resource. It is recommended to always fill this field as a description

of the resource with a full sentence for better clarity, because the description will be also displayed in
the overview table.

Operation backend This OTRS operation back end module will be called internally to process the request,
generating data for the response.

The operation back end is pre-populated and cannot be edited. You will see this parameter when you
choose the operation on the web service edit screen. The field is only informative.

Mapping for incoming request data The request data will be processed by this mapping, to transform it
to the kind of data OTRS expects.

Mapping for outgoing response data The response data will be processed by this mapping, to transform
it to the kind of data the remote system expects.

Include Ticket Data Whether to include ticket data in response or not.
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Operation Details

* Name:

Ticket:: TicketGet

Save | orCancel

< 104: Add Web Service Operation Screen

Mappings are fields that normally appear on every operation, but other special fields can appear in non
default configuration dialogs to fulfill specific needs of the operation.

Normally there are two mapping configuration sections for each operation, one for the incoming data and
another one for the outgoing data. You can choose different mapping types (back ends) for each mapping
direction, since their configuration is independent from each other and also independent from the operation
back end. The normal and most common practice is that the operation uses the same mapping type in both
cases (with inverted configuration). The complete mapping configuration is done in a separate screen which
depends on the mapping type.

In the left part of the screen on the action column you have the options to go back to web service (discarding
all changes since the last save) and delete. If you click on the last one, a dialog will open and ask you if
you like to remove the operation. Click on the Delete button to confirm the removal of the operation and its
configuration or click on the Cancel button to close the delete dialog.

i K # Web fil 555 E

The network transport configuration for the requester is similar to the configuration for the provider.
IS s AR BRI, FTDMEH LU WE o AR R T I Bt R BT

W2 A4 LR ELE Web k55 A M 2 A4 o PTREMIMELRE HTTP::REST 1 HTTP::SOAP .

W R RIE R AU RAZHLIRAF IR o — A BCEALHDR onAE I 7 BE5IL

il & The Configure button is visible only, after a network transport was selected and saved. See the con-
figuration for OTRS as Requester - HTTP::REST and OTRS as Requester - HTTP::SOAP below.

It is possible to use both object and array format as a JSON response of the remote system. However,
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¥ OTRS as requester

Settings
HTTP:REST Configure

Error Handling Modules

# NAME DESCRIPTION BACKEND
1 No data found.

Invokers
ta for a request to a remot

MNAME DESCRIPTION CONTROLLER INBOUND MAPPING QUTBOUND MAPPING
Mo data found.

105: Web fil55 48 - OTRS 15Ky sk #

in the case it is an array, system stores it as an object internally, where ArrayData is used as a key
and a value is an array. Because of that, responded JSON array can be mapped efficiently, but has to
be considered as an object described above (key is ArrayData, but * can also be used as wildcard).

WS INERR A B This option is visible only, after a network transport was selected and saved. Selecting
an error handling module will open a new screen for its configuration.

AN L BRI, ATDME I U B o bR S I T BOR T B .

YRR BEBRIEI AR o AT DT BT R AMERT R AT RS TR o A FRR B E M R
SU

f#1i& Add additional information to this resource. It is recommended to always fill this field as a description
of the resource with a full sentence for better clarity, because the description will be also displayed in
the overview table.

Invoker filter Only execute error handling module for selected invokers.

Error message content filter Enter a regular expression to restrict which error messages should cause
error handling module execution. Error message subject and data (as seen in the debugger error
entry) will be considered for a match.

Example: Enter ~.*401 Unauthorized. *$ to handle only authentication related errors.

Error stage filter Only execute error handling module on errors that occur during specific processing
stages.

Example: Handle only errors where mapping for outgoing data could not be applied.

Error code An error identifier for this error handling module. This identifier will be available in XSLT mapping
and shown in debugger output.
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w General options

* Mame:

Description:

Error handling module backend:

* Processing options

Invoker filter:

Error message content filter:

Error stage filter:

Error code:

Error message:

Stop after match:

w Request retry options

# Schedule retry:

The name can be used to distinguish different error handling configurations.

RequestRetry

This OTRS error handling backend module will be called internally to process the error
handling mechanism.

Configure filters to control error handling module execution.

Only requests matching all configured filters (if any) will trigger module execution.

Only execute error handling module for selected invokers.

Enter a regular expression to restrict which error messages should cause error handling
module execution.

Error message subject and data (as seen in the debugger error entry) will considered for a
match.

Example: Enter 'A"401 Unauthorized."$' to handle only authentication related errors.

Only execute error handling module on errors that occur during specific processing
stages.
Example: Handle only errors where mapping for outgoing data could not be applied.

An error identifier for this error handling module.
This identifier will be available in XSLT-Mapping and shown in debugger output.

An error explanation for this error handling module.
This message will be available in XSLT-Mapping and shown in debugger output.

Define if processing should be stopped after module was executed, skipping all remaining
modules or only those of the same backend.
Default behavior is to resume, processing the next module.

Retry options are applied when requests cause error handling module execution (based
on processing options).
Mo

Should requests causing an error be triggered again at a later time?

2§U mit
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Error message An error explanation for this error handling module. This message will be available in XSLT
mapping and shown in debugger output.

VLHL 51511 Defines if processing should be stopped after module was executed, skipping all remaining
modules or only those of the same back end. Default behavior is to resume, processing the next
module.

OTRS 1E Nifsk# - HTTP::REST

In the case of HTTP::REST, this configuration also grows dynamically depending on the configured invokers.
Authentication and SSL options are similar to the ones in HTTP::SOAP.

AN L BRI, AT LU AR B o AR S I BUR I T .
Endpoint * URI of the remote system to indicate specific location for accessing a web service.
Timeout * Timeout value for requests.

Authentication An optional authentication mechanism to access the remote system. Select an authenti-
cation mechanism from the list and additional fields will appear.

Credential * Select a credential that has been added in the Credentials screen. Click on the Add credential
button to open the credential management screen.

Certification Authority (CA) Certificate The full path and name of the certification authority certificate file
that validates SSL certificate.

Certification Authority (CA) Directory The full path of the certification authority directory where the CA
certificates are stored in the file system.

Use Proxy Options * Show or hide proxy options to connect to the remote system.

Controller mapping for Invoker ‘<InvokerName>’ * The controller that the invoker should send re-
quests to.

Variables marked by a : will get replaced by the data value and passed along with the request (e.g.
/Ticket/:TicketID?UserLogin=:UserLogin&Password=:Password).

Valid request command for Invoker ‘<InvokerName>’ A specific HTTP command to use for the re-
quests with this invoker (optional).

Default command The default HTTP command to use for the requests. Possible options: CONNECT,
DELETE, GET, HEAD, OPTIONS, PATCH, POST, PUT and TRACE. If no command is selected, Default
command is used.

Additional request headers (all invokers) Optionally, you may want to define additional request headers
for all invokers. These may be used to add static header values to every request. Just click on the Add
header button and fill both header and value fields. There is no limit in number of additional header
lines.

Header value variables marked by a : will get replaced by the corresponding data value (e.g.
:TicketID becomes 1).

Additional request headers (invoker specific) These headers will be set in requests for the selected in-
voker. The purpose of this setting is the same as above.

Header value variables marked by a : will get replaced by the corresponding data value (e.g.
:TicketID becomes 1).

HEf#: Some headers are blocked for safety purposes. If needed, the list of blocked headers can be changed
in the following system configuration using the settings:
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Metwork Transport
Properties
Type:
# Endpoint:

* Timeout:

Authentication:

» Credential:

Certification Authority (CA) Certificate:

Certification Authority (CA) Directory:

# Use Proxy Options:

* Controller mapping for Invoker

'TicketCreate",

Valid request command for Invoker

'TicketCreate",

* Controller mapping for Invoker
‘TicketUpdate"

Valid request command for Invoker

TicketUpdate":

Default command:

Additional request headers (all

invokers):

HTTP:REST

URI to indicate specific location for accessing a web service.
e.g https:/www.otrs.com:10745/api/v1.0 (without trailing backslash)

120

Timeout value for requests.

BasicAuth |

An optional authentication mechanism to access the remote system.

= Add credential

The credentials used for authentication mechanism to access the remote system.

The full path and name of the certification authority certificate file that validates S5L
certificate.
e.g. fopt/otrs/var/certificates/SOAP/CA/fca.pem

The full path of the certification autherity directory where the CA certificates are stored in
the file system.
e.g. fopt/otrs/var/certificates/SOAP/CA

No

Show or hide Proxy options to connect to the remote system.

The controller that the invoker should send requests to. Variables marked by a " will get
replaced by the data value and passed along with the request. (e.g. (Ticket
['TicketiD?UserLogin=:UserLogin&Password=:Password).

A specific HTTP command to use for the requests with this Inveker (optional).

The controller that the invoker should send requests to. Variables marked by a " will get
replaced by the data value and passed along with the request. (e.g. (Ticket
['TicketiD?UserLogin=:UserLogin&Password=:Password).

A specific HTTP command to use for the requests with this Inveker {optional).

GET

The default HTTP command to use for the requests.

Common headers

These headers will be set in every request. Header value
variables marked by a ':" will get replaced by the
corresponding data value (e.g. ""TicketID' becomes '1').
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* GenericInterface::Invoker::0utboundHeaderBlacklist

* GenericInterface: :0Operation::0OutboundHeaderBlacklist

OTRS £ hiFk# - HTTP::SOAP

For the requester HTTP::SOAP network transport there are more fields to be set.

IS sl 4B BRI, WD U R RCE o bR R T I Bt R

Endpoint * URI of the remote system to indicate specific location for accessing a web service.
Timeout * Timeout value for requests.

Set SOAPAction * Set to Yes in order to send a filled SOAPAction header. Set to No in order to send an
empty SOAPAction header.

SOAPAction scheme * Select how sOAPAction should be constructed. Some web services require a
specific construction.

SOAPAction separator * Character to use as separator between name space and SOAP operation. Usu-
ally .Net web services use / as separator.

Namespace * URI to give SOAP methods a context, reducing ambiguities.

Request name scheme * Select how SOAP request function wrapper should be constructed.
FunctionName is used as example for actual invoker or operation name. FreeText is used
as example for actual configured value.

Response name scheme * Select how SOAP response function wrapper should be constructed.
FunctionName is used as example for actual invoker or operation name. FreeText is used as
example for actual configured value.

Encoding The character encoding for the SOAP message contents.

Authentication An optional authentication mechanism to access the remote system. Select an authenti-
cation mechanism from the list and additional fields will appear.

Credential * Select a credential that has been added in the Credentials screen. Click on the Add credential
button to open the credential management screen.

Certification Authority (CA) Certificate The full path and name of the certification authority certificate file
that validates SSL certificate.

Certification Authority (CA) Directory The full path of the certification authority directory where the CA
certificates are stored in the file system.

Use Proxy Options * Show or hide proxy options to connect to the remote system.

Additional request headers (all invokers) Optionally, you may want to define additional request headers
for all invokers. These headers will be set in every request.

Header value variables marked by a : will get replaced by the corresponding data value (e.g.
:TicketID becomes 1).

Additional request headers (invoker specific) These headers will be set in requests for the selected in-
voker. The purpose of this setting is the same as above.

Header value variables marked by a : will get replaced by the corresponding data value (e.g.
:TicketID becomes 1).

Additional request SOAP namespaces (all invokers) These namespaces will be used in every request.
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Metwork Transport
Properties
Type:
* Endpoint:
* Timeout:
* Set SOAPAction:

#* SOAPACtion scheme:

# SOAPAction separator:

» Namespace:

* Request name scheme:

» Response name scheme:

Encoding:

Authentication:

» Credential:

Certification Authority (CA) Certificate:

Certification Authority (CA) Directory:

HTTP::SOAP

fasd

URI to indicate specific location for accessing a web service.
e.g. https://local.otrs.com:8000,/Webservice/Example

120

Timeout value for requests.

Yes

Set to "Yes" in order to send a filled SOAPAction header.
Set to "No" in order to send an empty SOAPAction header.

<MameSpace><5eparator-<0peration>

Select how SOAPAction should be constructed.
Some web services require a specific construction.

#

Character to use as separator between name space and SOAP operation.

Usually .Met web services use "/" as separator.

http:fwww.otrs.comd/Genericinterface/actions

URI to give SOAP metheds a context, reducing ambiguities.
e.g urn:otrs-com:soap:functions or http://www.otrs.com/Genericinterface/actions

<FunctionMame=DATA=/FunctionMame=

Select how SDAP request function wrapper should be constructed.
'FunctionName' is used as example for actual invoker/operation name.
'FreeText' is used as example for actual configured value.

<FunctionhameResponse=DATA=/FunctionMameResponse>

Select how SOAP response function wrapper should be constructed.
'FunctionName' is used as example for actual invoker/operation name.
'FreeText' is used as example for actual configured value.

The character encoding for the SOAP message contents.
e.g utf-8, latinl, is0-8859-1, cp1250, Etc.

Basichuth |

An optional authentication mechanism to access the remote system.

= Add credential

The credentials used for authentication mechanism to access the remote system.

The full path and name of the certification authority certificate file that validates S5L
certificate.
e.g. fopt/otrs/var/certificates/SOAP/CA/ca.pem

The full path of the certification autherity directory where the CA certificates are stored in
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Additional request SOAP namespaces (invoker specific) These namespaces will be used in requests
for this specific invoker.

vEf#: Some headers are blocked for safety purposes. If needed, the list of blocked headers can be changed
in the following system configuration using the settings:

* GenericInterface: :Invoker: :0utboundHeaderBlacklist

* GenericInterface: :0Operation: :0OutboundHeaderBlacklist

Sort options Outbound sort order for XML fields (structure starting below function name wrapper) - see
documentation for SOAP transport.

Web Service Mapping

There are cases where you need to transform the data from one format to another (map or change data
structure), because normally a web service is used to interact with a remote system, that is highly probable
that is not another OTRS system and/or could not understand the OTRS data structures and values. In these
cases some or all values have to be changed, and sometimes even the names of the values (keys) or even
the complete structure, in order to match with the expected data on the other end. To accomplish this task
the generic interface mapping layer exists.

Mapping Simple
Keep (leave unchanged)

This ruley apply Tor all kevys with no

Keep (leave unchanged)

w Mapping for Key NewkeyOne B

% Map key:  KeyOne Exact value(s) * to new

key: | NewkeyOne

#Mapvalue:  KeyTwo Exact value(s) * to

newwvalue:  NewkeyTwo 8

Save or Saveand Finish orCancel

K 109: Simple Web Service Mapping
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Each remote system has it own data structures and it is possible to create new mapping modules for each
case (e.g. there is a customized mapping module for SAP Solution Manager available as feature add-on),
but it is not always necessary. The module Mapping: : Simple should cover most of the mapping needs.

vEf#t: When the Mapping: : Simple does not cover all mapping needs for a web service, a new mapping
module should be created.

This module gives you the opportunity to set default values to map for each key or value for the whole
communication data.

At the beginning of the screen you will see a general section where you can set the default rules that will
apply for all the unmapped keys and values. There are three options available, these options are listed
below:

Keep (leave unchanged) It does not touch the keys or values in any way.

Ignore (drop key/value pair) When this is applied to the key it deletes the key and value, because when
a key is deleted then in consequence its associated value is deleted too. When this is applied to the
value, only the value is deleted, keeping the key, that now will be associated to an empty value.

Map to (use provided value as default) All keys and/or values without a defined map rule will use this as
default. When you select this option a new text field will appear to set this default.

Clicking on the plus button for new key map will display a new box for a single mapping configuration. You
can add as many key mappings as needed. Just click on the plus button again and a new mapping box will
appear below the existing one. From this mapping boxes you can define a map for a single key, with the
next options:

Exact value(s) The old key string will be changed to a new one if the old key matches exactly.
Regular expression The key string will be replaced following a regular expression rule.

Pressing the new value map plus button will display a new row for a value map. Here it is also possible to
define rules for each value to be mapped with the same options as for the key map (exact value and regular
expression). You can add as many values to map as needed, and if you want to delete one of them, just
click on the minus button for each mapping value row.

Deleting the complete key mapping section (box) is possible, just push on the minus button located on the
up right corner of each box that you want to delete.

If you need to delete a complete mapping configuration, go back to the corresponding operation or invoker
screen, look for the mapping direction that you select before and set its value to -, and save the configuration
to apply the changes.

It is possible to define XSLT templates for mapping.

XSLT Mapping

XSLT stylesheet * Here you can add or modify your XSLT mapping code.

The editing field allows you to use different functions like automatic formatting, window resize as well
as tag- and bracket-completion.

Use key attribute For incoming data this option defines if XML key attributes are converted into a Perl data
structure or if they are ignored.

Example: Incoming XML data
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w XSLT Mapping

# XSLT stylesheet: Kot B oo Qoby

e
[

A
"]

Here you can add or modify your XSLT mapping code.
The editing field allows you to use different functions like automatic formatting, window resize
as well as tag- and bracket-completion.

Use key attribute: No

Use key attributes for XSLT mapping.

Data includes:

Select one or more sets of data that were created at earlier request/response stages to be
included in mappable data.

These sets will appear in the data structure at '/Datalnclude/<DataSetMame>' (see debugger
output of actual requests for details).

¥l 110: XSLT Web Service Incoming Mapping
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<Article>
<Subject>some subject</Subject>
<Body>some body</Body>
<ContentType>text/plain; charset=utf8</ContentType>
<TimeUnit>1</TimeUnit>
</Article>
<Attachment>
<Content>someTestData</Content>
<ContentType>text/plain</ContentType>
<Filename>testl.txt</Filename>
</Attachment>
<Attachment Content="someTestData" ContentType="text/plain" Filename=
'"test2.txt" />

Resulting Perl data with Use key attribute disabled:

SVAR1 {
Article => {
Body => 'some body',
ContentType => 'text/plain; charset=utf8',
Subject => 'some subject',
TimeUnit => '1"',

}I
Attachment => [
{
Content => 'someTestDbata',
ContentType => 'text/plain',
Filename => 'testl.txt',
}!
{
]!
bi

Resulting Perl data with Use key attribute enabled:

SVAR1 {
Article => {
Body => 'some body',
ContentType => 'text/plain; charset=utf8',
Subject => 'some subject',
TimeUnit => '1"',

} I
Attachment => [
{
Content => 'someTestDbata',
ContentType => 'text/plain',
Filename => 'testl.txt',

Content => 'someTestDbata',
ContentType => 'text/plain',
Filename => 'test2Z2.txt',

b

(M ITgREE)
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(5 170)

1

i

Attribute options This option must be used in order to use key attributes for outgoing elements. First level
options define the elements which should receive key attributes. Second level options define which
sub elements should be converted into attributes and attached to the surrounding element. Only two
levels of options are considered for key attributes. These will be used for any level of elements in the
XML structure (not only the first level).

Please note that sorting of elements in the attribute options is possible but will not affect how key
attributes are treated.

If every sub element of an element is converted into attributes and the element contains a specific
ContentKey sub element, the content of this sub element will be used as value of the surrounding
element. Please see the following example as illustration for these options.

Example: XSLT mapping

<?xml version="1.0" encoding="UTF-8"7?>
<xsl:transform xmlns:xsl="http://www.w3.0rg/1999/XSL/Transform",
—xmlns:date="http://exslt.org/dates—and-times" version="1.0" extension-
—element-prefixes="date">
<xsl:template match="RootElement">
<xsl:copy>
<header>
<messageID>someMessagelD</messageID>
<Attachment>
<ContentKey>textl.txt</ContentKey>
<Content>someValue</Content>
<ContentType>text/plain</ContentType>
</Attachment>
<Attachment>
<Filename>text2.txt</Filename>
<Content>someValue</Content>
<ContentType>text/plain</ContentType>
</Attachment>
<Attachment>
<ContentKey>text3.txt</ContentKey>
<Content>someValue</Content>
<ContentDisposition>inline</ContentDisposition>
<ContentType>text/plain</ContentType>
</Attachment>
</header>
<ticketID>someTicketID</ticketID>
<returnCode>0</returnCode>
</xsl:copy>
</xsl:template>
</xsl:transform>

Data includes Select one or more sets of data that were created at earlier request/response stages to be
included in mappable data.

These sets will appear in the data structure at /DataInclude/<DataSetName> (see debugger out-
put of actual requests for details).
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w X5LT Mapping

* XSLT stylesheet: Aot %o Q by

i
KA
[ 4]

1

Here you can add or modify your XSLT mapping code.

The editing field allows you to use different functions like automatic formatting, window resize
as well as tag- and bracket-completion.

Use key attribute: Yes

Use key attributes for XSLT mapping.

Attribute options:
Attachment

ContentKey
Content

ContentType

Add new element; Add

Set values inside an element as attributes.

Data includes:

Select one or more sets of data that were created at earlier request/response stages to be
included in mappable data.

These sets will appear in the data structure at '/Datalnclude/<DataSetName=' (see debugger
output of actual requests for details).

111: XSLT Web Service Outgoing Mapping
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e PNAE ]

I 1 A AT G IR 55 10 5 DA SR M 55 B K — A R B oR o T Al FLIBE KRR RO AN B AT AT A B
JIi 25 63 (¥ 8 il B s AU Ry SR A AR AT T AT IR 55 oK

OTRS et G AVE BT SRV MIBCR DL IMERIE R Bk S5 HSR AR
DU ZE 554 T SEIARME R PR B TR S A ATl A P T A

6.1 %) 5 Hx

A PH SR BE SRS ] T AR S 0 H M o BROAKEOLR > Bt OTRS e N SR H ksl H « Hox
EHBERALT AN IIALN B RSs H e .

MR FE AN B« IS5 H A BELGR A AR 55 10 H 5 LR 45

a« Customer Service Catalogue
Actions Customer Service Catalogue
n Goto category management

= Gotoitem management E -

Manage customer service catalogue Manage customer service catalogue
categories. items.

K1 ds H s B
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6.1.1 &R

A Y SHE 5 A I 25 D 3 Do 5 PR 4 350 L B 80 o o TR S BB B T ot S 0 R 45 H b B
BB RS5 H 7 BT

a« Customer Service Catalogue Category Management
Actions List
[ +] Add Category TITLE LANGUAGE VALIDITY DELETE CHANGED CREATED
Test Category English (United States) valid 11/05/2018 17:15 11/05/2018 1T:15
= Gotoitem management

Filter for Categories

Just start typing to filter...

Filter for Languages

English (United States)

P 2 SO B R
AR S5 H %
1. gl ZE AR IR I 55 H 424
2. HEMIHTB
3. st fRAFFEHL -

Add Category

# Title:

# Language: = English (United States)

* Validity: | valid

Kl 3: R Iness H % B

A B IRSS H ok
1. mdillR g H BRI MRS H =
2. BB
3. wiili RAFEL RAFIF 58 AL

A EMIER IR S5 H %
1. e BE SR 1K) MR 0 o (R 57 SR A Pl s
2. sl HIAEHL -

VEME WERARGE TSN T 2 A0 15 18 el il s M o B N\ e i ) A4 B OR A R 2 S
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Edit Category
# Title; | Test Category
# Language: = English (United States)
# Validity: | valid
Kl 4 gt s H b 4
List
TITLE LANGUAGE VALIDITY DELETE CHANGED CREATED
Test Category English (United States) valid 11/05/2018 1T:15 11/05/2018 1T:15
Kl 5 MHIBR R S5 H s b
T

ARG A UL DEUINS T DME I DU B o AT AT (P BUR I BL

Pt BEBEE AR o AT AR T BOR A AMERT R B 74T B RS TR o SRR R AEE W
S

SCH s ATUEBUA H 3 At B0 7 Hak o IOR oo SCH = 7 H
W INRGER A AR 5 s — i .

ARNE > BRI BRI AR - WERIE T BOREDY ARG WA BEE BT AE OTRS A « Kt 7 Bris
B JCRE I RO AR L BRI KA

6.1.2 & HELR 4510 H
A5 FH O o g M 45 100 H S I 2R 25 H 5 o mT BUREIIR 25 00 HIE AL 2R 45 H sk o R4S 00 H & B R A vl ol %%
P45 10 H & B sl T kg5 I H B BRI .
FrERN I — MRS HH -

1. Rl ZE MR @) 355 1 B 424

2. WEWIHFE .

3. Ml PRAFFEA .
i — ARSI -

1. SRS I H IR P — MRS .

2. BTrE .

3. mirh TRAFEL DRAF I SR
Fr LM R — RS -

1. AT IR IR A o i) 3 AR P A

2. it MFRAL .
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A Customer Service Catalogue Item Management Edit ltem: Test
Actions Edit Item
4 Goto averview * Internal Title:
* Validity:
Item Content
w English (United States)
* Title:
* Text:
* Link:
Save Changes
Add ltem

* Internal Title:

# Validity:

valid

tem

Test ltem

valid

Test ltem

Test Text

TestCategory

https:/example.com

Save or Save and Finish or Cancel

6: MRk 5530 H e B 4

7: ISR SS I H B

Edit Itemn
* Internal Title:  Test Item
* Validity: | wvalid
Kl 8: Gk 55 10 H b
Edit Itern
* Internal Title:  Test Item
* Validity: | wvalid
Kl 9: MR M 45101 H B
268
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VEMR: WRRGERPASIN T 2RSS 5 U5 e M L BN A PROR A R E S I

J 55 70 H ¥

ARG AL DEUIN T LME T DU N R o AT AT (P BUZ U BL

Wb * IR BEIR I A PR, AR AR BRI R o AT RLAE I T B P AR AT SR AT RS RS T REA
T o MR BORER R .

ARNE * BCEILTRIR AN, o WERIE P BB ARG WA BEE BT AXAE OTRS A o K by Br st
BN JERE I O AR LR BRI A

W25 S50 H A ARG/ B AR T LG 4% HAS I — 2EACHAL N 7
bl * 4R TPUIL BRI AR o AT DRI T B P R AME AT AT, B KE TR .
IESC* g E il = A HIRSOA
M55 H = wr DIOA AR 55 300 H e %A el MRS H =%

VAR HAREE RO /N AE 3L € T 5 HA M FE S RS H % o

B ™ 1 A AN URL (4R

WTER R SS T H YA R NN WL TE F LA H AR I T H A o TR INIE ST VR A C
FIAHAL N B .

6.2 & Il

A T B s o o ST BLAEANES S i e ] o BROATSOL T » i) OTRS 223 A& — 48 1 e Xt
10 o 8 TS B BR A0 T AN B S ZEI) HE O .

_ Custom Page Management Add Custom Page
Actions List
Add Custom Page INTERMALTITLE ROUTE LINK VALIDITY DELETE CHANGED CREATED
Privacy Policy example [c/privacy-policy-example valid 09/18/2018 15:17 09/18/2018 15:17
Did P Imprint example [c/imprint-example wvalid 09/18/2018 15:17 09/18/2018 15:17
id you know? .
¥ Contact Us example /c/contact-us-example wvalid 09/18/2018 15:17 09/18/2018 15:17
o | car system
nfiguration. Manage navigation menus of
the external interface.
Filter for Custom Pages
Just start typing to filter...
. N = P
Bl 10 5 SOOI B 4
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6.2.1 B HE X m

b 572

il

T HIRAESE A TR A S ST BT O BC L .

A BRI —AN B E LU -
1. w22 A ¥ A0 A €SOO -
2. WB LR
3. miiht PRAFHEHL -

Add Custom Page

* Internal Title;
* Slug:

Route will be available after saving the custom page.

* Validity:  valid
Custom Page Content

* English (United States)

=
* Title:
wCoient | B 7 U 5= == lg 2 £ E|l= = Q
Format ~ | Font | size <~ | A- B T, | [@sSource Q 9y 92 22

Save Changes

Save or Cancel

AR NEV I
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A B —A> F o SOOI |

1. s R SOOI A AN B E SO .

2. BHTBL .

3. wili RAFEL PRAFIF 58 edZAL

Edit Custormn Page

* Internal Title:

Privacy Policy example

# Slug: | privacy-policy-example
Route Link: /c/privacy-policy-example
* Validity:  valid
Custom Page Content
w English (United States)
* Title: | Privacy Policy
«Contentt g 5 U § ;= = £ =
Format ~ | Font T | Size =

® = m = Q
T, | [0 Source ) 9y 92 o3

Here you can put the privacy policy that you would like to apply to your OTRS help center.

Save Changes

T B — A A e XL
1. At
2. i w AL .

Save or| Save and finish or Cancel

12: ZidE A 52 T B

55 4 BINIBIAR E AR

6.2. [ XU
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List
INTERMAL TITLE ROUTE LINK VALIDITY DELETE CHANGED CREATED
Privacy Policy example [/ privacy-policy-example valid 09/18/2018 15:17 09/18/2018 15:17
Imprint example fc/imprint-example valid 09/18/2018 15:17 09/18/2018 15:17
Contact Us example fc/contact-us-example valid 09/18/2018 15:17 05/18/2018 1517

Pl 13 WHIBR o SCOT i 4

VEMR: WUR AR GUASIN T 2 A A5 SCUUI A8 e i 2 E 3 o B N 85 1) 40 o 2 e 2 1) 1 LT
i

6.2.2 & X LI &

AN R L BRI, TR DU B o bR S I T BOR T B .

Wb * BRI A PR DR AR BRI R o AT DR B P A AT SR AT SRS R
o HFOR W ERE R T .

Slug * XKt B XU URL o #EREIN P A2/ NS 78 - SOy ms .

AL BRI RN - R T BOR BN AR WA BRI RN AAE OTRS AR H] o by Brist
B JCRE I AR AR L BRI A

FUE SCUUTHT N 78 AE /N ERPE T LA 2% H A — 28 At 9 7
PRAL* S E TR TR IL BRI A PR o AL T B AR TR AT, K E TR .
W * 4tk 5 Ik a HIKSOR .

AN AE SCOURTN A G M Ik L83 5 LRI AL i T H AV o I a8 in (3 5 #5 ml BLER A A
CURAHAL N7, W BT .

6.3 0L

A T B T DASE AR B3 SR Bos AN TR P 8 5 R O o 2 DU B BE L T AR B S AL
) B

UEBE R S BEAE J 2 ANBAE . DUMEAR N2 il S5 AL A 2 .

B WORAESE R IRAF T, S BIAR B H R

AN e A UL BEUINS T DME T DU R o AT LS T BUR U BL

6.3.1 ELANE

This is the main widget of the external interface.
Pl 33X T U TS A GRS .
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Hero Unit

Title

How can we help you today?

Background Style

Only use the background color

Background Image

[zal Select image to upload

Background Color

14: F AR/
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T EAE A SOE SEBATE S IIAT N o ATELEH] LR 25 -
« JUEBESE A
o HAEHIT ST
o I SR O LA b B A

WEER EFIMEEANENERER R o SRR, A IR BRI R L SRR MO R
BV 2 S S D

THE EE ISP, Kl AR OB IERE OB B B a] o 8nT UNTIOEIE SR IS AT e
A DA S A (0 3 6 88 P € B NN RERME R E SO e i

6.3.2 T HII5

This widget is available only to logged in customer users. If the ticket list is enabled, the tickets of the
customer users are displayed under the Hero Unit (search field). If the ticket list is disabled, the customer
users can see the tickets only in the My Tickets screen.

Ticket List

Show a ticket list for logged in users

Yes

Row Title

K] 15: TR /N

WR BRI T RAIR B € SO NN SR I s THRAIER .
Arksfll C rag D AEANERN b ST Hh AL e NP AT AR

6.3.3 JEZR itk

TE T B R SR AEAMIN 53 F T ) — AN P R
ksl C arag D AEANHBN D ST AL e N B AT AR

frset ZE A SEE , Il W R GEFE— RO SUE RN AT o ] DL TG £ (0 B0 h BEATIE #E
) DG ok M €328 4% T s PRI BN /N ERI (R 2 OB

W s N B IS B IR I =AE R .

KR AR B A NS SR R o EHEREE s R B R EARIO R R LA, SRS M
RGHIEF AR

PRl ¢ SoRAESE AR H R IARE T
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Image Teasers Add

Row Title

Row Background Color

L
16: TS 5 v/
=
Image
[za] Select image to upload
* Title

Create Custom Content Pages

* [ext

Use custom pages to provide your users with
individualized content. y

* Link Target

fotrsdfindex.pl? Action=AdminCustomPage

17: JB5) A

6.3. 11t 275



OTRS Administration Manual, % i 7.0

IESC* JRAH ISR .
FEEH AR * RSN S St e 4% H SR TIT R URL &

6.3.4 BEEYIR
RERTIA BRSBTS AT o
Link Lists Add

Row Title

Kl 18: B SIR /N

ATHRA C T D ARSI b3 St L B e/ B AT BB .
L N A LA SN AT LA N 23k YA R AR

& Title

Manage Your Content

Link Text (for the show more link)

Dizcover the OTRS Admin Ares

Link Target (for the show more link)

Jotrefindex.pl ? Action=Admin

* Link List Type

Add the ltems Manually 4

K 19: BERYIR
bl * s eI H AP AR
HERSOAR Dy WoR 2 BERRINSCA
B H bR O WoR 2RI URL .
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BERPIRIM > SR WAt 4 H K Zh e .
TN R dd gl KA 2RI H 08 /N

Jotrefindex.pl? Acti | | Manage service cal || ™
fotrsdindex.pl?Acti || Manage customoc, =
Jotre/index.pl 7 Acti | | Manage home pag +

Cancel Save

20: FahisnscH
WA RNEIR R AR R BRSNS BB AN e .

This configuration calls the document search. Therefore some tickets, FAQ articles, service cat-
alog contents are necessary for this function. If the system has public or external contents, this
card can show the elements.

6.3.5 WA

HEREA R R AES NN B F I (R — A AT

Arbsill C arag D AEANEEN b3 S A e /N B AT B B
L N AT B SN e T LIS I =K N AR A
bR ¢ SEoRTEILAE H R AR ST

IE3C* A HIISOR

BRSO Dy R RN ISR

BEH AR AESMBA B3 F I i A FERET IR URL .

6.4 FERAT R

AP e A g AR AN DA T R Wos AT &y o A J e BB S A2T BN D3 S T4 ) A R B
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Search Query

Number of Search Results to be Shown

Cancel Save

K 21: BoR R4 R

Content Cards Add

Row Title

Kl 22: R R E
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: =]
* Title
Add Helpful Resources for your Users
* [ext

With OTRS 7, you can add even more helpful
resources for your users like frequently asked,

Link Text
Manage Teaser Cards for the Home Page
Link Target

Jfotre/index. pl ? Action=Admin ExternalHomePage

* Link List Type

Add the Items Manually [

23: WAEFRH
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Edit Layout
Logo
e Preview
(5] Select image to upload Make changes to your layout on the left and preview them here.

* OTH L e #AC e httpy//vo5226.virtual.otrs.com/external
Favicon )§(
OTRS

[Za] Select image to upload

Will be displayed in the browser address bar.
Primary Color

[ R

Will be used as background color for certain

areas [e.g. buttens, header) and link hover
color.

Highlight Color
-

Will be used as backgreund or border color
for certain areas (e.g. status badges).

Default Avatar

[Ea] Select image to upload

Will be used as the default avatar for all
outgoing communication.

24: R A Ja) bt A
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B OTRS 2 BRI o Rk, o LU S 24 .

Bk WORAE SRS IRAF T, SRR H LA

Logo Logo( #ibr ) J& s EAMB AN S i e B /NE o
L Logo, il bR AR 44, SRS IEFERT Logo KR o LI SCAF#E 0 PNG -
Favicon The favorite icon is an icon that is displayed in the URL bar of the web browser.

B ORI P bR, bl R DA R L AR IR AN bR o IXTE R S PNG 5 1ICO A%
16x16 B EZEH -

Bt FEOOEAME ST AR RN C TS TR .

RSO, U W O£ RoFr BRI o R UG BRI O T BEA T RE £, thmT LAl
LB 2 IR FE BB T N ERIME R E SO BUE o P (oo 37 B B7s AE T B 11 /N AR F
T

S WoREUE, SRR B G, AESMEE G TR IRES Al L BERRAE: .

TR R, A AR B IE OB IS o T UM TG R B BT e A, BT
LI e A € 2 4 25 Hh BEA T R B N N BE TR (R S SCHE B o B g ks S B s A T N A
ts

BRUASKR R AR A B A5 AR SR
FHEHCKR U R AR T L, SRR RS BTSRRI Y
FIE L CSS A I SCAS DRz I EEAE AR RN B3 St b T ¥ € X CSS -

w Custom C55

Add your custom CSS here to make changes which can't be made using the configuration above. Please note that your custom CSS
changes are not visible in the preview area above.

25: 7€ X CSS /Mt
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OTRS %1k %%

FERLPEOCHAT 55 RGEN . — o KIS VRIK PR AREF (Y o B E IR B IRSS » A STRIK AN %
FEmAE T R DMER TR, MR RS *OTRS 4 M * SRR 2 ST —i .

7.1 =%

A8 6 B 5 1) RSN 2 55 o BROATE DL N > B OTRS e AU EART DI E I 2RSS o “o RSB R
BEHAL T OTRS SRR AL = oStk .

a Cloud Service Management

Hint Available Cloud Services

configure available cloud HAME DESCRIPTION
mmunicate securely with O SMS This will allow the system to send text messages via SMS.

10 RS BB

7.1.1 B EIRS
W A 2 RS

4 OTRS sFHEFIAIA 2055 WAULHGTE - & ORI £ IR -
1. BRI ) WO S 25 s 4L
2. UG FEL .
3. it fAEHL -
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Configuration

Name: SMS

# Phonefield for agent:  UserlMobile

Agent data field from which the mobile phone number for sending messages via SM5
should be taken.

* Phone field for customer: | UserMobile

Customer data field from which the mobile phone number for sending messages via SMS
should be taken.

# Sender string:  Example Company
Will be shown as sender name of the SM5 (Mot longer than 11 characters).
Allowed role members:

If selected, only agents assigned to these roles will be able to receive notifications via SMS
(optional).

Perform URL shortening: (v
Perform URL shortening before sending the message.

Phone black list: Add phone number

A blacklist of telephone numbers where it is forbidden to send SMS messages to. Phone
numbers must be added in international format without spaces, e.g. +491791234567, one
number per field.

Comment:
Validity: | walid

C] In order to be able to use the SMS transmission feature of the OTRS
AG, | hereby declare that | have read and understood the Data

Protection Information.

Save or Cancel

2: NN 2 IR 55 B
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[

WIS =R, DU E T o A A ST BUE LT .

MR 45 N DA G B % S T A AR B TS R R RS N D B

PGB WIS BTl A AR B TS A B B

RIENFRFR > B s RN C AT 11 ANFHE s

VERT A b W RIS T AR, W) LA 4 40 i 6 £ € R IR 25 N 53 A B ik A B2 i 4

PAT W HES R 8 R0 A0 T B AT R4

TG A% B AR 1 R 6 A I RIS S 1 PR A B o H U S R 2 DL B i S i R BEAT A Bl
+491791234567 » TR ANHLIE o

AR U RIS I e R R o O TRV, AR Ak I T B A O R S ) T R A, RO R
ok BoRTERE R

AR B ISR o iR T BRSO AR WIS BRI AR OTRS A o Rtk 7 Br i &
hy T ARER B JE ROk A R IR A

A58 b TREW A OTRS AG IS AEMIhAg 75 ZEL IO HE AR R (5 . o

7.2 SRR

WERARGECTEN » WSCFRP R R 4 0 Tl B — 285 o F e I A0k 21 OTRS 411

i L e B A B4 ) OTRS ALt o« SCRFEa AR & e 40 T OTRS 2 MRS 4L s B i sk &
B

Support Data Collector

Note 5 Cloud Services

{ to OTRS Group on a reqular Bl Available SMS (50)
Your available SMS messages are getting low. Please contact sales@otrs.com to get more SMS messages.

EE System Registration o
11 Database

Show transmitted data
B El Outdated Tables

El Table Presence

Client Connection Charset (utf3
Server Database Charset (utfS
B SIS Table Charset

InnoDB Log File Size (512 MBE

Invalid Default Values

m

Maximum Query Size (1024 M

Database Size (0.027 GB

4] Generate Support Bundle El Default Storage Engine (InnoDE
Hl Table Storage Engine

El Database Version (MySQL 5.7.24

3. SRR
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7.2 EHESCRP RS

WER ARG RN, WSCR R e 4 T Tl B — L85 O 52 U1 A ik 1) OTRS 4R M o 4 EEIHME I R 48 :
1. R ZEMARLR) RGTENHZH -
2. AIRE MU RAE
AL A R EAT AR B -
1. sl Ze AR ) R AR S i B #2411
2. (EBATITI bimerh AR RGUEM R AT SCREE
A LT Bl R SRR K%
1. Rl ZE AR Bk BB il .
A CSCRFNGRAL AT L R R AE
1. R ZE M A () A S R s 2 .
2. MRS
3. ML AT EIF AR -

Support Bundle

The Support Bundle has been Generated

Please choose one of the following options.

Send by Email

The support bundle is too large to send it by email, this option has been disabled.

Download File

4 Download

A file containing the support bundle will be downloaded to the
local system. Please save the file and send it to the OTRS

Group, using an alternate method.

Close this dialog

4: N REH A O TR AE
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7.2.2 WAERIEHE

Bt LAy o BRSSO ST ZLAR T I 4 H o FR R LR AR
« Kt LED Fonfi, HEon M .
o k(0 LED FoRiE® , FHMERLY o
o B0 LED FRoili A, A A%, (HEAR MR .
o« 2100 LED FRoRfiR, SR U it i o 1) e o

Py &g

A o Kk OTRS =4 HfE A .
RS A H B O AR A S o WRARAR, LED A h 2t .

Kot P #l oy

A4y o AT 2 OTRS A S 2 15 8. o

MR BRI BEE R o a0 LED FoREA R .
TAAAE o B b R B AT TR I .

FUER TR BRI TR o B ut£s .

e 55 5% i B0 P AT SR PE R S5 A I AR o BB ut £8 .
REME WoRBIR RN o B2 utfs .

InnoDB H&ESC AR/ 7R InnoDB SXENFEFF 1K H A S0 KA o Bz /bid 512 MB .
TR ERMME B TR ERINE » 20 LED /R LR ER I -
HREWRN R B PEA IR R R/ o b A /b 1024 MBS
Bl e /N BoR B ER RN « XHZE—MER -

BRI AR5 18 Bos s P R BR A 5 1 o B A Z0 /2 ITnnoDB .
RALEGE BB R A5 % . B AU InnoDB .

B PERAS R B IR S P ROA o (0 LED RORAUA L 08 5 «

SRR

ASHR ) W ARAT RIS AL AR A5 R,

i S QRS Niio e SIbEY i

HERIZIPIROLTER Bon CAE AR — S8 N AR AL R
KRBT BaRRSIIER -

RO RN BRBEANRIIIGT .

W RIBAPIRGL B A RS R .
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BAERGH

AHR I W AT RIEAEIZAT A RGN C 2 i A AL A S o
WETHOE WA R BE R R .

OTRS Wfit 73X fion 2% OTRS IR/ X

WEAE Y AL IS O s M 7 X R ST 251 o

FATIAS WoRBRIE RGN RAT AR

WIZIRA Bt RGN AL IRCA .

RGN WoRBIERRN ARG K « RE B ANEN ARG HATH CPU 2 filln, fEH47 8 4~ CPU [
ARG L, 8 MEUE DR FBGEIER K D

Perl itA Eox Perl A o
A HeZS (0] (%) K] A S M Bom A B4 o Nz AT 60% fm] HAZ #2800 .
EH AL X (MB) LA MB 4 54 /s B H IAS e T0) o Al A8 25 ) AN Bl ik 200 MB

OTRS 74}

A4y oA % OTRS 8L 15 & o

FEHERRIPRES B ROERIIEFER .

(AR GUEEES R TN SIS TR R SR Y O 6 1a

HWAEHE SR AR REE .

I SR SR C feilr 24 /NN D BoRErilr 24 /M NS HAEK SORASFE R
IRAPVEAER BN, B oE S AR .

IR EL N7 AT R IR — I 8] P ds R 8 s P B L

BCEWE DR RGEMCE DK — RSN T ROE .

PR Won OTRS sPH R R T IEAEBAT «

Hetl PRad sk 2or 3 OTRS X G AN b A Gl s 4L .

ERNHI RGP B 0 400 LED o8 O SC BRI B 03 5510

HL TSP R A 7R BAAE A A 1R HL 1 A

1k Display the fully qualified domain name set in system configuration setting FQDN.
YHRGRWEN BRI RGELT S .

[RGB A4 2t LED oAy $R.3 IH hiic B 25 4y 3CF1: .

A BOIRAS 2t LED Ron rfy A A IR 22k .

BAOAERE R ARAS 4t LED B OTRS HEALRRANE H T O 22 MR 4 .
BAFORAPIRE (0 LED F£oniTf Lt ayidnd 7 OTRS AR ERAE
Package List Display the list of installed packages.

RUWRCEBCE BB RS N ORI R VF R R 2 1AL .

AR BEBLHIS A 408 7 ekt o F Pl A 4

%4 ID Display the system identifier set in system configuration setting System|D.
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TR 5| fith Display the ticket index module set in system configuration setting Ticket::IndexModule.

ABE R TR IEAH T SR ICE D R OB T AL TR 4

AEFER TR BOR RGP ) TR o AE RS REY 60,000 AL TR HT, A IE S PERE
I‘ﬁjﬂ o

T RE5|#ie Display the ticket search index module set in system configuration setting
Ticket::Searchlndex::ForceUnfilteredStorage.

ticket_index F 1 HULICE BIRTE ticket _index RHIOLICRAIEE .
ticket_lock_index & 1A Lics% BIRAE ticket_lock_index RPFILICKMIEE .

I BEE Zos OTRS « HIIAH P I X5 .

PP G - Mg N R IRASE I 00 S B R 25 N 04 IR R

R 5 = g5 NG E U IS B o E IR g N G S b A 6 328

FPFEI - RFR I Gerh BoR— e XA MBS E B i RBORE A e SCRRHET A .
OTRS fitA 4o OTRS AT .

WebSocket Connection Display connection status for WebSocket connections.

7.3 RGUTEM
I e B P SR IR, R G FUTBUE o EREEREUL T o BN RS SR AU K

M
i bR 1) OTRS LERIVEME I RS o VEM5AEAL T OTRS WIS * 411 * REULE M

Un-registered system

Un-registered period expired

©

This system uses OTRS without registration! Please go to System Registration Management!

To continue using this system please register it.

HESERITNENS Wik

7.3.1 EH ARG

AR MBI RS -

1. Obtain an OTRS ID. You have to register in the OTRS Portal. After the registration you will get your
OTRS ID.

2. ¥3| OTRS UM AS AN REUEMEL, )5 ALK OTRS ID MI#HY .
3. ki NHLA .
4. EHARGIAIHMARIE
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OTRS-ID Login

You need to log in with your OTRS-ID to register your system. Your OTR5-1D is the email address
you used to sign up on the OTRS.com webpage. Data Protection

& OTRS-ID: | john.smith@example.com

* Password: | ===

Sign up now

? Retrieve a new one

K 6: RGEN - % OTRS ID

System Registration

This data will be frequently transferred to OTRS Group when you register this system

ATTRIBUTE VALUE

FQDN ofrs.example.com
OTRS Version 7.01

Database MySQL5.7.24
Operating System uburntu 16.04

Perl Version 5221

* System type: | Production

D Ticket System for my company.

Support Data Collector

+ Register or Cancel

PR 7: RGN - A RGA
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5. widh VEMHZH .
6. KA .
System Registration
This system is registered with OTRS Group.
Production
[ rption: TicketSystem for my company.
Lir D¢ 8e4828921def3bed7be06CaT22626189

Last communication with registration server: 11/16/2018 08:21

K 8: CIENH RS
A LR RGN
1. ki ZE A i g RS 1l o
2. BHARGERMAIA .
3. wili HHEH .

System Registration

You can modify registration settings here.

# System type: | Test

The system will send additional support data information to OTRS Group
Support Data Collector

Update or Cancel

9: GidE RGN B

A R AR A
1. sl ZE MRS R ) SR CAR S 0 B 12
2. LA JSON #& A& A Kl
Z L
ARFBITEABLE » TGS WS E ds — 5 .
A B VR R G
PR AR ) S RGO L .
2. Log in to the OTRS Portal.
3. Click on the OTRS Systems menu item.
4. mFEDEMREMSE .
A U ARG -
1. sl ZE AL R O R GEMHZH .
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Owverview of Transmitted Data

The following data is sent at minimum every 3 days from your system to cloud.otrs.com. The data will be transferred in JSOM format via a secure
https connection,

System Registration Data

{
'DatabaseVersion' == 'MyS0L 5.7.24",
'"FODN' == 'otrs.example.com',
'05Type"' == 'Linux',
‘0SVersion’ == 'ubuntu 16.84°,
'0TRSVersion' == '7.08.1°,
'PerlVersion' == '5.22.1'

+i

e
Support Data
[

'bisplayPath' == 'Database’,
'Identifier' ==
'Kernel: :System: : SupportDataCollector: :Plugin: :Database: :DatabaseChecks: :Kernel System: :DB: :Check: :QutdatedTables’,
'Label’ == 'Outdated Tables',
'ShortIdentifier' == 'Database::DatabaseChecks::Kernel System::DB::Check::0utdatedTables’,
'‘State’ == "0K',
'Status' == '2',
"Value' = "'

10: AL4E s be Fo Mt e

VEAR: R STORM powered by OTRS™ sl 3 2 I 55 5 [l > WTCIEHGHE SR RS

292 Chapter 7. OTRS £E[41/[x %%



CHAPTER 8

ARG IR« BOE RGN T — DR RS, BE TR MEEH] .
OTRS &4t T Z A BT HORICE.  If% WAy & OTRS .

8.1 H

LR PUMERS s BEERRIAT AT REE — TR IR MIAEST « TR 0Ly, ST LURH N B s 2 S 5 7 o

OTRS Jiid H Py S bisk o H P AVFE BT RGN I TRAI M B o 50T LUK T OB R R 55 » Jf Al
Hoar gt R B o SRDhREv HEnE I DL RS TN A S 300 F8k o 1) 25 A v ANl F R DR
I B R A BRI H D o BRSO » B OTRS 2 A& H Py o HDAE BEBE SR T R G4 B
A H It

A Calendar Management
Actions Calendars
g Calendar Overview NAME GROUP VALIDITY CHANGED CREATED EXPORT DOWNLOAD URL
Test 2018-11-06 2018-11-06
- admin  valid L o i
e A0 calendar Calendar 135132 135132 -
X Import Appointments

K1 H D b4

8.1.1 FHH/,

A LI —ASE H I
1. s ZE AR i A A Pl .
2. HEMIHTBL
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3. st fRAFEHL -

w Add new Calendar

Calendar
# Calendar name:
« Color: |~
* Permission group: = admin
* Validity: | walid

2: INTIE IR H 3 e
o TEMNRGE I

BRH P . H

PRI
NHe

RS AR IR E D ek I N B ROk R EATT

affect the system performance.

AN H

45 The maximum number of 50 valid calendars should not be exceeded. Exceeding this limit may

1. iy H g A~ H b
2. BB -

3. miihi PRAFEL TRAF I e A% AL
w Edit Calendar

Calendar
# Calendar name; Test Calendar

« Color: [~
* Permission group: = admin

# Validity: | walid

Pl 3 i 4 1] )7 o
HESH A
1. Fdi H a0 it 3t EFE .
2. i EN P IER— ML E MRS Export_Calendar_CalendarName.yml X o
FEEFANHT
1. R e ML S04 o

2. EF AT L yml SO

3. WRIEARE I B H Iy e 2 AR T O 4 F SLIEAE .
294
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4. sk S AH DA

VEMR: WERARGPEIN T 2D, RSN EIER A FR, RV Rl g fsHE A RS E H I .

8.1.2 HJjikE

ARG AL BRI T DME T U N RCE. « RS T BOE BT BL

HHLEL B

FUDRATR * SERUEIN TR o o DA 3 Bt MERTRIIG AT, GRS 7R o 4400 B
[

B * 54 F DIREY R R o S 0 e

L H P, AR A EA P b B —Flop e BT o Bn] DU TG B 1 B A T e R ]
LI T M €0 308 45 A R (0 BN 7N HE RO 2 SO

BCPRAL * e PEmBael 20 T LA ie) H g o
WAL B, ARG AR GO SE VT B U7 1) 9 H g
o HE: JP LA SRS H G B Py .
o BB M RTLUMESCH DD sy, (AAREIESOERIH T -
o QU . AP RTEABIRERIMIER H P b TR .
< BEH: P ATBAEEE D .

AL BRI RNE - R T BOR BN A% WA BRI R AT AAE OTRS FRAEH] o by Brist
BN JERE W SRR AR LR BRI A

TR H

58 AR H P 26T T A s QU TR RN o ZEASIBr U, 35§ s B RUuIZ AL -

Link ticket If set to Yes, a clickable link to the ticket will be displayed in the title of the appointment and the
created appointment will be linked to the ticket. If set to No, the ticket number will be displayed as plain
text in the title of the appointment and the appointment will not be linked to the ticket.

TG H ] 8 TRy BT a6 H Y .
SUR e Ty ai R 1 .
BAFI * e — A e AN BAFI LG/ NRE B Sh QI TR FZy (e .
WREE WAL mMIfFady e, T A AR R m LA TP .
By default, these events can trigger an update of a calendar appointment:
* TicketSLAUpdate
* TicketQueueUpdate
* TicketStateUpdate
* TicketCreate

* ArticleCreate
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w Ticket Appointments

Rulel 3
Link ticket: | Yes

Start date: | Firstresponse time

End date: | +bminutes
Use options below to narrow down for which tickets appointments will be automatically
created.
# Queues:
Search attributes: | Attachment Mame
Define rules for creating automatic appointments in this calendar based on ticket da

3 Add Rule
Kl 4: HjwE - THRZ

¢ TicketPendingTimeUpdate

¢ TicketDynamicFieldUpdate_.*

8.1.3 FATIZ
MR RGBT T A ] LR S Fif .
PG\ LT .

1. SR ) FNTRE AL -

2. 4% iCal SCHF IR AN

3. fi SATRLHAL

Import Appointments
* Upload: Browse... No file selected.
* Calendar:
date existing appointments?

All existing appointments in the calendar with same UniquelD will be overwritten.
Import appointments or Cancel

5: A TIL B4t

A gl PN JFERE MR iCal (L ics) K EAE .
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HI > A HKHE D .

W RS P i H D TR IR AT BUERUR -

OB AT I TRZ s 2

8.2 WK AiiiE

RES 5 - SRR T B VE 2 LA 45 251 o AR %0 IR SR A B A A 20, A 20 g

ﬁlﬁ KBEAT AL -

OTRS e it #- i w] HAT AN RIS ) 22 AN IR A

PR IR A
AP A 5 T A [ 2R SRS IR A

%ﬁﬁ\fmﬁt?, Bii) OTRS e A AL IR IUE o

A, WH I RAHE UniqueId MPTA A L #FE B 5

EA ) 1)
o SRR AT A h i A R A ) 2 A A S AR 7

H0 R A e B

PREEAL T * RGUEHL AR WORAE * B .
Manage Chat Channels
L Manage Chat Channels
Actions List
[+] Add Chat Channel NAME GROUP | COMMENT CUSTOMER | PUBLIC & VALIDITY | CHANGED CREATED
Test Thisis a test lid 2018-11-07 2018-11-07
Channel users channel. ne no val 08:09:30 08:09:30
6: IR AIIE A B G 45
8.2.1 FHLIRAIE
A BN AN RARE
- R ZE AR R S IR A F .

2. WELHTE .
3. miih PRAFHZHL -

o st

D BIENARGE P BRI S o R REE

P A EIE I E R o I EROR A T EATT .

A E LR — NI -
o SR RIE 1 IR
2. BB
3. wiili TRAFEL RAFIF 58 AL

8.2. MiAiE
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Add Chat Channel

= MName:

* Group:

*Valid: | valid

Save or Cancel

72 N IR AR B e

Edit Chat Channel

« Mame; |Test Channel

»Group: | users

#Valid: | valid

This is a test channel.

Save or Save and Finish or Cancel

Kl 8: Gl fEH I T AE B
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8.2.2 Wil RAiiE v &

AN e AL BRI T DME T DU R o AT LS T BUR BT BL

ARR* SRR AR o AT LAE M B A AT P45, GRS PR, o 2R s fE B
ts

A% PEMREEL 2 W LAY ) IR ATE
F R AT AR E e L BRI RUE » 15 IR R A .
KNI RS A I BRI RIS » 1518 % IEAE .

A% BB IL BRI RLNE o RS BB E ARG MRS BEE I AE OTRS HAEA] o 5t 7 Brist B
TERG B Wi I JC R AR LR BB AE T

VERE BRI IL e AR B o O T I SR SR I BUR TSN AT SE R ) T IR BRI IE . DR
MR s EL IR

8.2.3 Jii MWK 0 fy

VEAR: BB R IR ZhRE

A A IR DI RE -
1. 3] RGME A
2. {fEFHiM P42 Core — Chat .
3. B ¥#® ChatEngine: :Active
JA IR Ih e > WERAAAEBR IS » W< B 3h ) BOASGE .
A EAF AT R BE -
1. ¥e3) RGEE B
2. fEHZRMEF R chatEngine il »
3. ARWHE -
Z
g5 N BT R AE LT BB BB A 2D BAT roC His HRR -
* ChatEngine: :PermissionGroup: :ChatReceivingAgents

* ChatEngine: :PermissionGroup: :ChatStartingAgents

8.3 FAQ 57

P B B BT 2 FAQ SCRET P20 o BRAKESL R o 910 OTRS % Ll o KM H R RERr T 7
GoErEULA ) FAQ FIBL .
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« FAQ Category Management
Actions List
[+] Add category NAME VALIDITY DELETE

Misc valid

9: FAQ 2557 2L b H:

8.3.1 3 FAQ 2

ARSI AR SS H 3k
1. R MR SIS mHE . -
2. HEMIHTB
3. sl $RATHHL .

Add Category

* Name:

# Permission:

valid

% Comment:

Submit or Cancel

10: IR SS H =% b e

A B G R—IR S5 H o
1. iR gs H BRI H =%
2. BB -
3. widli FEAZHEHL .
A EMIER RS H o5
1. AR B R B F A
2. Wi B R AL

8.3.2 FAQ &) &

AN e A IE DEPINS TG UM B o AT AT (P BUR U BL
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Edit Category
« Name: Misc
#* Permission: | admin USETS
valid
» Comment:  Misc Comment
Submit or Cancel
Bl 110 gadB iR Ss H Sk b Ae
List
NAME VALIDITY DELETE
Misc valid

B 12: BRI S5 H % B

SR BRI A TR - T LZEBL T B A M TR T, RS TR « 4Bl R 7
i,

RIGIE AT AEBAT H Sk M ESIIEr H A0 5 H 3% o R B H % T H .
PR * eV ) PR SCR R 95 N B3 21

AR BB BRI RN o WL BORCE ) A% WA BB W AXAE OTRS A o Rt 7 B e
P/ & W TIN Py e R E AT A S T KL WAE

VERE * SRR I EAR R o O T SR, G IR AR I B A AT SE B T I BRI E . DR E
SRR RTINS

8.4 FAQ i+

i e i P B FAQ SCHREFT IR o BRINIE O T > BT OTRS 2l — 2855 o 16 5 B AL
T RGP FAQ TS BLR .

Il

8.4.1 %M FAQ it =

A EBRIN—NE
1. ke ZE R AR N 5 4% 4L
2. WG TFB
3. miili $ATHH .
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« FAQ Language Management

Actions List

[+] Add language NAME DELETE
de
en

Kl 13: FAQ ifi 5 8 HlL b
Add Language

* Name:

Submit or Cancel

K 14: BNINE S b

ARG MBS
1. WAE SR ANES .
2. BB .
3. wiili PR -

Edit Language

* Name: en

Submit or Cancel

15: Jwifi5 5 s
AR MES
1. w5 2R A I A E A
2. Huliifil i R AL
8.4.2 FAQ LT WE
AN L BRI, ATDME I DU W o bR S I T BOR AT B .

£ 75 * The ISO 639-1 code of a language.

8.5 MM uE 2%

A LLE S ) HEE VR I SEAB AR Rk A AL R GE o 45 B DU P T L Rk A R e T R )RR 11
WEARRAS > IFERORBEAS N« HOBTATIMER BT

302 Chapter 8. R


https://en.wikipedia.org/wiki/List_of_ISO_639-1_codes

OTRS Administration Manual, % i 7.0

List

MAME | DELETE
de
en

16: MIBRIE = b

OTRS i A BEASAE BB F I b AT B3R Py B A AR S (35 30

vEff: This feature is only available to On-Premise customers. If you are a Managed customer, this feature
is taken care of by the Customer Solutions Team in OTRS. Please contact us via support@otrs.com or in

the OTRS Portal.

Z

To see a list of installed modules, you may also see the % 74 £ 4%,
i FH LB 5 ] DL 35 M Y 8 OTRS IIREMER AL o SRS B8 DR 4R T R BN WA B2

B

_ Package Manager
Actions
Browse... No file selected.
X Install Package

2 Update repository information

8.5.1 EHI A1

Online Repository

MNAME VERSION VEMDOR DESCRIFTION ACTION
Mo data found.

Local Repository

MNAME VERSION VEMDOR DESCRIPTION STATUS ACTION
Mo data found.

Features for OTRS customers with service package only + sales@otrs.com

With a service package, you can benefit from the following optional features. Please make contact with sales@ofrs.com if you need
more information.

NAME DESCRIPTION

With this Feature Add-on, time periods specified in a ticket are displayed as calendar entries. This allows
Customer Event appointments to appear in the customer interface in such a way that customers can easily see
Ticket Calendar information about availability or scheduling, such as when they want to find the date of a WebEx

meeting. The post Customer Event Ticket Calendar first appeared on OTRS.

Typically, an inbound ticket is first assigned to an edit group/team, known as a queue, by an agent. This
Service agent usually has no knowledge of which employee on the respective team should handle the request.
Responsible The ticket is then reopened by the team that manages the queue, and it is assigned to the person who [...]

The post Service Responsible first appeared on OTRS.

17 AR S B e

B BOANOUN . A wReRZ: OTRS BRI A .

Z

8.5. MMt iFHIAE
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You can activate the installation of not verified packages in the system configuration setting Pack-
age::AllowNotVerifiedPackages.

LR

AL AT 2R A
1. WZEMARR) R g2 i e — MEL BTG
2. wiali BB S L URDET nT A a1k .
3. M FELBA RN IESE DA 5 Rt m S 2 .
4. LI UL ERAE .
5. W) BATR Wonde AW

Online Repository
MAME VERSION VENDOR DESCRIPTION ACTION
. OTRS Thi k bl
OTRSAdvancedEditor Fa 70,1 s package e.na & . ) Install
AG TemplateToolkit code snippets ...
. i o i OTRS This package provides
OTRSClAssignmentAttributeDynamicFieldMap © [ = 7.01 ) Install
AG add,remove of service and SLA ...
i OTRS Adds an additional Configltem
OTRSCICustomSearch Fs 7.0.1 . Install
AG search screen, where ...
i OTRS Thi k dds th ibili
OTRSCIReferences ) 7.0.1 = pac ag?a s the possibility Install
AG to add additional ...
K 18: {EL A
Z
The repository list can be changed in system configuration setting Package::RepositoryList.
A NS 2 A
1. R ZE MR s D0 B8 424 o
2. WA ARG EFE A . opm LAF o
3. miih AL .
4. LI LAY HIERAE .
5. ZHe)n » BATR Bon e AN
Local Repository
MAME VERSION | VENDOR & DESCRIPTION STATUS | ACTION
v OTRSverify M , OTRS This package enables . .
. 701 stalled = Uninstall
OTRSAdvancedEditor - AG TemplateToolkit code snippets i... netate s

19: AHWERAT N
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SO

A7 NAEL AT OB R
1. Wk BRI BB, S E AELR B RN B R A AT Y AR
2. wiahi BB .
3. IR UL ERAE
4. HPE AR BoRAE ARG AN
AT S B AR
- ZE TR AR 0
- IASHLSCAF R GE P £ — N L AT BT . opm SCAF &
mili LRHAT AL
- AR
5. HOHE » BAFR Won e A N
A ORI AT A
1. i ZE R SR BT AT C 2 e R R e
2. IR U IERAE
3. HHIE » BATEAG WoRAE AMBAT G AN

VR REBEIUITAT R S AT B I S BAE R R 2RI A2 A A AE BT RCAS » IS 5B £l
IXLEHAFAL S I BTAT MR C RIAEEAT AT RUBI FROAS 75 2 0 R 2R E R e P IR O IR IE R

—

A w D

VEMR: WRZE T BOAAE R G E SRR B R AR AN REE I B BE BB » I HoRE AR A 2k
WeC i T AR

OB e A

WERAEAHAE L T AR D> A M PSS OB A R IC o CHUR 5 B 22%%
A EHDPT AN

1. M ASHUBRAT A BN R e b ac o OB 2 e R AF A

2. wial BAEFI P P SRR .

3. UM LR Ui WA

EI A

A7 B AN A
1. N A IAT BN P P A .
2. wili BAESI Y EERE
3. HLMREN UL HIRAE
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Local Repository

MAME VERSION | VENDOR & DESCRIPTION STATUS | ACTION
. OTRS This package enables
. 101 . , . installed = Uninstall
OTRSAdvancedEditor - AG TemplateToolkit code snippets ...

20: ML 1
8.6 PEfEH &

PEREUR AR HE T Web FOR FIRE 7 (R SCHE T8 o A5 BE O3 A n] RE 75 S 07 B I 8] AR HERS DR L83 s o il 22 20
IS T) A S T AE G, IR RIBOE MK I o

OTRS il PEfE H A SCHRFILER o s e > PERE H ST Al s 8 s & Flas sh FM R I fi /M KAy
Wi SR ) A KCAE AN [ I e g iR SR

fiEH B v & OTRS HITERE HE « HEM SRR T ARG BN MEfe HER S .

VR N T RENSAE OTRS A A MERE N &, B ai st | e .
Hint
This feature is disabled!

Just use this feature if you want to log

ach request

[qe]

Activating this feature might affect your
system performance

5| Enable it here!

21: Ji IPERE H S SCFy

WERIAH TYEREH &, OTRS AL MY AP R AT I SR AT W R T AT 15 S
mdr AN HS S SR TRAE R .

8.7 ~uhiEH

FeT Web (¥ 8 FHFR Py (K06 BE 53 7 ZERENE V) M) IR B RS B JFAE T ZEH IR A F7 2203

OTRS 2t il B, W] LUPRIEAR U 55 A SR 7 A 2 i« 248k i M 95 N B A2 7 R mE— 2% H K
o PR — R i i BT 2 b2 iR I RE )

PSR BRSO Bk (M P &1« AR BLGE R T RV BN i LR .
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Overview

Range (last 5 m)

INTERFACE
Agent
Admin

AdminSystemConfiguration&AJAXNavigati..
AdminSystemConfiguration;ChallengeTok...

Range (last 30 m)

INTERFACE
Agent
Admin

AdminSysternConfiguration&AJAXNavigati...
AdminSystemConfiguration;ChallengeTok...

Range (last 1 h 0 m)

INTERFACE
Agent
Admin

AdminSysternConfiguration&AJAXNavigati...
AdminsystemConfiguration;ChallengeTok...

Range (last2h 0 m)

INTERFACE
Agent
Admin

AdminSystemConfiguration&AJAXNavigati..
AdminSystemConfiguration;ChallengeTok...

Range (last1d0h)

INTERFACE
Agent
Admin

AdminSystemConfiguration&AJAXNavigati..

AdminSystemConfiguration;ChallengeTok...

Range (last2d0h)

INTERFACE
Agent
Admin

AdminSystemConfiguration&AJAXNavigati..

AdminSystemConfiguration;ChallengeTok...

REQUESTS
4

2
1
1

REQUESTS
4

2
1
1

REQUESTS
4

2
1
1

REQUESTS
4

2
1
1

REQUESTS
4

2
1
1

REQUESTS
4

2
1
1

MIN RESPONSE
0s
Os
Is
Is

MIN RESPONSE
0s
Os
Is
Is

MIN RESPONSE
0s
Os
Is
Is

MIN RESPONSE
0s
Os
1s
1s

MIN RESPONSE
0s
Os
Is
Is

MIN RESPONSE

22: PLAEH &4t

MAX RESPONSE
1s
1s
1s
1s

MAX RESPONSE
1s
Is
1s
1s

MAX RESPONSE
1s
Is
Is
Is

MAX RESPONSE
15
1s
1s
1s

MAX, RESPONSE
1s
1s
1s
Is

MAX RESPONSE
1s
1s
1s
1s

AVERAGE RESPONSE
0.755

0.5

Is

Is

AVERAGE RESPONSE
0.75s

0.55

Is

Is

AVERAGE RESPONSE
0.755

0.55

Is

Is

AVERAGE RESPOMSE
0.755

0.55

Is

Is

AVERAGE RESPONSE
0.755

0.55

Is

Is

AVERAGE RESPOMSE
0.755

0.5

Is

Is
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Range (last 5 m)

Interface: Agent, Module: -, Period: 1 minutes

DATE

11/08/2018 09:17
11/08/2018 08:17
11/08/2018 0717
11/08/2018 06:17
11/08/2018 05:17

a« Session Management

Actions

All sessions

Agent sessions
Customer sessions
Unique agents
Unique customers

W Kill all sessions

Filter for Sessions

Just start typing to filter...

(=2 =

REQUESTS MIN
i Os
i) Os
i) s
a Os
i) Os

MAX
Os
Os
Os
Os
Os

23: MERE

List

SESSION TOKEN

BplomfwrIDBVtazX PglwT4ERmditTYPx
I5wVIuSFeWEIni4NUuih44nUVithx8Te

24: £1f

I

AVERAGE
Os
Os
s
Os
Os

BV 4

5

TYPE
Agent
Agent

USER
Admin OTRS
Admin OTRS

KILL
Kill this session
Kill this session
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8.7.1 HEH LN
FHEBE—A OB 20
1. WNEIHFI R P A T BRBH T
2. i,
3. BV .

Detail Session View for: umdlJrcSsmVwEYcLwiQaJ3fUen2j0TM - Admin OTRS

KEY VALUE
AdminCommunicationLogPageShown 25
AdminDynamicFieldsOverviewPageShown 25

AgentDocumentSearchPageShown 10

ChangeTime 2018-09-18 15:17:44

CreateTime 20158-09-18 15:17:44

Session|D umdlrcSsmywEYcLwiQaJJ3fUen2joTM
SessionSource Agentinterface

UserChallengeToken FAKfWQsnOTzHNKrnUmoLDbnHEVPUCGIS
UserEmail root@localhost
UserFAQJournalOverviewSmallPageShown 25

UserFAQOverviewSmallPageShown 25

K 25: 21 PRI R
AELR A E
1. WNRTRFIRPIES A CERI S .
2. mifi ZAlHI &bz ot .

List
SESSION | TOKEN TYPE USER KILL
umdlJrcSsmVwEYcLwiQaJJ3fUen2jiTM Agent Admin OTRS Kill this session

K| 26: & 14 i b o

B piil KA IR ST B R S A T AN AT RERAEIIH T TARR 2% )

AL BT 1
1. s MR ) 2T il .

B il KAk P SRR LAV R S 1 AN REAT BN . R ERAEI ] TR 2R

VEMR: WRAT 2RSSR BIRSE VAT T v S B N S DR A AL FOR A R E 2
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8.8 SQL i ifi i I

vEff: This feature is only available to On-Premise customers. If you are a Managed customer, this feature
is taken care of by the Customer Solutions Team in OTRS. Please contact us via support@otrs.com or in
the OTRS Portal.

FE—ANTHRRGH, AT LR Gevh 5 AR ZEN Bos T BT S A o (0, A I S e Uy ) 2
PP AARAS B 2 R SRS SRVRANER e TR AR SE A s S — A THAT A AT RN AT .

FLAE VT ) et P T B0 1) W] BE I B O th BT I A AT o BR T U0 IR A AT EE ] P A RS C AP
ARG D 2 Ah, T EEA PRI P A4 R R o 3K S Reeht vl g 23 BEL A5 3 DA B b AT B0 S5 2 ) 4
FAHRAE

OTRS v HIFE 4 28 it 1 IR T i i i) SQL A& 1 o & SV B PR B2 Vs i) » BT A7 45 ST AT LA
FE PR F it A 21 55 H 21 CSV/Excel SCAT .

i MR A R e 1 SQL 1R U« SQL & Al HUE e REUE BIALI) SQL Al i bt o

Hint Options

# SQL:  SELECT * FROM

t [40

HTML

Run Query

K 27: SQL &% 5

8.8.1 &ifj SQL iEf)

VEME: SRARER A SQL AR ELE R IE BN R B o BOATEOL T, EVEEECRINN A, L e
SELECT #&ifi »

it ltis possible to modify the application database via SQL box. To do this, you have to enabled the
system configuration setting AdminSelectBox::AllowDatabaseModification. Activate it to your own risk!

A EPAT— % SQL 1H1) :
1. #£ SQL ArfkEH A SQL ifif) .
2. WEFEE R
3. it AT B .

310 Chapter 8. R


mailto:support@otrs.com
https://portal.otrs.com/
https://doc.otrs.com/doc/manual/config-reference/7.0/en/content/frontend.html#adminselectbox-allowdatabasemodification

OTRS Administration Manual, % i 7.0

Options

% SQL: SELECT * FROM

40

HTML

Run Query

28: SQL frifyaf /Ml
8.8.2 SQL ix#

AN e A UL DEUINS T LME I DU CE o AT AT (T BUR U BL
SQL * FHFEA UM SQL WA
B iy N — A E e DU 45 R R B 2 AT« i BOR 2 IR T BRI

W ANEALE SQLEAIR A LIMI T, 424 I Bok BRI 45 R0

g9 SQL E B Rk A .
HTML 2 45 R B i)/ fF i SQL HE TS .
CSV Arifi4li BAl FliZ 5 3 BR (R 2 SO A SN 3
Excel #rifj4h A 4] Microsoft Excel HL TRk DAL R 3K o

8.8.3 SQL /1yl

FIH IR S5 N DA ORI 2815 OFR 46 Rt ) HTML

SELECT id, login , first_name, last_name, valid_id FROM users

2 Results
ID LOGIN FIRST_MAME LAST_MAME VALID_ID
1 root@localhost Admin OTRS 1
2 53 Super Admin 1

29: SQL #Fifj4h R

ARGV PATR B2 RGBT B e BL R #ifd -

SHOW TABLES

IR users RINEH , (BT EERE LRGN 1 I T U N &y C IS SIIESL x

8.8. SQL &l 1 311
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SELECT * FROM users

8.9 RGN E

PRS2 TR BN INAT 0 o — Lo A i 24T R AR EC & SCE , — e DR S i ¢ JfAE)a
N ORI B B SO D T 55— L U FH A e o AR B SR A N AT B — AN, PR AR
TR T2 o BT HERAZ SOF AR SR AT MBI — e 22

OTRS i 1 %F & I TE SR EC B AR S8 o AT BRI R GERCE 1 T S8 SO A e it e b > 9 EL AT LA T ot
C LRI LS T 38 EEATE RS AT A4 ) IFERC EHHR DL R MR BE AT PR «

FPIE AR D RETT LA | A BT R R .
ZL:

By using the System Configuration History package, you can easily roll back changes made by users. Con-
tact sales@otrs.com to add this feature to your system.

U T i v] A B R U E CE - OTRS ik T K%Y 2200 ML E WE - RGN EF MR T RgEH
A RERCERD .

8.9.1 M R4 KL H

Jff: T2 0, VAL RGN E 1) R F 5 F b S o A 2 ) R o X SR A
Kernel/Config.pm H T E .

ERUARAELE, BHFERATILANAPE LF Rl T adk . B, MENEERSERE

FirstnameLastnameOrder o
1, AR RAE S A8 R lastname REFLK ARG E -

LAY R, TR A T E R E U AR DS N T o 2SR AR E B E AR
AR ZHGR T, XAEUMEAFITE SRR, AT LR R BIEA TR .

MALR G R IEFEBLE -

s /N A (R bl DA AR AT

K bR AT e NI AR E AR RIS BB LA

sl GRS B AL LT i A o AESARRET s AN B AE 2 MRS R (T LAE

A

M WERIEABEE ATt o M B i, AR DS AN B SE L AR 2T, ek i &
(K12 B

6. ECSUCE R o A DR B AL e B A R Esc BEVTHUH SR o IO, R 5 AT iR
SRR BT BT AT SR

7. il ORAFFEHL o WORGAE TESG WAT DN ERPAE 2 MRAG 2% (I HE &
8. IR[BIIf R ZE MR P ) AL L o R SRl A PR AN RSB TR BEE .
9. BHE LUK -

10. AL AT EA ST LR A 7
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Navigate through the available settings
by usingthe tree in the navigation box
on the left side.

Find certain settings by using the
search field below arfrom search icon
from the top navigation.

Find out how to use the system
configuration by reading the online
administrator documentation.

Iastname|

FirstnameLastnameCrder

FirstnameLastnameOrder

Firstmame Lastname

FirstnamelastnameOrder

@ History [OTRSSystemConfigurationHistory)

Firstmame Lastname

Default: O

FirstnamelastnameOrder

FirstnamelastnameOrder

Firstmame Lastname

4 30: REHLE - HRKE

K 31: RGACHE - $RBIWE

) Reset setting | | % Copy direct link

32: RALMLE - RRITIKE

@ Edit this setting

K 33: RLBLE - BfFERE L

1z Add to favourites

Specifies the order inwhich the
firstmame and the lastname of agents
will be displayed.

Framework.xml Frontend:Base & =

[# Edit this setting

Specifies the order inwhich the
firstname and the lastname of agents
will be displayed.

Frameworkxml Frontend::Base (£

Framework.xml Frentend::Base

Specifies the order inwhich the L4 x
firstname and the lastname of

agents will be displayed.

K 34: RGBCHE - M BCE

8.9. RGN E
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FirstnamelastnameOrder

Lastname Firstname

Default: O

FirstnamelLastnameOrder

Lastname Firstname

Default: O

Changes Overview

@ History (OTRSSystemConfigurationHistory)

@ History (OTRSSystemConfigurationHistory)

Frameworkxml Frontend::Base @ =

O Reset setting | | % Copydirect link | | < Add to favourites + Save || x Cancel

Specifies the order inwhich the
firstname and the lastname of
agents will be displayed.

35: RGME. - BB E

Framework.xml Frontend::Base @ =

o) Reset setting | | % Copydirectlink | | < Add to favourites [# Edit this setting

Specifies the order in which the
firstmame and the lastname of agents
will be displayed.

36: RLMLE - (RAFIE

You have 1 changed settings which will be deployed in this run. Switch to advanced mode to deploy settings changed by other users,

FirstnamelLastnameQrder

Lastname Firstname

Changes Overview

too.

Frontend::Base

37: RGME - BOE A

You have 1 changed settings which will be deployed in this run. Switch to advanced mode to deploy settings changed by other users,

FirstnamelastnameQrder Now

User modification: disabled
Setting state: enabled

Firstmame Lastname

Default: 0

too.

FirstnamelLastnameQrder HEw

User modification: disabled
Setting state: enabled

Lastmame Firstname

Default: 0

K 38: REEACE - WEZEAEIL
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1. iy M Tk ] RS T 2 ABRE WA DB P IE B .
12 UNINEREAERE » O FOAM T B AR S A DL o A LG T e i ) T

Deploy

Modified the display of agent name.

Deploynow or Cancel
K 39: RLMLE - WE W E

13, RFDFFHAIERATE 1lastname DERBEUSIIUCE o & H/NEIFEZCA — DK EILHE , Ros bt
OB

FirstnamelLastnameQrder

Lastname Firstname Specifies the order in which the
firstmame and the lastname of agents

will be displayed.

Kl 40: RAGICE - CERE

14, ZEEBIE, R A L/MBFIAR B DL AR R o AR5 sl R BCE ] .

15. 5 #iAded o

16. MEWE o

8.9.2 fIiJH FATH

NG B BRI AR 2K o FHLLR - FA P R T R AN SN H, BER
OYBCLE PR ALI A B o WURBAT R e, FOEFE ey A Bl , HREZ8E 7y B Qi BB E
C Biltn ITSM e sl A bR O IEPFEL st ax Won RIE R o LERESRIAL T2 S AU DU R 8 T Tk 2851 (1
T4l .

BRETT A us, A E Sk o 55 Z MY RN Z A 20N RE - AR G R R AT
o W TTHEMEI, BERARE, HH T3 .

A AU IR 45 R SRR BB o WOREAREE — DCE R TN L, I ol /N S (K AR AL T

=
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Reset setting

FirstnameLastnameOrder

Do you really want to reset this setting to it's default value?

Confirm Cancel

M RERE - ERRE

w Navigation

* CloudService (1)
* Admin
ModuleRegistration (1)
k Core(T)
* Daemon (1)
Log (4)
ModuleRegistration (5]

P SchedulerCronTaskManager
SchedulerGenericAgentTaskManager (2)
schedulerGenericinterfaceTaskManager (.
SchedulerTaskWorker (2)

F Frontend
P Genericinterface (1)
F WebApp (3)

K 42: RGURCE TR
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FirstnameLastnameOrder =
@ History [OTRSSystemConfigurationHistory D Reset setting | | 9% Copy direct link | | £¥ Add to favourites [ Edit this setting
Firstname Lastname Specifies the order inwhich the

firstmame and the lastname of agents

will be displayed.

Default: 0
43: RYNE - RIT W
For example FirstnameLastnameOrder can be found in Frontend — Base.

8.9.3 FAMFH RGN E

s ZE MR AR S NN AL LT ) S N B

Import Export
Upload a file to be imported to your system (.yml format as Download current configuration settings of your system in 2
exported from the System Configuration module). ymil file,
Browse... | No file selected. Include user seltings
1 Import system configuration & Exportcurrent configuration

44: RGNE - FANFH

HEFHARGRE
1. il SN S G EA B L .
2. ¥ Export_Current_System_Configuration.yml MAFRERIAM RS .
3. K SCFEE A 44 o B AR TE R AR .
HEFARGRE
1. mili AN SN2 .
2. EFEAEHTFHA L yml X .
3. stk FARGM EILH .

HEf#: This feature is only available to On-Premise customers. If you are a Managed customer, this feature
is taken care of by the Customer Solutions Team in OTRS. Please contact us via support@otrs.com or in
the OTRS Portal.

8.10 A4 H &

ML ARG FEE BN LKA — A B AN H SO, DL A PR D AT e e B B AE PR AN 200 | T iR R Sih
ERIDIENTA
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FEBRAE RS LA € SO0 A BRI B BE RO 00 T I R P B B oA A R e H A

OTRS VW AL R4 3 AT B SR V5 0 R G H & s 1 7505 ) IR 45 2 1 i 2 shell o 23 G nf LA
YUE 7 BRSO I H e sk, AR AN S A b BRI 78 H &S0 .

fEHIEhE AT &% OTRS MH&G&H o HAEBUR A0 T REUE BALN R g HERET .

_ Systemn Log
Filter for Log Entries Recent Log Enfries
Just start typing to filter... TIME PRIORITY | FACILITY MESSAGE
Tue
" o OTRS-otrs.Console.pl- There was an error executing Execute() in K n:Console:Com
Hint 16:38:10 error . . : - . "
I int: :MailQueue-13842 | 5.22.105: linux Time: Tue Nov 6 16:38:08 2018
e you will find log information about your _‘:T’
em
Tue
[=] Hide this message Nov 6
1.-""' o OTRS-otrs.Console.pl- CommunicationLog(ID countlD:-,Direction:0utge
J Maint:Email:MailQueue-13842 = Permanent sending pr we reached the sending attempt limit. M
(uTC

45: R4

HGEP RTS8 . HEE% « R HEFAAS .

VEMR: AR H G SR 2 A HS A H o 35 i RS A i B\ S5 ) 44 ok RS H S 4 H

To adjust the logging settings of the system:
1. %3] RGERCEDFRE
2. Navigate to Core — Log in the navigation tree.
3. BREWH .

8.11 RGYEdr

RGeS I T RS B DT A B BB R ) o FESSYEY T O TR AR, AERXAMELL R, TE)
RS B2 AT D1, DS AR T DR A BR i

OTRS Ml REYEY BIISCFFILTIAE » ISV E B G S A s HF AR % 1 R 6 il A G
YEY B AT RN o BEAh s ARV RIR YRS B LI, ROV B G SR RS

UL RO L HE R GG « RGP B T RO BN KRGy Bitp o

8.11.1 HH ARG 4

G IR R G YL
- R AR ) IS T R G YA .
o HENHTE .
3. sk TRAFHEH «
TG IR G
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L System Maintenance Management
Actions List
Schedule New System Maintenance START DATE STOP DATE COMMENT VALIDITY DELETE
2018-11-09 20:00:00 2018-11-09 21:30:00 System Update valid ™
Filter for System Maintenances
Just start typing to filter...
Hint
Schedule a system maintenance period for
announcing the Agents and Customers the
system is down for a time period
Some time before this system maintenance
starts the users will receive a notification on
each screen announcing about this fact.
L . > oran
46: RGUEDE LB RE
Schedule New System Maintenance
* Startdate: | 11w | 07 v || 2018 v B . 15w | 34w
= Stopdate: | 11~ ; 07wV / 2018v B . 15v | 34w
# Comment:
_Ilgil'l message:
.
Show login message:
ify message:
Y
* Validity: | valid

Save or Save and Finish or Cancel

47: RPN R G UE Y b

8.11. RGYEy
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1. R RAGEY & HIRP AN REYEY R H » 8GO G INFT 0 R G YEY B 5 0] 2 b Ak .

2. BT .
3. il PRAFEL DRAF I 58 AL .
w Edit System Maintenance Information
1Mv [ o09v ) 2018v B. 20v | o0V
M~ [ 09v [ 2018v BB_ 21~ | 30v

& Comment: System Update

There will be a system update at
Friday.

* Validity: | valid

Save or Save and Finish or Cancel

Kl 48: gl R G ey (5 B R

AR IRRGELED
1. s B R R e — SIS AR B b

2. riili WfkdEH
VALIDITY DELETE

COMMENT
valid

START DATE STOP DATE
2018-11-09 20:00:00 2018-11-09 21:30:00 System Update

List

K 49: MHER RS dE 3 B

M AR RGN T 2D RGEUed 4 H o AT I PR HEL I BN EEIE 98 10 4 FOR 2 1R € 10 R e 4

P .
8.11.2 ALY I E
FHGE IR R GG LRI
Chapter 8. ZRZEH!
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SURIN ) LR GG TR SR I A .

VERE * BEBEUEMA IR o AT AT BOT A AME AT R B 74T B4 KRS TR o TERK R AE R N
S

R RS T SO, IRk TR AN 12U B AE SR BT
Z
REMETH BRI RALEY HERE . AREZEL, WSHUNRAELERE
+ SystemMaintenance::IsActiveDefaultLoginErrorMessage
» SystemMaintenance::IsActiveDefaultLoginMessage
» SystemMaintenance::IsActiveDefaultNotification
ORI W RIE T, WG SR B BoR e OTRS K pEse .
WAV E WORE T HESOAR s MIFETT AR RGeS 2T 2SO AEIRSS N 3 5 b 2 7sidl n
Z
5 FGUIC B BEE e s RIRE 3k 1) 28 G 447 3T AR 30 %01  20- B
+ SystemMaintenance::TimeNotifyUpcomingMaintenance

ARE* BRI RNE o AR BOR BN A7 AR SRR RIATAAE OTRS HRAE ] o by Brist
By TCRE I TR AR L BRI AL

BTN IXAN/NEEIRAT 2 A S S A R o G ey ki TR T DA B RS T o AR T LLE
R ZEBRA AR AN T SR AR R R BR AR B 21 AN BT 251

* Manage Sessions

1
s 1
s 0
Agent Sessions
SESSION TYPE USER KILL
umdlrcSsmywEYcLwiQaJJ3fUen2joTM Agent Admin OTRS Kill this session
Customer Sessions
SESSION TYPE USER KILL
Mo data found.
I} Kill all Sessions, except for your own

50: G4 RGYUEY - BT
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CHAPTER 9

Tutorials

ARG IR« BOE RGN T — DR RS, BE TR MEEH] .
OTRS it 7 2 A Bl T HKRIECE. « s FEHIAY i OTRS .

9.1 Archiving Tickets

OTRS can be used as an audit-proof system. In this case deleting closed tickets may not be a good idea.
Therefore a feature has been implemented that allows you to archive tickets.

Tickets that match certain criteria can be marked as archived. These tickets are not accessed if an agent
do a regular ticket search or run a generic agent job. The system itself does not have to deal with a huge
amount of tickets any longer as only the latest tickets are taken into consideration. This can result in a huge
performance gain on large systems.

To use the archive feature:

1.

o g M 0D

N

Go to the %ML screen.

Search for the setting Ticket: :ArchiveSystem and enable the setting.

Go to the [14){F-55 screen.

Click on the Add job button in the left sidebar.

Provide a name in the Job Settings section, and select proper options to schedule this job.

Define the ticket filters in the Select Tickets section. It might be a good idea to only archive those
tickets in a closed state that have been closed a few months before.

In the Update/Add Ticket Attributes section, set the field Archive selected tickets to archive tickets.
s PRAHZHL

Run the job. The system will display all tickets which will be archived when executing the generic agent
job.
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vEfift: When you search for tickets, the system default is to search tickets which are not archived. If you want
to search through archived tickets also, simply add the Archive search filter while defining search criteria.

9.2 FAQ Approval

OTRS has an FAQ approval feature. If you activate the approval feature all newly created FAQs also create
a new ticket in a predefined queue. The persons who need to approve the FAQ entries can then act on these
tickets and approve the FAQ articles if they see fit. As long as the article has not been approved the article
will not be visible in the external interface.

The approval function can be activated via the FAQ: : ApprovalRequired system configuration setting.
The following system configuration settings may be useful to set this feature properly:

FAQ: :ApprovalGroup

FAQ: :ApprovalRequired

FAQ: :ApprovalTicketBody

FAQ: :ApprovalTicketDefaultState
FAQ: :ApprovalTicketPriority
FAQ: :ApprovalTicketSubject

FAQ: :ApprovalTicketType

The approval message can be defined in the FAQ: : ApprovalTicketBody setting. You can modify the
text if you need, and you can also use OTRS smart tags that will be substituted with their actual values when
the approval note is generated. The available OTRS smart tags are listed in the table below.

EZ S ik

<OTRS_FAQ_CATEGORY> Category name of the FAQ article.
<OTRS_FAQ_CATEGORYID> | Category ID of the FAQ article.
<OTRS_FAQ_LANGUAGE> Language of the FAQ article.
<OTRS_FAQ_ITEMID> ltem ID of the FAQ article.
<OTRS_FAQ_NUMBER> FAQ number of the FAQ article.
<OTRS_FAQ TITLE> Title of the FAQ article.
<OTRS_FAQ_AUTHOR> Author name of the FAQ article.
<OTRS_FAQ_STATE> State (visibility) of the FAQ article.

9.3 OTRS Tags

This tutorial gives an overview about OTRS tags that can be used in the screens.

HEf#: Feature add-ons can extend the list of OTRS tags. This tutorial explains only those OTRS tags that
are shipped with the framework.

9.3.1 OTRS Tag Name Space

OTRS tags are grouped into name spaces. For a quick overview, the following name spaces exist:
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<OTRS_AGENT_*>
<OTRS_APPOINTMENT *>
<OTRS_BOUNCE_TO>
<OTRS_CALENDAR_*>
<OTRS_COMMENT>
<OTRS_CONFIG_*>
<OTRS_CURRENT_*>
<OTRS_CUSTOMER_ *>
<OTRS_EMAIL_*>
<OTRS_FAQ_*>
<OTRS_MERGE_TO_TICKET>
<OTRS_NEWPW>
<OTRS_NOTIFICATION RECIPIENT_*>
<OTRS_OWNER_ *>
<OTRS_QUEUE>
<OTRS_RESPONSIBLE_*>
<OTRS_TICKET_*>
<OTRS_TOKEN>

The * in the end of the tags indicates that some fields can be put there.

9.3.2 OTRS Tag Reference

The following reference lists all possible OTRS tags.
<OTRS_AGENT_Body> Body text of the latest agent article.
<OTRS_AGENT_Body[n]> First n lines of the latest agent article.

<OTRS_AGENT_BODY_RichText> The Rich Text body of the latest agent article.

<OTRS_AGENT_BODY_RichText [n]> First n lines of the Rich Text body of the latest agent article.

<OTRS_AGENT_Cc> Carbon copy address of the latest agent article.
<OTRS_AGENT_ChangeTime> Alias of <OTRS_CURRENT_ChangeTime>.
<OTRS_AGENT_ CreateTime> Alias of <OTRS_CURRENT_ CreateTime>.
<OTRS_AGENT Email> Alias of <OTRS_AGENT_Body>.
<OTRS_AGENT_Email[n]> Alias of <OTRS_AGENT_Body [n]>.
<OTRS_AGENT_Note> Alias of <OTRS_AGENT_Body>.

<OTRS_AGENT_ Note[n]> Alias of <OTRS_AGENT_Body [n] >.
<OTRS_AGENT_From> Sender address of the latest agent article.

<OTRS_AGENT_Subject> Subject of the latest agent article.

<OTRS_AGENT_Subject[n]> First n characters of the subject of the latest agent article.

<OTRS_AGENT_To> Recipient address of the latest agent article.
<OTRS_AGENT_UserEmail> Alias of <OTRS_CURRENT_UserEmail>.
<OTRS_AGENT UserFirstname> Alias of <OTRS_CURRENT_UserFirstname>.
<OTRS_AGENT UserFullname> Alias of <OTRS_CURRENT UserFullname>.

<OTRS_AGENT_UserID> Alias of <OTRS_CURRENT UserID>.
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<OTRS_AGENT_UserLastname> Alias of <OTRS_CURRENT_UserLastname>.
<OTRS_AGENT_UserLogin> Alias of <OTRS_CURRENT_UserLogin>.
<OTRS_AGENT UserPw> Alias of <OTRS_CURRENT_UserPw>.

<OTRS_AGENT ValidID> Alias of <OTRS_CURRENT_ValidID>.

<OTRS_APPOINTMENT_ALLDAY> Returns Yes if the appointment is an all day appointment, otherwise re-
turns No.

<OTRS_APPOINTMENT_ APPOINTMENTID> |D of the appointment.
<OTRS_APPOINTMENT_CALENDARID> Calendar ID of the appointment.

<OTRS_APPOINTMENT CHANGEBY> Full name of the agent who changed the appointment.
<OTRS_APPOINTMENT CHANGETIME> Date and time when the appointment was changed.
<OTRS_APPOINTMENT_CREATEBY> Full name of the agent who created the appointment.
<OTRS_APPOINTMENT_CREATETIME> Date and time when the appointment was created.
<OTRS_APPOINTMENT DESCRIPTION> Description of the appointment.

<OTRS_APPOINTMENT ENDTIME> End time of the appointment.
<OTRS_APPOINTMENT_LOCATION> Location of the appointment.

<OTRS_APPOINTMENT NOTIFICATIONTIME> Notification time of the appointment.
<OTRS_APPOINTMENT_ RECURRING> Returns Yes if the appointment is recurring, otherwise returns No.
<OTRS_APPOINTMENT_STARTTIME> Starttime of the appointment.

<OTRS_APPOINTMENT_TITLE> Title of the appointment.

<OTRS_APPOINTMENT TITLE[n]> First n characters from the title of the appointment.
<OTRS_APPOINTMENT_ UNIQUEID> Unique ID of the appointment.

<OTRS_BOUNCE_TO> Email address where the ticket is bounced to.
<OTRS_CALENDAR_CalendarID> ID of the calendar of the appointment.

<OTRS_CALENDAR_ CalendarName> Name of the calendar of the appointment.

<OTRS_CALENDAR_ ChangeBy> |D of the agent who changed the calendar of the appointment.
<OTRS_CALENDAR_ChangeTime> Date and time when the calendar of the appointment was changed.
<OTRS_CALENDAR_Color> Color of the calendar of the appointment in RGB format.
<OTRS_CALENDAR_ CreateBy> ID of the agent who created the calendar of the appointment.
<OTRS_CALENDAR_CreateTime> Date and time when the calendar of the appointment was created.
<OTRS_CALENDAR_GroupID> Group ID of the calendar of the appointment.
<OTRS_CALENDAR_TicketAppointments> Returns an array of the ticket appointments.
<OTRS_CALENDAR ValidID> Validation ID of the calendar of the appointment.

<OTRS_COMMENT> Alias of <OTRS_CUSTOMER_Body>.

<OTRS_COMMENT [n]> Alias of <OTRS_CUSTOMER_Body [n] >.

<OTRS_CONFIG_AuthModule: :Radius: :Password> Masked and replaced by xxx.

<OTRS_CONFIG_Customer: :AuthModule: :DB: :CustomerPassword> Masked and replaced by xxx.
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<OTRS_CONFIG_Customer: :AuthModule: :Radius: :Password> Masked and replaced by xxx.
<OTRS_CONFIG_DatabasePw> Masked and replaced by xxx.

<OTRS_CONFIG_PGP: :Key: :Password> Masked and replaced by xxx.
<OTRS_CONFIG_PublicFrontend: :AuthPassword> Masked and replaced by xxx.
<OTRS_CONFIG_SearchUserPw> Masked and replaced by xxx.
<OTRS_CONFIG_SendmailModule: :AuthPassword> Masked and replaced by xxx.
<OTRS_CONFIG_UserPw> Masked and replaced by xxx.

<OTRS_CONFIG_X> Any system configuration value or empty string if the configuration not present. X is
the name of the system configuration setting.

<OTRS_CURRENT_ChangeTime> Change time of the current agent.

<OTRS_CURRENT_ CreateTime> Creation time of the current agent.
<OTRS_CURRENT_UserEmail> Email of the current agent.

<OTRS_CURRENT UserFirstname> First name of the current agent.

<OTRS_CURRENT UserFullname> Full name of the current agent.
<OTRS_CURRENT_UserID> User ID of the current agent.
<OTRS_CURRENT_UserLastname> Last name of the current agent.
<OTRS_CURRENT_UserLogin> Login name of the current agent.

<OTRS_CURRENT_ UserPw> Password of the current agent. Masked and replaced by xxx.
<OTRS_CURRENT_ValidID> Validation ID of the current agent.
<OTRS_CUSTOMER_Body> Body text of the latest customer user article.
<OTRS_CUSTOMER_Body [n]> First n lines of the latest customer user article.
<OTRS_CUSTOMER_BODY_RichText> The Rich Text body of the latest customer user article.

<OTRS_CUSTOMER_BODY_RichText [n]> First n lines of the Rich Text body of the latest customer user
article.

<OTRS_CUSTOMER_Cc> Carbon copy address of the latest customer user article.
<OTRS_CUSTOMER_DATA UserTitle> Title of the customer user of the ticket.
<OTRS_CUSTOMER_DATA UserFirstname> First name of the customer user of the ticket.
<OTRS_CUSTOMER_DATA_ UserLastname> Last name of the customer user of the ticket.
<OTRS_CUSTOMER_DATA UserLogin> Login name of the customer user of the ticket.

<OTRS_CUSTOMER_ DATA UserPassword> Password of the customer user of the ticket. Masked and
replaced by xxx.

<OTRS_CUSTOMER_DATA_ UserEmail> Email of the customer user of the ticket.
<OTRS_CUSTOMER_DATA UserCustomerID> Customer ID of the customer user of the ticket.
<OTRS_CUSTOMER_DATA_ UserPhone> Phone number of the customer user of the ticket.
<OTRS_CUSTOMER_DATA_UserFax> Fax number of the customer user of the ticket.
<OTRS_CUSTOMER_DATA_ UserMobile> Cell phone number of the customer user of the ticket.

<OTRS_CUSTOMER DATA UserStreet> Street of the customer user of the ticket.
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<OTRS_CUSTOMER_DATA_UserZip> ZIP code of the customer user of the ticket.
<OTRS_CUSTOMER_DATA_ UserCity> City of the customer user of the ticket.
<OTRS_CUSTOMER DATA_UserCountry> Country of the customer user of the ticket.
<OTRS_CUSTOMER_DATA UserComment> Comment of the customer user of the ticket.

<OTRS_CUSTOMER_DATA_ CustomerCompanyName> Name of the company of the customer user of the
ticket.

<OTRS_CUSTOMER DATA_CustomerCompanyStreet> Street of the company of the customer user of the
ticket.

<OTRS_CUSTOMER_DATA_ CustomerCompanyZIP> Z|P code of the company of the customer user of the
ticket.

<OTRS_CUSTOMER_DATA_CustomerCompanyCity> City of the company of the customer user of the
ticket.

<OTRS_CUSTOMER _DATA_CustomerCompanyCountry> Country of the company of the customer user of
the ticket.

<OTRS_CUSTOMER_DATA CustomerCompanyURL> URL of the company of the customer user of the
ticket.

<OTRS_CUSTOMER_DATA_CustomerCompanyComment> Comment of the company of the customer user
of the ticket.

<OTRS_CUSTOMER_DATA_CreateTime> Date and time when the customer user was created.
<OTRS_CUSTOMER DATA_CreateBy> ID of the agent who created the customer user.
<OTRS_CUSTOMER_DATA_ChangeTime> Date and time when the customer user was changed.
<OTRS_CUSTOMER_DATA_ChangeBy> ID of the agent who changed the customer user.
<OTRS_CUSTOMER_DATA ValidID> Validation ID of the customer user.

<OTRS_CUSTOMER UserTitle> Alias of <OTRS_CUSTOMER_DATA_UserTitle>.
<OTRS_CUSTOMER_UserFirstname> Alias of <OTRS_CUSTOMER_DATA_UserFirstname>.
<OTRS_CUSTOMER_UserLastname> Alias of <OTRS_CUSTOMER_DATA_UserLastname>.
<OTRS_CUSTOMER_UserLogin> Alias of <OTRS_CUSTOMER_DATA_UserLogin>.
<OTRS_CUSTOMER_UserPassword> Alias of <OTRS_CUSTOMER_DATA_UserPassword>.
<OTRS_CUSTOMER_UserEmail> Alias of <OTRS_CUSTOMER_DATA_UserEmails>.
<OTRS_CUSTOMER UserCustomerID> Alias of <OTRS_CUSTOMER_DATA_UserCustomerID>.
<OTRS_CUSTOMER_UserPhone> Alias of <OTRS_CUSTOMER_DATA_UserPhone>.
<OTRS_CUSTOMER_ UserFax> Alias of <OTRS_CUSTOMER_DATA_UserFax>.
<OTRS_CUSTOMER_UserMobile> Alias of <OTRS_CUSTOMER_DATA_UserMobile>.
<OTRS_CUSTOMER UserStreet> Alias of <OTRS_ CUSTOMER_DATA_UserStreet>.
<OTRS_CUSTOMER_UserZip> Alias of <OTRS_CUSTOMER_DATA_UserZip>.
<OTRS_CUSTOMER_UserCity> Alias of <OTRS_CUSTOMER_DATA_UserCity>.
<OTRS_CUSTOMER_UserCountry> Alias of <OTRS_CUSTOMER_DATA_UserCountry>.

<OTRS_CUSTOMER UserComment> Alias of <OTRS_CUSTOMER_DATA_UserComment >.
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<OTRS_CUSTOMER_CustomerCompanyName> Alias of <OTRS_CUSTOMER_DATA_CustomerCompanyName>.
<OTRS_CUSTOMER_CustomerCompanyStreet> Alias of <OTRS_CUSTOMER_DATA_CustomerCompanyStreet>.
<OTRS_CUSTOMER_CustomerCompanyZIP> Alias of <OTRS_CUSTOMER_DATA_CustomerCompanyZIP>.
<OTRS_CUSTOMER_CustomerCompanyCity> Alias of <OTRS_CUSTOMER_DATA_CustomerCompanyCitys>.
<OTRS_CUSTOMER_CustomerCompanyCountry> Alias of <OTRS_CUSTOMER_DATA_CustomerCompanyCountry>.
<OTRS_CUSTOMER_CustomerCompanyURL> Alias of <OTRS_CUSTOMER_DATA_CustomerCompanyURL>.
<OTRS_CUSTOMER_CustomerCompanyComment> Alias of <OTRS_CUSTOMER_DATA_CustomerCompanyComment >.
<OTRS_CUSTOMER_CreateTime> Alias of <OTRS_CUSTOMER_DATA_CreateTime>.
<OTRS_CUSTOMER_CreateBy> Alias of <OTRS_CUSTOMER_DATA_CreateBy>.
<OTRS_CUSTOMER_ChangeTime> Alias of <OTRS_CUSTOMER_DATA_ChangeTime>.
<OTRS_CUSTOMER_ChangeBy> Alias of <OTRS_CUSTOMER_DATA_ChangeBy>.

<OTRS_CUSTOMER_ValidID> Alias of <OTRS_CUSTOMER_DATA_ValidID>.

<OTRS_CUSTOMER_Email> Alias of <OTRS_CUSTOMER_Body>.

<OTRS_CUSTOMER_Email[n]> Alias of <OTRS_CUSTOMER_Body [n]>.

<OTRS_CUSTOMER_Note> Alias of <OTRS_CUSTOMER_Body>.

<OTRS_CUSTOMER_Note[n]> Alias of <OTRS_CUSTOMER_Body [n]>.

<OTRS_CUSTOMER From> Sender address of the latest customer user article.

<OTRS_CUSTOMER_REALNAME> Real name of the customer user of the ticket.

<OTRS_CUSTOMER_Subject> Subject of the latest customer user article.

<OTRS_CUSTOMER_Subject [n]> First n lines of the subject of the latest customer user article.
<OTRS_CUSTOMER_To> Recipient address of the latest customer user article.

<OTRS_EMAIL Date> Full date and time of the email message based on UTC.

<OTRS_EMAIL_Date[TIMEZONE]> Full date and time of the email message based on the given TIME-
ZONE (e.g. Europe/Berlin).

<OTRS_FAQ Author> Author name of the FAQ article.

<OTRS_FAQ Category> Category name of the FAQ article.

<OTRS_FAQ CategoryID> Category ID of the FAQ article.

<OTRS_FAQ ItemID> ltem ID of the FAQ article.

<OTRS_FAQ Language> Language of the FAQ article.

<OTRS_FAQ Number> FAQ number of the FAQ article.

<OTRS_FAQ_ State> State (visibility) of the FAQ article.

<OTRS_FAQ Title> Title of the FAQ article.

<OTRS_MERGE_TO_TICKET> Ticket number of the new ticket where the original ticket is merged.
<OTRS_NEWPW> New password for the lost password feature.

<OTRS_NOTIFICATION RECIPIENT UserFirstname> First name of the recipient user of the appoint-
ment.
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<OTRS_NOTIFICATION_RECIPIENT UserFullname> Full name of the recipient user of the appoint-
ment.

<OTRS_NOTIFICATION RECIPIENT UserLastname> Last name of the recipient user of the appoint-
ment.

<OTRS_NOTIFICATION_RECIPIENT UserLogin> Login name of the recipient user of the appointment.

<OTRS_NOTIFICATION_RECIPIENT UserPassword> Password of the recipient user of the appoint-
ment. Masked and replaced by xxx.

<OTRS_OWNER_ChangeTime> Alias of <OTRS_TICKET_OWNER_ChangeTime>.
<OTRS_OWNER_CreateTime> Alias of <OTRS_TICKET_OWNER_CreateTime>.

<OTRS_OWNER UserEmail> Alias of <OTRS_TICKET_OWNER_UserEmail>.

<OTRS_OWNER UserFirstname> Alias of <OTRS_TICKET_OWNER_UserFirstname>.
<OTRS_OWNER_UserFullname> Alias of <OTRS_TICKET_OWNER_UserFullname>.

<OTRS_OWNER UserID> Alias of <OTRS_TICKET_OWNER_UserID>.
<OTRS_OWNER_UserLastname> Alias of <OTRS_TICKET_OWNER_UserLastname>.
<OTRS_OWNER_UserLogin> Alias of <OTRS_TICKET_OWNER_UserLogin>.
<OTRS_OWNER_UserPw> Alias of <OTRS_TICKET_OWNER_UserPw>.

<OTRS_OWNER_ ValidID> Alias of <OTRS_TICKET_ OWNER_ValidID>.

<OTRS_QUEUE> Alias of <OTRS_TICKET_Queue>.

<OTRS_RESPONSIBLE_ChangeTime> Alias of <OTRS_TICKET_RESPONSIBLE_ChangeTimes>.
<OTRS_RESPONSIBLE_CreateTime> Alias of <OTRS_TICKET_RESPONSIBLE_CreateTime>.
<OTRS_RESPONSIBLE UserEmail> Alias of <OTRS_TICKET_RESPONSIBLE_UserEmails>.
<OTRS_RESPONSIBLE_UserFirstname> Alias of <OTRS_TICKET_RESPONSIBLE_UserFirstname>.
<OTRS_RESPONSIBLE_UserFullname> Alias of <OTRS_TICKET_ RESPONSIBLE_UserFullname>.
<OTRS_RESPONSIBLE_UserID> Alias of <OTRS_TICKET_RESPONSIBLE_UserID>.
<OTRS_RESPONSIBLE UserLastname> Alias of <OTRS_TICKET_RESPONSIBLE_UserLastname>.
<OTRS_RESPONSIBLE_UserLogin> Alias of <OTRS_TICKET_RESPONSIBLE_UserLogin>.
<OTRS_RESPONSIBLE_UserPw> Alias of <OTRS_TICKET_RESPONSIBLE_UserPw>.
<OTRS_RESPONSIBLE ValidID> Alias of <OTRS_TICKET_RESPONSIBLE_ValidID>.
<OTRS_TICKET_ AccountedTime> Total time accounted in a ticket.

<OTRS_TICKET_ Age> Age of the ticket in absolute seconds.

<OTRS_TICKET ArchiveFlag> Archive status of the ticket. Returns y or n.
<OTRS_TICKET_ChangeBy> |D of the agent who changed the ticket.

<OTRS_TICKET_ Changed> Date and time when the ticket was changed.

<OTRS_TICKET_ CreateBy> |D of the agent who created the ticket.

<OTRS_TICKET Created> Date and time when the ticket was created.

<OTRS_TICKET CustomerID> Customer ID of the ticket.

<OTRS_TICKET CustomerUserID> Customer user ID of the ticket.
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<OTRS_TICKET DynamicField X> Stored value of the dynamic field where X is the internal name of the
dynamic field.

<OTRS_TICKET DynamicField X Value> Displayed value of the dynamic field where X is the internal
name of the dynamic field.

<OTRS_TICKET EscalationDestinationDate> Date of escalation in date and time, e. g. 20271-08-02
18:00:00.

<OTRS_TICKET_ EscalationDestinationIn> Escalation in human readable format, e. g. 1h 4m.
<OTRS_TICKET EscalationDestinationTime> Date of escalation in UNIX time, e. g. 1627904516.

<OTRS_TICKET EscalationResponseTime> Response time of escalation in UNIX time, e. g.
1627904516.

<OTRS_TICKET EscalationSolutionTime> Solution time of escalation in UNIX time, e. g.
1627904516.

<OTRS_TICKET EscalationTime> Seconds total till escalation, e. g. 3600.

<OTRS_TICKET EscalationTimeWorkingTime> Seconds of working/service time till escalation, e. g.
1800.

<OTRS_TICKET EscalationUpdateTime> Update time of escalation in UNIX time, e. g. 1627904516.
<OTRS_TICKET FirstResponseTime> Seconds total till first response, e. g. 3600.

<OTRS_TICKET FirstResponseTimeDestinationDate> Date of first response time in date and time,
e. g. 2021-08-02 18:00:00.

<OTRS_TICKET FirstResponseTimeDestinationTime> Date of first response time in UNIX time, e.
g. 1627904516.

<OTRS_TICKET_ FirstResponseTimeEscalation> If true, ticket is escalated.
<OTRS_TICKET_ FirstResponseTimeNotification> If true, notify - X% of escalation has reached.

<OTRS_TICKET_ FirstResponseTimeWorkingTime> Seconds of working/service time till first re-
sponse, e. g. 1800.

<OTRS_TICKET_GroupID> Group ID of the queue of the ticket.

<OTRS_TICKET_ ID> ID of the ticket.

<OTRS_TICKET Lock> Lock status of the ticket.

<OTRS_TICKET_ LockID> Lock ID of the ticket.

<OTRS_TICKET_ Number> Number of the ticket.

<OTRS_TICKET Owner> Alias of <OTRS_TICKET_OWNER_UserLogin>.
<OTRS_TICKET_OWNER_ChangeTime> Change time of the owner agent of the ticket.
<OTRS_TICKET_OWNER_CreateTime> Creation time of the owner agent of the ticket.
<OTRS_TICKET_OWNER UserEmail> Email of the owner agent of the ticket.
<OTRS_TICKET OWNER UserFirstname> First name of the owner agent of the ticket.
<OTRS_TICKET_OWNER_UserFullname> Full name of the owner agent of the ticket.
<OTRS_TICKET OWNER UserID> User ID of the owner agent of the ticket.
<OTRS_TICKET_OWNER UserLastname> Last name of the owner agent of the ticket.

<OTRS_TICKET_OWNER_UserLogin> Login name of the owner agent of the ticket.
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<OTRS_TICKET_OWNER_UserPw> Password of the owner agent of the ticket. Masked and replaced by
XXX.

<OTRS_TICKET_OWNER ValidID> Validation ID of the owner agent of the ticket.

<OTRS_TICKET_ OwnerID> ID of the owner agent of the ticket.

<OTRS_TICKET_ Priority> Priority of the ticket.

<OTRS_TICKET_ PriorityID> Priority ID of the ticket.

<OTRS_TICKET_Queue> Queue of the ticket.

<OTRS_TICKET QueuelID> Queue ID of the ticket.

<OTRS_TICKET_ RealTillTimeNotUsed> UNIX timestamp of pending time.

<OTRS_TICKET Responsible> Alias of <OTRS_TICKET_RESPONSIBLE_UserLogin>.
<OTRS_TICKET RESPONSIBLE ChangeTime> Change time of the responsible agent of the ticket.
<OTRS_TICKET RESPONSIBLE CreateTime> Creation time of the responsible agent of the ticket.
<OTRS_TICKET RESPONSIBLE UserEmail> Email of the responsible agent of the ticket.
<OTRS_TICKET_ RESPONSIBLE UserFirstname> First name of the responsible agent of the ticket.
<OTRS_TICKET_RESPONSIBLE UserFullname> Full name of the responsible agent of the ticket.
<OTRS_TICKET_ RESPONSIBLE UserID> User ID of the responsible agent of the ticket.
<OTRS_TICKET_ RESPONSIBLE UserLastname> Last name of the responsible agent of the ticket.
<OTRS_TICKET RESPONSIBLE UserLogin> Login name of the responsible agent of the ticket.

<OTRS_TICKET_ RESPONSIBLE_ UserPw> Password of the responsible agent of the ticket. Masked and
replaced by xxx.

<OTRS_TICKET RESPONSIBLE ValidID> Validation ID of the responsible agent of the ticket.
<OTRS_TICKET_ ResponsibleID> |D of the responsible agent of the ticket.
<OTRS_TICKET_Service> Service of the ticket.

<OTRS_TICKET ServiceID> Service ID of the ticket.

<OTRS_TICKET_SLA> Service level agreement of the ticket.

<OTRS_TICKET_SLAID> Service level agreement ID of the ticket.
<OTRS_TICKET_SolutionTime> Seconds total till solution, e. g. 3600.

<OTRS_TICKET_SolutionTimeDestinationDate> Date of solution time in date and time, e. g. 2021-
08-02 18:00:00.

<OTRS_TICKET SolutionTimeDestinationTime> Date of solution time in UNIX time, e. g.
1627904516.

<OTRS_TICKET_SolutionTimeEscalation> If true, ticket is escalated.
<OTRS_TICKET_SolutionTimeNotification> If true, notify - X% of escalation has reached.
<OTRS_TICKET SolutionTimeWorkingTime> Seconds of working/service time till solution, e. g. 1800.
<OTRS_TICKET State> State of the ticket.

<OTRS_TICKET_ StateID> State ID of the ticket.

<OTRS_TICKET_ StateType> State type of the ticket.
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<OTRS_TICKET TicketID> Ticket ID of the ticket.
<OTRS_TICKET_TicketNumber> Ticket number of the ticket.
<OTRS_TICKET_ TimeUnit> Alias of <OTRS_TICKET_AccountedTime>.
<OTRS_TICKET_ Title> Title of the ticket.

<OTRS_TICKET_Type> Type of the ticket.

<OTRS_TICKET_ TypeID> Type ID of the ticket.

<OTRS_TICKET UnlockTimeout> Unlock timeout of the ticket.
<OTRS_TICKET UntilTime> Pending time in seconds.

<OTRS_TICKET_ UpdateTime> Seconds total till update, e. g. 3600.

<OTRS_TICKET UpdateTimeDestinationDate> Date of update time in date and time, e. g. 2021-08-
02 18:00:00.

<OTRS_TICKET UpdateTimeDestinationTime> Date of update time in UNIX time, e. g. 1627904516.
<OTRS_TICKET UpdateTimeEscalation> If true, ticket is escalated.

<OTRS_TICKET UpdateTimeNotification> If true, notify - X% of escalation has reached.
<OTRS_TICKET UpdateTimeWorkingTime> Seconds of working/service time till update, e. g. 1800.
<OTRS_TOKEN> Token for the lost password feature.

<OTRS_UserFirstname> Alias of <OTRS_NOTIFICATION_RECIPIENT_UserFirstname>.
<OTRS_UserFullname> Alias of <OTRS_NOTIFICATION_RECIPIENT_UserFullname>.
<OTRS_UserLastname> Alias of <OTRS_NOTIFICATION_RECIPIENT_UserLastname>.

<OTRS_UserLogin> Alias of <OTRS_NOTIFICATION_RECIPIENT_UserLogin>.

9.3.3 OTRS Screen Reference

The following reference lists the screens where the OTRS tags can be used.

vEf#: <OTRS_AGENT> and <OTRS_CURRENT> are synonym and they will be replaced by the data of the
agent doing the action. For example in process management or generic agent where the agent can overwrite
the UserID parameter, it do not has to be the current ticket owner.

AgentTicketAttachment <OTRS_CONFIG_*>
AgentTicketForward <OTRS_TICKET_State>
AgentTicketMerge <OTRS_MERGE_TO_TICKET>
Ticket: :Frontend: :AutomaticMergeText <OTRS_TICKET_ *>
Generic notifications <OTRS_CONFIG_*>
Appointment notifications

¢ <OTRS_APPOINTMENT_*>

¢ <OTRS_CALENDAR_*>

e <OTRS_CONFIG_*>

* <OTRS_NOTIFICATION_*>
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Process management sequence flow actions and script task activities

<OTRS_USER*>

<OTRS_AGENT_*>
<OTRS_CONFIG_*>
<OTRS_CUSTOMER_*>
<OTRS_NOTIFICATION_*>

<OTRS_TICKET_*>

Ticket notifications

<OTRS_APPOINTMENT_ *>
<OTRS_CALENDAR_*>
<OTRS_CONFIG_*>
<OTRS_NOTIFICATION_*>

<OTRS_USER*>

Lost password

<OTRS_NEWPW>

<OTRS_USER_*>

Auto responses

i) {5 T

0
X

<OTRS_AGENT_*>
<OTRS_CONFIG_*>
<OTRS_CUSTOMER__* >
<OTRS_NOTIFICATION_*>

<OTRS_TICKET_*>

<OTRS_CONFIG_*>
<OTRS_CURRENT_*>
<OTRS_CUSTOMER_DATA_*>
<OTRS_OWNER_ *>
<OTRS_RESPONSIBLE_*>

<OTRS_TICKET_*>

<OTRS_CONFIG_*>
<OTRS_CURRENT_*>
<OTRS_CUSTOMER_DATA_*>
<OTRS_OWNER_ *>
<OTRS_RESPONSIBLE_*>

<OTRS_TICKET_*>

334

Chapter 9. Tutorials



OTRS Administration Manual, % i 7.0

iR
* <OTRS_AGENT_*>
* <OTRS_CONFIG_*>
* <OTRS_CURRENT_*>
* <OTRS_CUSTOMER_*>
* <OTRS_CUSTOMER_DATA_*>
* <OTRS_OWNER_*>
* <OTRS_RESPONSIBLE_*>

* <OTRS_TICKET_*>

9.4 & e A

AN B3 ST N R A R T e A8 I SAR o e LU DA SR i 0 B AT ARG 48 i OTRS
HEZ AR .

In addition, a security standard called Content Security Policy headers is now leveraged by the built-in web
server. It serves as a last line of defense and in case some unexpected code still makes it to the client, it
will make sure that the user’ s browser simply refuses to run it.
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* ExternalFrontend: :ExternalScripts
* ExternalFrontend::InlineScripts

* WebApp: :Server::AdditionalOrigins
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<script async src="https://www.example.com/track/js?id=UA-XXXXXX-Y"></script>
<script>

window.datalLayer = window.dataLayer || [];

function track () {datalLayer.push (arguments) ; }

track('js', new Date());

track ('config', 'UA-XXXXXX-Y'");
</script>
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2. #Z¥'H ExternalFrontend: :ExternalScripts s
3. milirixiEUMEE .
4. WURCZAAEME, WIS H24 o S, 4R PIrib IR .
5

CAESCAR B i N A R 5E AL E . B Wl https://www.example.com/track/js?
1d=UA-XXXXXX-Y o
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2. R N'E ExternalFrontend: :InlineScripts »
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4. IR CAAAEME, WSl - 0, ks NP .
5. fESCARKI A S B B, KT script AR%E o Bt

window.datalayer = window.datalLayer || [];
function track () {datalLayer.push (arguments) ;}
track('js', new Date());

track ('config', 'UA-XXXXXX-Y');

6. miihi ZEARLMRAFE BRI BE -
7. WERBEUR I ARSRCE .

FOBT RSN B3 S R
AT NS BATE T EEHR AN N RSN RESY o HnE] shell, $ATEL T i 4

bin/otrs.WebServer.pl —--deploy-assets

R e bk e AN [ 44 5
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FLWEB £l 6, mEdl e il TR —Web T A% —web #2165 IS F12 PREEE AT
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® Om or [J Console O ge Style Editor () Pe e {3 Memory N Network B
0]

Errors Warnings Logs Info Debug (l 5
A Loading failed for the =script> with source “https://www.example.com/track/js?1d=UA-X00000-Y".
Content Security Policy: The page’s settings blocked the loading of a resource at eval
Content Security Policy: The page’s settings blocked the loading of a resource at https://www.example.com/track/js?id=UA-00000-Y (“script-s
APIClient: Opening WebSocket connection.
Content Security Policy: The page’s settings blocked the loading of a resource at eval ("script-src”).
APIClient: WebSocket connected!

» |

Bl A 300 B e 65 A DR

M?f‘?ﬂ“%%i%ﬁéﬂ‘]ﬁf LA RSN BIAS B Y AN BERINZ (1 A1 8 4T) o BRIEZ AL, PIASTTAL U At e 8 (2 A1 5
7)o DTARTRESGIH T — A48 script-src [ WAL RIS, 2N ERIA B

AT B SN RGP AN VE AL R R N2 P97 2 A SR b Sk I g P e
1. ¥e3) RGME B

2. R 'H WebApp: :Server: :AdditionalOrigins

3. s i E LR

4. W script-src CEAEME, ERESARN S - BN, 4R TP

5. %Ijg%?iq:‘/\iﬁuk%ﬁﬁﬂ%ﬁﬁﬁﬁiﬁﬁﬁﬁ o Bl nttps://www.example.com o X VRIS B
6. sith P B s, KPR T 55— M .

7. EH B MALL T RS, S5 'unsafe-eval ' o X AVFHATIEA A ©

8. miliikbrid MRAHESUR IRE. -

9. MERBIIAMARLBE .
SIS AN S FER A AN B3 ST I TR o PRA L YT 8 S B A2
AR EH INBANBN RGN R W RESAR B — LM IR o AEIRATIIE] 7, ATRE IR REA:

or ] Console O Style r (3 ice Lk Memory Tl Metwork

0}

Errors Warnings Logs Info Debug
Content Security Policy: The page’s settings blocked the loading of a resource at https://www.example.com/track/track@2x.png ("img-src”).
APIClient: Opening WebSocket connection...
APIClient: WebSocket connected!

» |

P 2 B R AR P £ B R AN

AR R RIEBHLE T 5 — A%, B AT B ISR C 58 14T Do AT LI 51 RIS BRI N B 45K
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- R RGENCE B
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2. Z 'S WebApp: : Server: :AdditionalOrigins »

3. mihizEUSGEY .

4. WERCAAAAE img-sre WME, RS ZAMM S « BN, ke Nimrb g .
5
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9.5 Allow Program Safe to Run

External programs to be run by OTRS and directories where OTRS can read from or write to are blocked by
default due to security reasons. If you would like to use an external program in scripts, the ' PROGRAM' is
not safe to run message appears in the log file where PROGRAM is the name of program.

There is no graphical user interface to add additional program or directory to the allow list. A system ad-
ministrator who has file system access has to add the allowed programs and directories to configuration

file.
To add programs and directories to the allow list:
1. Open $OTRS_HOME/Kernel/Config.pm.

2. Add the following settings:

SSelf->{'SystemConfiguration: :ValueType: :SystemCommand: :BinaryWhiteList'}->

—{'999-Custom'} = [
'program_name',

17

SSelf->{'SystemConfiguration: :ValueType: :SystemCommand: :DirectoryWhiteList

—'}=>{"'999-Custom'} = [
'/path/to/directory’,

17

The first setting lists the base names of allowed commands which can be run in a system command. The
second setting lists the absolute paths of allowed directories where the system can read from or write to

during a system command redirect.
In the example above the 999-Custom is a unique identifier for expanding the allow lists.

Do not use the same unique identifier anywhere else in the system in the scope of this setting.
erwise a previous allow list will be overwritten!

il
Oth
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9.6 Custom Language File

To use this tutorial you need file system and command line access to the server where OTRS is running.

Ef#: This feature is only available to On-Premise customers. If you are a Managed customer, this feature
is taken care of by the Customer Solutions Team in OTRS. Please contact us via support@otrs.com or in
the OTRS Portal.

OTRS can be localized into other languages than English. The language files are stored in . pm files under
the SOTRS_HOME /Kernel/Language/ folder. There are three types of language files:

Framework language file The files named based on a language code and optional dialect code sepa-
rated by an underscore character (for example de . pm for German language file or en_CA . pm for the
Canadian English language file) contain the translation of the core system. These files are part of
the released package and they are being updated time to time with the translations made on OTRS
Translation Portal.

Do not edit these files manually. They will be overwritten during the next version update.

Package language file Packages like ITSM packages or feature add-on packages have own language
files using the following naming convention: language code and optional dialect code followed by the
package name separated by underscore characters (for example de_ OTRSServiceManagement .
pm for German language file or en_CA_OTRSServiceManagement .pm for the Canadian English
language file of the 0OTRSServiceManagement package).

Do not edit these files manually. They will be overwritten during the next version update.

Custom language file Custom language files are not part of the system. You have to create it manually
and put it to the language folder. The name of the custom language file should be a language code and
optional dialect code followed by the word Custom separated by underscore character (for example
de_Custom.pm for German custom language file or en_CA_Custom.pm for the Canadian English
custom language file). Since this file is not part of the release package, this will not be overwritten
during version updates.

In a system where all kind of language files are present, the framework language file is loaded first then the
package language files are loaded in alphabetical order and finally the custom language file is loaded. This
ensures that the translations from the custom language file can override any previous translations.

There are two kind of usage of the custom language file:
1. To add translation to system resources created or changed after the installation.
2. To customize the existing translation.

During the configuration phase of the system the created or modified resources can contain new translatable
strings like names, descriptions or any other attributes of the following resources:

« HI

« FAQ 257
« RGNE
< ETR
 URARE P
« gk

.« k55

9.6. Custom Language File 339


mailto:support@otrs.com
https://portal.otrs.com/
https://translate.otrs.com/
https://translate.otrs.com/

OTRS Administration Manual, % i 7.0

MR 55 2 Bl
N

=
=R

It is recommended to always use English texts for the resources above and translate them using the custom
language file even if the system is designed to be used in a specific language.

When the resources have been added to the system, you have to collect the translatable strings manually
and you have to add them to the custom language file.

This example shows a system where a new drop-down dynamic field with translatable options and a new
ticket state have been added. Additionally an existing translation has been changed.

The German custom language file should look like this:

S Hh R R KR WK K

Copyright (C) YEAR, https://your—company.com/

This software comes with ABSOLUTELY NO WARRANTY. For details, see

the enclosed file COPYING for license information (GPL). If you

did not receive this file, see https://www.gnu.org/licenses/gpl-3.0.txt.

package Kernel: :Language: :de_Custom;

use
use
use

sub

strict;
warnings;
utf8;

Data {
my 5$Self = shift;

# School dynamic field options

SSelf->{Translation}—->{'middle school'} = 'Mittelschule';
SSelf->{Translation}->{'high school'} = 'Oberschule';
SSelf->{Translation}—->{'University'} = 'Universitat';

# Ticket state
SSelf->{Translation}->{'closed with workaround'} = 'provisorischy,

—geschlossen';

# Override existing translation
SSelf->{Translation}->{'Internal News'} = 'Firmennachrichten';

push @{ $Self->{JavaScriptStrings} // [1 }, (
)

return;
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The first section contains copyright and license information. Since OTRS is licensed under GNU GPL version
3 it is recommended to apply the same license to the custom language file. Do not forget to change the year
and the copyright holder in the second line.

The next section contains the package path which should be the relative path from the OTRS home
folder and the name of the custom language file without the file extension. In the example above this is
Kernel::Language: :de_Custom. If you create the custom language file for another language you have
to change the language prefix in the last segment of the path.

The most important section is the translation entries. Each entry contains the English string as key and the
translation of the target language as value. It is recommended to group the entries and add a comment (a
line starting with # character) which explains where the strings come from. This facilitates the maintenance
of the custom language file.

It is possible to override the existing translation of the framework. In our example we override the
German translation of Internal News with Firmennachrichten instead of the original Interne
Nachrichten. To do this you have to search for the original string in the German language file (de . pm)
then copy the original string to the custom language file and add different translation.

Any character can be in the strings but the apostrophe character has to be escaped as \' like don\ 't
because this character is used as enclosing character.

The language files for the new interface are now part of the built application (static JSON). When you add a
custom language file to the file system, you need to rebuild the application for the change to be considered.
To trigger the rebuild, restart the server with the -—-deploy-assets option:

otrs> /opt/otrs/bin/otrs.WebServer.pl —--deploy-assets

During the build process, the language files will be refreshed and will take any *_Custom. pm into account.

9.7 Database Table Optimization

vEfi#:  This tutorial is only for on-Premise customers. The Customer Solutions team takes care of the
database of managed customers.

Due to the nature of database tables they can be fragmented over the time. The fragmentation is caused
by updating the values in the records. This is normal, but a fragmented table takes more storage and the
queries can run slower.

This is a database operation topic and not related to OTRS strictly, but this tutorial can help to identify and
solve the problem if the database is getting bigger and bigger.

To optimize the database tables:

1. Check the status of the tables using the SQL statement below.

SELECT
TABLE NAME,
ROUND (DATA_LENGTH/1024/1024, 2) AS DATA_LENGTH,
ROUND (INDEX_LENGTH/1024/1024, 2) AS INDEX_LENGTH,
ROUND (DATA_FREE/1024/1024, 2) AS DATA_FREE,
(data_free/ (index_length+data_length)) AS FRAG_RATIO
FROM information_schema.tables
WHERE TABLE_SCHEMA = 'otrs'

(TR %)
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(% F7)
AND DATA_FREE > 0
ORDER BY frag ratio DESC;
2. Review and analyze the output which should look like this.

e fmm Fmm fom

b= +
| TABLE_NAME | DATA_LENGTH | INDEX_ LENGTH | DATA_FREE,
— | FRAG_RATIO |
- ————— F———————— Fm——————— F————————
ot +
| communication_log_object_entry | 0.02 | 0.03 | 10.00.,
o | 213.3333 |
| user_config | 1.19 | 0.05 | 4.00.
< | 3.2405 |
| web_upload_cache | 7.31 | 0.00 | 22.00.,,
o 3.0085 |
| article_data_mime | 1.52 | 0.06 | 4.00.
o | 2.5347 |
| sysconfig_deployment | 10.02 | 0.02 | 16.00,
< | 1.5950 |
| xml_storage | 1.50 | 1.92 | 4.00.
o | 1.1689
| mail_qgueue | 5.52 | 0.05 | 4.00.
< | 0.7191 |
| virtual_fs_db | 1.52 | 0.02 | 1.00.,
. 0.6531 |
| sysconfig_default | 6.41 | 0.31 | 4.00.
o | 0.5953 |
| sysconfig_default_version | 10.52 | 0.45 | 5.00,
o | 0.4558 |
| package_repository | 33.52 | 0.03 | 11.00,
< | 0.3279
+-—— - - +—————
et —————— +

The output shows that the fragmentation ratio of the communication_log_object_entry tableis
213 and the table contains 10 MB empty data.

3. If the fragmentation ratio is higher than 50% (0.5 in the FRAG_RATIO column) you should consider to
optimize the table using the opTIMIZE SQL statement.

OPTIMIZE TABLE otrs.communication_log_object_entry;
4. Verify if the table is not fragmented anymore. Use the same SQL statement as used in step 1.

o ittt ittt Fom e F———=
o +

| TABLE_NAME | DATA_LENGTH | INDEX_LENGTH | DATA_FREE |,
FRAG_RATIO |

fmm Fmm fm Fom +-——=
e +

| user_config | 1.19 | 0.05 | 4.00 | 0
32405 (FE)
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| web_upload_cache | 7.31 | 0.00 | 22.00 | 0
— 3.0085 |
| article_data_mime | 1.52 | 0.06 | 4.00 | U
— 2.5347 |
| sysconfig_deployment | 10.02 | 0.02 | 16.00 | L
—1.5950
| xml_storage | 1.50 | 1.92 | 4.00 | 0
— 1.1689 |
| mail_queue | 5.52 | 0.05 | 4.00 | L
—~ 0.7191 |
| virtual_fs_db | 1.52 | 0.02 | 1.00 | L
— 0.6531 |
| sysconfig_default | 6.41 | 0.31 | 4.00 | 0
—0.5953 |
| sysconfig_default_version | 10.52 | 0.45 | 5.00 | U
—0.4558 |
| package_repository | 33.52 | 0.03 | 11.00 | 0
- 0.3279 |
e e fmm o +-—

ym——————— +

5. Repeat step 3 for the other tables if needed. You can optimize more tables at the same time.

OPTIMIZE TABLE otrs.communication_log_object_entry, otrs.web_upload_cache,
— otrs.package_repository;

Z:

Read the official manual of MySQL for detailed information.

9.8 Cookies and Local Storage

The applications need cookies and local storage for proper working. Both the cookie and the local storage
are stored on the user’ s computer. This storage does not include personal data, they are only needed for
the operation of the application.

The only cookie stored when the user visits the external interface is AuthenticationCustomer. This
cookie stores the session ID of the logged in customer user and has a lifetime of 16 hours.

Additionally, the following key-value pairs are stored in the web browser’ s local storage:

Plugins/Store/LoggerOptions = {
"logLevel": "info",
"logRecord": false

}

Apps/External/Plugins/Store

"accessToken":null,
"isLanguageSet":false,
"language":"en"

Il
—

}
Apps/External/Plugins/Store/PrivacyNotice = {
"isNoticeVisible": true
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}

Plugins/Store/PerlProfiler = {
"perlProfiler": {}

}

Plugins/Store/PublicChat = {
"publicUuid": "<uuid-string>"

}

The UUID values in the local storage are auto-generated when the user visits the external interface for the
first time. The local storage has no expiration date and stores data used for the application itself.
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